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Getting Started

New Features

New features contained in this release of McAfee Privacy Service are:
Administrator Password Retrieval

Privacy Service now provides the ability for the Administrator to retrieve the Administrator
password if he or she has forgotten it.

System Requirements

For All Computers:

Personal Computer with Microsoft® Windows® 95, 98, Me, 2000, or XP
10 MB of free hard drive space for installation
Microsoft® Internet Explorer 5.0 or higher (Internet Explorer 6.0 or higher for Windows XP)

Specific Operating System Requirements:

Windows 95 and 98: Minimum 16 MB RAM, 100 MHz processor
Windows Me: Minimum 32 MB RAM, 150 MHz processor

Windows 2000 Professional: Minimum 64 MB RAM, 133 MHz processor
Windows XP: Minimum 64 MB RAM, 233 MHz processor

Configuring Microsoft Internet Explorer

The McAfee Web site uses ActiveX controls and cookies in its applications. These technologies require
specific Internet browser configurations to ensure the applications are installed correctly and work
properly on your computer.

Most Internet browsers will already have the proper settings to install Privacy Service. To avoid any
problems with the installation, we suggest that you verify that the Internet Explorer settings are
correct before you try to install Privacy Service.

First, determine which version of Internet Explorer you are using:

1. Open Internet Explorer.
2. On the Internet Explorer menu bar, click Help, and then click About Internet Explorer.
3. Look for the line labeled Version: and note the first three numbers.

Example: Version: 5.50.4807.2300. The bold numbers indicate where you should look. This version
of Internet Explorer is 5.50, so you would follow the steps in the “Configuring Internet Explorer 5.x”
section.

Configuring Internet Explorer 5.x

1. Open Internet Explorer. On the Tools menu, click Internet Options.

2. Click the Security tab (see Figure 1). Make sure that you are in the Internet Web content
zone and that Security level for this zone is set to Medium or lower.

3. Click Custom Level. Select Enable for these ActiveX controls and plug-ins options:

Download signed ActiveX controls
Run ActiveX controls and plug-ins
Script ActiveX controls marked safe for scripting

Select Enable for the Active scripting option under the Scripting settings.
Click OK, and then click Yes to confirm the changes.

Click OK to close Security Settings.

Click Apply, and then click OK to close Internet Options.

Quit Internet Explorer.

PN A
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Internet Properties 21l
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Select a Web content zone to specify its security settings.
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sitesg

Internet
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Custom
Custom settings.
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Customn Level... | Default Level |

ak. I Cancel | Aoply |

Figure 1

Configuring Internet Explorer 6.x

®NOWU

©

Open Internet Explorer. On the Tools menu, click Internet Options.

Click the Security tab (see Figure 2). Make sure that you are in the Internet Web content
zone and that the security level for this zone is set to Medium or lower.

Click Default Level to use the recommended settings.

Click Custom Level. Select Enable for these ActiveX controls and plug-ins options:

Download signed ActiveX controls
Run ActiveX controls and plug-ins
Script ActiveX controls marked safe for scripting

Select Enable for the Active scripting option under the Scripting settings.

When you are done, click OK, and then click Yes to confirm the changes.

Click the Privacy tab (see Figure 3), and then click Advanced.

Make sure that Override automatic cookie handling and Always allow session cookies
are selected, and then click OK. Click OK again.

Quit Internet Explorer.

McAfee Privacy Service
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Installation
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Figure 3

1. Click the Download link on the Web page or the subscription confirmation email.
2. Click Yes on any messages asking if you want to download files from the McAfee Web site.
3. Click Continue on the Privacy Service Installation Wizard to start the download and

installation.

4. Click Restart to restart your computer when the Wizard prompts you.

OR

Click Close if you need to save any work or quit any programs, then restart your computer as
you normally would. You must restart your computer in order for Privacy Service to work

properly.

After the computer restarts, Privacy Service prompts you to create the Administrator.

Creating the Administrator

The next task of the installation is to create an Administrator account. The Administrator is the person
who controls who uses the Internet, when users can use the Internet, and what they can do on the

Internet.

Note: Once you start creating the Administrator, you cannot cancel or back out of the process.

To create the Administrator:

1. On the Create Administrator window, enter a password in the Password box. The password
can be up to 50 characters and can contain uppercase and lowercase letters and numbers.

2. Reenter the password in the Confirm password box. If you need to change your password
later, please see Changing Your Password on page 19.

3. Enter security information.

If you forget your password while logging on, you will use this information to get your

password.

a. Select a question from the Security Question box.

b. Enter the answer to the question.
c. Click Next.

McAfee Privacy Service
User Guide



Important: Please remember your password and security answer so that you can log on to
Privacy Service. If you cannot log on, you will be blocked from using Privacy Service and the
Internet. Also, keep your password secret so only you can change Privacy Service settings.

4. Set the Cookie Blocker by selecting one of the options listed below and then clicking Create.

Click Reject all cookies if you want Privacy Service to make cookies unreadable to the
Web sites that sent them.

Click Prompt user to accept cookies if you want to decide whether or not to accept or
reject cookies on a case-by-case basis. Privacy Service will notify you when a Web site you
are about to view wants to send a cookie to your computer, and it will give you the option
to accept or reject the cookie. After you make your choice, you will not be asked about
that cookie again.

Click Accept all cookies if you want to allow Web sites to read the cookies they send to
your computer.

5. Click Create. The window changes to the Users tab of the main Privacy Service window (see
Figure 4). Now you can start adding users to Privacy Service.

Notes:

If you reject cookies, most Web sites will work properly; however, some Web sites, to work
properly, require that cookies be enabled.
Please be aware that Privacy Service will accept cookies from the McAfee Web site at all times.

Mchfee Privacy Service

®y MeAfee | PrivacyService

"Select A User

McaAfee Privacy Service has been configured for the following users. To
rmanage a specific user, select the user and then the operation you
want to perform.

Options User Mame i Type
Administrator : Administrator
i Clder Teen Older Teenager
"‘)'- roung Child roung Child

Event Log

Figure 4
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Retrieving the Administrator Password

If you forget the Administrator password, you can access the password using the security information
you entered when you created the Administrator profile.

To retrieve the Administrator Password:

1. Open the Sign In prompt:

a. Right-click the McAfee icon [E!
b. Point to Privacy Service.
c. Click Sign In.
2. Select Administrator from the User Name box.
3. Click Forgot your password?.
4. Enter the answer to the security question that appears, and then click Get Password.

A message appears containing your password. If you forgot the answer to the security question,
contact Customer Support at (972) 963-8000.

Using McAfee SecurityCenter

The McAfee SecurityCenter is your one-stop security shop, accessible from its icon in your Windows
system tray or from your Windows desktop. With it, you can perform these useful tasks:

- Get free security analysis for your PC.
- Launch, manage, and configure all your McAfee subscriptions from one icon.
« See continuously updated virus alerts and the latest product information.

+ Receive free trial subscriptions to download and install trial versions directly from the McAfee
Web site using our patented software delivery process.

- Get quick links to frequently asked questions and account details at the McAfee Web site.
Note: For more information about its features, please click Help in the SecurityCenter dialog box.

While the SecurityCenter is running and all of the McAfee features installed on your computer are

enabled, a red M icon appears in the Windows system tray. This area is usually in the lower-right
corner of the Windows desktop and contains the clock.

If one or more of the McAfee applications installed on your computer are disabled, the McAfee icon
changes to black .
To open the McAfee SecurityCenter:

1. Right-click the McAfee icon [E!
2. Click Open SecurityCenter.

To access a Privacy Service feature:

1. Right-click the McAfee icon [E!
2. Point to Privacy Service, and then click the feature you want to use.

Signing In and Out

If you are the Administrator and have forgotten your password, go to Retrieving the Administrator
Password.

Signing in From the Prompt:

1. Select your User Name from the list (see Figure 5).
2. Enter your Password.
3. Click Sign In.

McAfee Privacy Service
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HMcifee Privacy Service

“ McAfee

SECURITY

PrivacyService

(" please 5ign In

Administrator of this computer.

Service,

User name:

Passwaord:

This computer is protected by McAfee Privacy Service, To access the Internet, you
must first sign in. If you don't have a user name and password, contact the

Please select your user name and enter your password to sign in to McAfee Privacy

Administrator

L ]

Forgot wour password?

[ Sign In } [

Cancel ]

Figure 5

Signing in Without the Prompt:

1. Right-click the McAfee icon, point to Privacy Service, and click Sign In (see Figure 6).
2. Select your User Name from the list.
3. Enter your Password.

4. Click Sign In. If Sign Out is in the place of Sign In (see Figure 7), then you are already

signed in.

Signing Out:

Right-click the McAfee icon, point to Privacy Service, and then click Sign Out. If Sign In is
in the place of Sign Out, then you are already signed out.

Open SecurityCenter

YirusScan Online
Perzonal Firswall

Signln

Help Updates

About
Dizable

Mcéfee. com Store
Cuztomer Support
My Account Info
Cliric:

Exit

Figure 6

U 10:45 AM

Manage Users
Optiohs
Wigw Event Log
Sign Out

Help
Sbout
Dizable

Open SecurityCenter

YirusScan Online »
Ferzanal Firewall
Pris Servi

Updates

Mcifee com Store
Cugtomer Support

My Account Info

Cliniz 3

E it

TR 10:43 AM
Figure 7
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Adding Users

Assigning the User Name and Password

The first step to adding a user is to provide the user with a user name and a password. The password
can be numbers, letters, or any combination of numbers and letters.

1.

ubhwWN

o

Tips:

Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

Click Add. In the User name box, enter the new user's name (see Figure 8).

Enter a password in the Password box (see Tips below).

Confirm the password by reentering it in the Confirm Password box.

Click the box next to Make this user the Startup user if you want this user to be the
Startup user (see Tips below).

Click Next.

McAfee Privacy Service

®y MeAfee | PrivacyService

rou are the Administrator of this computer. As the Administrator,
you choose the settings for McAfee Privacy Service, create accounts
for the computer users, and decide what types of Wweb sites and
content each user may wiew.

To create a new user, creats a new user name and password and
click Next.

User name: |Young Child

Event Log
Passwaord: |uu

Confirm password: | sens|

I™ Make this user the Startup User

( nmet= ] [ canea

Figure 8

When you assign passwords, keep in mind the age of the person to whom you assign the
password. For example, if you need to assign a password to a young child, you should make
the password fairly simple. If you need to assign a password to an older teenager or an adult,
you can make the password more complex.

If you use the Startup user feature and you have younger children using the computer, set the
Startup user to the youngest user of your computer. If an older user uses the computer, he or
she can log off from the young user and then log in again using his or her own user name and
password.

Setting the Content Rating

Click one of the age-based settings (see Figure 9), and then click Next.

McAfee Privacy Service 10
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Mchfee Privacy Service

¥ MeAfee | PrivacyService

(" content Rating

McaAfee Privacy Service can be configured to restrict the Web sites
and material a user is able ta view. This helps prevent the user fram
viewing material that is inappropriate for their age or maturity level,

Please select an Age Group for this user:

Age Group: Equivalent Ratings: Movie TV
& Young child G
Child PG
Event Log Younger teenager
Older teenager

Adult

[ = Back ] [ Mext = ] [ Cancel

Figure 9

Setting the Cookie Blocker

The Cookie Blocker intercepts cookies that Web sites send to your computer and takes the appropriate

action.
1.

Click one of the options listed below.

Click Reject all cookies if you want Privacy Service to make cookies unreadable to the
Web sites that sent them. In effect, Privacy Service blocks the cookies, and it does not
notify you about the cookies it blocks.

Click Prompt user to accept cookie to let the user decide whether or not to accept or
reject cookies on a case-by-case basis. Privacy Service notifies the user if a Web site he or
she is about to view is sending a cookie to the computer. Privacy Service will give her or
him the option to accept or reject the cookie. After the user decides, he or she will not be
asked about that cookie again. Privacy Service also logs the cookie interception and the
user’s decision in the Event Log.

Click Accept all cookies if you want to allow Web sites to read the cookies they send to
your computer. Privacy Service will not notify you when Web sites send cookies to your
computer.

2. Click Next

Notes:

If you reject cookies, most Web sites will work normally; however, some Web sites require
you to enable cookies so they can work properly.
Please be aware that Privacy Service will accept cookies from the McAfee Web site at all times.

Setting Time Limits

To allow the new user to use the Internet without time restrictions:

1.
2.

Click Can use Internet anytime.
Click Create.

To set time limits for the new user:

1.

2.
3.
4

Select Restrict Internet usage, and then click Edit. The Privacy Service window changes to
the window shown in Figure 10 (see Tip below).

From the Day list, select which day(s) you want the new user to use the Internet.

Select the Begin time and End time from the lists, and then click Add.

Click OK on the message saying that the user is allowed to use the Internet on the days and
times you have chosen. The days and times you selected will appear in the area below the

McAfee Privacy Service 11
User Guide



lists. If necessary, you can remove any time limits by clicking the day in the display and

clicking Remove.

If a user tries to use the Internet when he or she is not scheduled to do so, Privacy Service
tells the user that he or she is not allowed to use the Internet at this time.

5. Click Done, and then click Create. The Privacy Service window shows the Select A User

options.

Your new user appears in the list of users. If you chose this user to be the Startup user, then

(Startup User) appears next to the user name.

Tip: If you do not want the new user to use the Internet at all, select Restrict Internet Usage, and

then click Create. When the user uses the computer, he or she is prompted to sign in to Privacy
Service. The user can use the computer, but he or she will not be allowed to use the Internet.

Mchfee Privacy Service

ty MeAfee | PrivacyService

Options

g

Event Log

Internet Time Limits

“rou have chosen to restrict this user's Internet access, Please enter
the days and times during which this user can access the Internet,

Cray: =
Start Time: clon =l fam <]

End Time: I S I e TS

Day | Start Time | End Time

wednesday 01:00 PM 0z:00 PM
Thursday 01:00 PM 0z:00 PM
Friday 01:00 PM 0z:00 PM
Saturday 10:00 AM 05:00 PM

&

Figure 10

McAfee Privacy Service
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Editing Users

Changlng a User’s Age Group

Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

Select a user by clicking a user's name and clicking Edit. A group of options opens in the
Privacy Service window.

Click the Age Group tab (see Figure 11).

Select a new Age Group for the user, and then click Apply.

Click OK on the confirmation message.

Close the Privacy Service window if you are done making changes.

N

ouAwW

Mchfee Privacy Service

ty MeAfee | PrivacyService )

(Password | User Info ‘ Cookies | Age Group | Time Limits |

Edit user options for: ¥oung Child

Mcafee Privacy Service can be configured to restrict the Web sites
and material a user is able to view. Please select an Age Group for
this user,

Bokicns Age Group: Equivalent Ratings: Mavie T
¢ voung child G TY-Y

"" '@ child PG V-7
Event Log ’

” Younger teenager - TY-PG
" Older teenager TY¥-14
" Adult - TY-MA

{ Ok ] [ Cancel ] [ Apply

Figure 11

Changmg the Cookie Blocker Setting

Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Select a user by clicking a user's name and clicking Edit. A group of options opens in the
Privacy Service window.

3. Click the Cookies tab, select a new option for managing cookies, and then click Apply (see
Figure 12).

4. Click OK on the confirmation message. If you selected "Prompt user to accept cookie," please
skip to the instructions for Editing the Accept Cookie and Reject Cookie Lists.

5. Close the Privacy Service window if you are finished making changes.

McAfee Privacy Service 13
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Mchfee Privacy Service

¥y MeAfee | PrivacyService

Options

[

Event Log

E - - “\
Password | User Info ‘ Cookies |

Age Group \l Time Limits 3

Edit user options for: ¥oung Child

Reject all cookies
" Prompt user to accept cookies

" Accept all cookies

Select one of the following actions to manage cookies,

J (

Figure 12

Editing the Accept Cookie and Reject Cookie Lists

If you selected “Prompt user to accept cookie” for a user, you can set Privacy Service to accept or
reject cookies from specific Web sites for only that user. In either case, Privacy Service will not prompt
the user to accept or reject cookies from the specified sites.

1.

2.
3.
4

Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the

Select A User page.

Select a user by clicking a user’s name and clicking Edit.
Click the Cookies tab, and then click Edit on the Cookies page if it is available.

Specify which list you want to modify by selecting either Web sites that can set cookies or
Web sites that cannot set cookies.

Enter the address for the Web site that you want to accept or reject cookies from in the
http:// box (see Figure 13), and then click Add. The Web site appears in the list above the

http:// box.

Click Done when you are finished adding Web sites.
Close the Privacy Service window if you are finished making changes.

Mchfee Privacy Service

¥y MeAfee | PrivacyService

9

Options

.‘)‘_

Event Log

p _ —
Password | User Info ‘ Cookies |

Age Group ‘l Time Limits 1

Specify which list you wish to modify:
7 Wweb sites that can set cookies

& web sites that cannot set cookies

Reject Cookie Web Sites

WWW . aNNaYiNgpOpUps .com

http: /4 | www saynotocookies,com|

Add

Figure 13
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To remove a Web site from the Accept or Reject list:

1.

2.
3.

4.

Specify which list you want to modify by selecting either Web sites that can set cookies or
Web sites that cannot set cookies.

Click the URL of the Web site and click Remove.

Click Yes on the confirmation message. The Web site’s name disappears from the list.

Close the Privacy Service window if you are finished making changes.

Changing Time Limits

1.

2.
3.

Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

Select a user by clicking a user’s name and clicking Edit.

Click the Time Limits tab and do one or more of the following:

Allow the user to use the Internet anytime

1. Select Can use Internet anytime and click Apply if you do not want to restrict the
user’s viewing times.

2. Click OK on the confirmation message.

3. Close the Privacy Service window if you are finished making changes.

Restrict the user’s Internet usage

1. Select Restrict Internet usage and click Edit if you want to limit the user’s Internet
time.

2. On the Day list, select which day(s) you want to allow Internet access.

3. Select the Begin time and End time, and then click Add.

4. Click OK on the confirmation message. The days and times you selected appear in the
area below the lists.

5. Click Done when you are finished adding times.

6. Close the Privacy Service window if you are finished making changes.

Remove times

1. Select Restrict Internet usage and click Edit.

2. Click the day containing the time you want to remove and click Remove.
3. Click Done when you are finished removing times.

4. Close the Privacy Service window if you are finished making changes.

Change times

Select Restrict Internet usage and click Edit.

Click the Day of the time you want to change.

Select the new Begin time and End time, and then click Add.

Click OK on the confirmation message. The new times replace the old ones.
Click Done when you are finished changing times.

Close the Privacy Service window if you are finished making changes.

ouAWNE

Changmg the Startup User

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Click the user’s User Name that you want to designate as the Startup user, and then click
Edit.

3. Click the User Info tab.

4. Click the check box next to Make this user the Startup user (see Figure 14). A check mark
appears in the box when it is selected.

5. Click Apply and click OK on the confirmation message.

6. Close the Privacy Service window if you are finished making changes.

McAfee Privacy Service 15
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Mchfee Privacy Service

¥y MeAfee | PrivacyService

g A 2 R N
/Passwuld User Info | Cookies | Age Group | Time Limits

Edit user options for: Older Teen

McaAfee Privacy Service identifies users by their user name. If you
want, you can change your user narne, You can alsa rake this user
the Startup User.

Options
Mew user name;

.:"." VU Make this user the Startup User

Event Log You can restrict the access of this user to anly those Weh sites in the
"Allowed Wweb Sites" list, The user will not be able to access any
other Web sites,

[ Restrict this user to Web sites in the "Allowed Web Sites” list,

J (_#epy ]

Figure 14

Changing a User’s Password

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Select a user by clicking a user’s name and clicking Edit.

3. Click the Password tab, and then enter the user’s new password in the New password box.
The password can be up to 50 characters and can contain uppercase and lowercase letters and
numbers.

4. Reenter the user’s new password in the Confirm password box, and then click Apply.

5. Click OK on the confirmation message.

6. Close the Privacy Service window if you are finished making changes.

Removing Users

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Click the user name you want to remove, and then click Remove.

3. Click Yes on the confirmation message. The user’s name disappears from the list of users.

4. Close the Privacy Service window if you are finished making changes.

Changing a User's Information

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Select a user by clicking a user’s name and clicking Edit.

3. Click User Info.

To change the user's User Name:

1. Enter the new user name in the New user name box.
2. Click Apply.

To restrict a user to viewing only the Web sites in the "Allowed Web Sites" list:

Select the Restrict this user to Web sites in the "Allowed Web Sites" list. box by
clicking it. A check mark appears in the box if it is selected.
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Options

Blocking Web Sites

The Administrator can block all users from viewing specific Web sites, except for users with the Adult
age group and the Administrator

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Click Options, and then click the Block List tab (see Figure 15).

3. In the http:// box, enter the URL of the Web site that you want to block and click Add. The
Web site appears in the Blocked Web Sites area in the center of the window.

4. Close the Privacy Service window if you are finished making changes.

Mchfee Privacy Service

¥y MeAfee | PrivacyService

Block List | Allow List | Block Info '| Block Ads '| Cookies '| Backup |

This feature allows you to restrict access to specific Wweb sites, The Web
sites listed below cannot be accessed. This list applies to all users,
except the Administrator and users in the Adult age group, To add a
o Web site to the Blocked Web sites list, enter the Web site's URL and

\59 dlick Add.

Options Blocked web Sites

G wiww badsite.com

Event Log

http: /¢ | www .othersite .com|

Figure 15

Allowing Web Sites

The Administrator can allow all users to view specific Web sites. This overrides Privacy Service’s
default settings.

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Click Options, and then click the Allow List tab.

3. In the http:// box, enter the URL of the Web site that you want to allow and click Add. The
Web site appears in the Allowed Web Sites area in the center of the window.

4. Close the Privacy Service window if you are finished making changes.

Blocking Information

The Administrator can set Privacy Service to block certain personal information from being sent over
the Internet. The Administrator is the only person who can send this information over the Internet.
Individual users are prevented from sending this information.

To add information:

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Click Options, and then click the Block Info tab.

3. Click Add. The Select Type menu appears towards the top right of the window (see Figure
16). Click the menu and choose a type of information that you want to block.

4. Enter the information in the spaces provided, and then click Add. The information you entered
displays in the middle of the window (see Figure 17).
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5. Close the Privacy Service window if you are finished making changes.

To remove information:

Click the Description of the information you want to remove and click Remove. The
information disappears from the window.

Mcifee Privacy Service

Fox
PrivacyService @ o

Lo McAfee

SECURITY

Block List ( Allow List | Block Info | Block Ads] cDukies) Backup

To securely add and protect your information,
select the type of information you wish to block
from the following menu:

--Select Typs-- -

Social Security
Phone

VISA

Master Card
Event Log

Discover

AMEX

Bank Account
Brokerage Acct,
Phone Card
Other

Cancel

|

Figure 16

Mcifee Privacy Service

ty MeAfee

PrivacyService @

EEX

Event Log

Block List ( Allow List fBluck Info ] Block Ads) Cuukiesw Backup

The information blacking feature prevents confidential information from
being sent ouer the Internet without your permission, Pleasze dick Add
to begin the process of adding your confidential information.

Description Information
Address 555 Main St. Somewhere USA 01010
Mame First Name Last Name

Add

Figure 17

Allowing Cookies from Specific Web Sites

This is useful if you normally block cookies or prompt for their approval, but find that you need to

allow a certain Web site to read the cookies it sends to your computer. The Administrator can
configure Privacy Service to allow the site to read its cookies.

To allow cookies from certain Web sites:

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the

Select A User page.
2. Click Options, and then click the Cook

ies tab.

3. In the http:// box, enter the address of the Web site that needs to read its cookies, and then
click Add. The Web site's address will appear in the Web Site list (see Figure 18).
4. Close the Privacy Service window if you are finished making changes.

McAfee Privacy Service

Q McAfee

SECURITY

PrivacyService

Block List ( Allow List ( Block Info ( Block Ads | Cookies | Backup

Use the following list to control which Web sites are allowed to set

cookies on this cornputer. This list is a global list that supercedes an
individual user's list. To always allow a Web site to set cookies, enter
the Web site's URL and click Add.

Options accept Cookie web

Sites

Wi cookies.com

Event Log

http: /| www cookies

ender.com|

Figure 18
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Blocking Advertisements

Privacy Service can block advertisements while you are using the Internet. To do this:

1.

U'I-bbJN

Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

Click Options, and then click the Block Ads tab.

Select either Block ads on this computer or Allow ads on this computer.

Click Apply, and then click OK on the confirmation message.

Close the Privacy Service window if you are finished making changes.

Backmg Up the Privacy Service Database

Privacy Service stores all the settings, options, user profiles and passwords you created in an
encrypted database file. It is a good idea to make a backup copy of this information on a floppy disk
so you can quickly and easily restore the database from the backup copy if necessary.

1.

ubhwWN

6.

7.

Note:

Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

Click Options, and then click the Backup tab.

Insert a formatted floppy disk into the drive.

Click Browse to select a location for the database file.

Enter a password in the Password box, reenter the password in the Confirm password box,
and then click Backup.

Click OK on the confirmation message, and then remove the floppy disk from the drive and
store it in a safe place.

Close the Privacy Service window when you are finished.

It is important that you keep this password secret, and it is equally important that you do not

forget the password, or you will not be able to restore the Privacy Service settings.

Using the Backup Database

The backup copy of the database file can only be used if the original database has become corrupted
or deleted. If this happens, Privacy Service will prompt you to restore the Privacy Service database.

1.
2.

3.
4.

Insert the floppy disk that contains the backup database into the drive.

Enter the path to the backup file in the Backup file location box, or click Browse to locate
the file.

Enter your password in the Password box.

Click Restore.

If you did not back up Privacy Service's database, or if restoring the database did not work, please
uninstall and reinstall Privacy Service.
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User Options

You can change your password and user name. We recommend that you change your password after
the Administrator gives it to you. We also recommend that you change your password once a month,
or if you think someone knows your password. This helps to keep others from using the Internet with
your user name.

Why is it not good for others to use my user name?

If other people use your user name, they can try to look at Web sites that the Administrator (your
mother, father, aunt, uncle, etc.) don't want you to see, and you could get in trouble for trying to look
at those sites.

Privacy Service has a feature (the Event Log) that lets the Administrator know which sites you looked
at or tried to look at. If you try to look at a Web site that the Administrator doesn't want you to look
at, he or she will know just by looking at the Event Log.

Another reason is if you are older than the other Internet users, the younger users may try to use
your user name to view sites that the Administrator doesn't want them to see. This could mean
trouble for you and the younger users.

To help prevent this, change your password frequently (at least once a month), and make sure that
nobody knows your password except you. If you think that someone knows your password, it is a
good idea to change it right away.

For more information on cookies, please see the following:

What is a cookie?
About Accepting and Rejecting Cookies

* Only available if the Administrator allows you to accept or reject cookies as they are intercepted.

Changing Your Password

1. Right-click the McAfee icon, point to Privacy Service, and then click Options.

2. Click the Password tab and type your old password in the Old password box (see Figure
19).

3. Type your new password in the New password box.

4. Type your new password again in the Confirm password box, and then click Apply.

5. Click OK on the message. You now have a new password.

Mchfee Privacy Service

®y MeAfee | PrivacyService Q e

Password ‘ User Info ‘

Options A Mcafee Privacy Service password protects a user's personal
information and settings frorn unauthorized changes and tampering.
Mcifee Privacy Service recornmends that you change your password
periodically,

old passward: 1

New password: [

Confirm password: |

[ [8]34 } [ Cancel ] [ Apnly

Figure 19
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Changing Your User Name

1. Right-click the McAfee icon, point to Privacy Service, and then click Options.
2. Click the User Info tab.

3. Type your new user name in the New user name box and click Apply.

4. Click OK on the message. You now have a new user name.

Clearing Your Cache

You might want to clear your cache to ensure a child does not access Web pages you recently visited.

1. Open Internet Explorer.
2. From the Tools menu, click Internet Options.

The Internet Options dialog box opens.
3. Under Temporary Files, click Delete Files.
The Delete Files dialog box opens.

4. Select Delete all offline content, and then click OK.
5. Click OK to close the Internet Options dialog box.

Accepting Cookies

If you know that you access Web sites that need to read the cookies they send to your computer, you
can allow them to always be able to read the cookies.

1. Right-click the McAfee icon, point to Privacy Service, and then click Options.
2. Click the Accepted Cookies tab (only available if the Administrator selected Prompt user to

accept cookie).
3. Enter the URL of the Web site in the http:// box, and click Add. The Web site appears in the

Web site list.
If you need to remove a Web site from the list:

1. Click the Web site's URL in the Web site list.
2. Click Add.

Rejecting Cookies

If you know that you access Web sites that do not need to read the cookies they send to your
computer, you can have Privacy Service reject the cookies without asking you.

1. Right-click the McAfee icon, point to Privacy Service, and then click Options.
2. Click the Rejected Cookies tab (only available if the Administrator selected Prompt user to

accept cookie).
3. Enter the URL of the Web site in the http:// box, and click Add. The Web site appears in the

Web site list.
If you need to remove a Web site from the list:

1. Click the Web site's URL in the Web site list.
2. Click Add.

About Accepting and Rejecting Cookies

If the Administrator allows you to decide to accept or reject cookies, Privacy Service notifies you when
a Web site you are about to view wants to send a cookie to your computer. Privacy service gives you
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the option to accept or reject the cookie. After you decide, you will not be asked about that cookie
again.

Notes:
If you reject cookies, most Web sites will work normally; however, some Web sites require
you to enable cookies so they can work properly.
Privacy Service will accept cookies from the McAfee Web site at all times.
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Event Log

The Event Log is where you can find information about what Privacy Service has done. You can find
information about:

Who signed in to use the Internet and when.

Who attempted to access restricted Web sites.

Who attempted to transmit personal information via the Internet.
All administrative events

This information and more can be viewed by following these instructions:

1. Sign In to Privacy Service as the Administrator. The Privacy Service window opens to the
Select A User page.

2. Click Event Log.

3. Click the time of an individual log entry to view its details (see Figure 20).

Mchfee Privacy Service

¥y MeAfee | PrivacyService

[ Select An Event

User Surnmaty =

/ B Administrator  Safe cookie Web site ads
1 57 &M Adrninistrator Personal info added
1/13/2003 11:06:27 AM  Administrator  Personal info added =3
Options 1/13/2003 11:06:09 AM  Administrator Personal info removed
1/13/2003 11:05:56 AM  Administrator  Personal info added
1/13/2003 10:57:42 AM  Administrator  Blocked Web site added
1/13/2003 10:53:57 &AM Administrator  User created
1/13/2003 10:45:43 AM  Administrator  Unsafe cookie web site ¢
Event Log < | »

Event Details

Event Type: Safe cookie YWeb site added

Description: AWWeb site was added to the Always Allow cookie list.
Weh site: www.cookies.com

Time: 171312003 11:08:06 AM

Figure 20

About the Information

Date and Time

By default, the Event Log displays information in chronological order, with the most recent events at
the top of the list, and the oldest event at the bottom of the list. The date is displayed in the
month/day/year format, and the time is displayed in the A.M. /P.M. format (see Figure 21).

Date and Time | User Surmary -
4/12/2002 3:59:21 PM Administrator  Safe cookie web site adc
4/12/2002 3:57:46 PM administrator Personal info added
4/12/2002 3:57:08 PM administrator Personal info added .
471272002 3:46:23 PM Administrator Safe Wweb site added
471272002 3:45:32 PM Administrator Blocked Web site added
4/12/2002 3:42:55 PM Administrator  User created

4/12/2002 3:39:54 PM Administrator  User edited

441272002 3:36:15 PM Administrator  User signed in -
4 3|

Figure 21
User

The user is the person who was using the Internet at the time Privacy Service recorded the event.
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Event Details

Event Details gives you the details of the Summary entries. To view the Event Details for a particular
event:

Click the date and time of the entry of which you want details. The details appear in the Event
Details area (see Figure 22).

Event Details

Description: The fallowing wek page was hlocked by Privacy Service:
Lser: Young Child

Event Type: Web site blocked il
Weh site: match.com |

Figure 22
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Glossary

ActiveX controls

ActiveX controls are software modules based on Microsoft's Component Object Model (COM)
architecture. They add functionality to software applications by seamlessly incorporating pre-made
modules with the basic software package. Modules can be interchanged but still appear as parts of the
original software.

On the Internet, ActiveX controls can be linked to Web pages and downloaded by an ActiveX-
compliant browser, such as Internet Explorer 4.0 or later. ActiveX controls turn Web pages into
software pages that perform as any other program launched from a server.

The McAfee Web site uses ActiveX controls in its applications, and you must download the specific
ActiveX components required for each application. Once these components are loaded, you do not
need to download them again unless upgrades or updates become available.

Cookie

A cookie is a small file sent to your computer by Web sites. It allows the Web site to “remember” who
you are so they can keep track of how many people visited the Web site, when they visited, which
pages were viewed, and so on. Cookies also help a company personalize its Web site for you. For
example, many Web sites require a user name and password in order to access certain parts of the
site. To make this easier, some Web sites send a cookie to your computer so you do not have to sign
in every time you go to the site. The McAfee Web site is one of those sites. It is for these and other
benevolent reasons that cookies are intended.

However, there are cases where cookie usage threatens to cross the line of ethics. Online advertising
companies often use cookies to determine which sites you commonly visit so they can post ads on
your favorite Web sites. To most people, this is just a nuisance, but to others, this is an invasion of
privacy. They compare this practice to selling personal information to companies that send unsolicited
ads in the mail.

While cookies are a source of information for legitimate companies, they can also be a source of
information for hackers. Many Web sites with online stores put credit card and other personal
information in cookies on their customers’ computers. The intent is to make it easier for the customer
to make purchases. Unfortunately, there have been instances in the past of a security bug allowing
hackers to access the information from the cookies stored on the customers’ computers.

Uniform Resource Locator (URL)

An address for a resource on the Internet. URLs are used by Web browsers to locate Internet
resources. A URL specifies the protocol to be used in accessing the resource (such as http: for a World
Wide Web page or ftp: for an FTP site), the name of the server on which the resource resides (such as
http://us.mcafee.com).
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