
Data Sheet | Consumer Security Solutions 

 
 

 
 

McAfee® SpamKiller® 
Proven security that blocks unwanted & malicious e-mail 
 

Spam is everywhere - unsolicited, 

inappropriate and offensive e-mail, 
embarrassing product pitches, and other 

annoying messages invading your inbox.  

What was once an annoyance has turned 
dangerous, as spam has become a means for 
criminals to steal personal and financial 
information using fraudulent ‘phishing’ e-mails 
posing as reputable financial institutions. 

Prevent spam from reaching your 
inbox 

Spam used to be just a nuisance – now it’s become 
a way to steal your personal and financial 
information. Using advanced filtering techniques, 
SpamKiller lets you easily block and filter spam 
from within your existing Microsoft® Outlook® or 
Microsoft Outlook Express e-mail programs. 

 

 

 

 

Advanced filtering options include meta-
character and junk-text filtering 

Streamlined account auto-detection provides 
hands-off setup, configuration, and 
integration with your existing e-mail accounts 

Invisible text & image filtering zeroes in on 
colorless content and/or image-only or 
image-heavy e-mails that spammers use to 
evade anti-spam engines.  

Intentional misspelling filtering helps detect 
spam with intentional misspellings, including 
improper capitalization or character 
replacements (e.g., m0rtga.ge in place of 
mortgage). 

 

 Defend against ‘phishing’ scams 

The growth of online shopping and banking has 
created a new security risk: ‘phishing’ scams that 
attempt to elicit confidential information. In these 
attacks, e-mails are sent out that appear to be 
from a reputable brand, and routinely include a 
link to a fraudulent Web site that collects your 
personal information.  SpamKiller uses advanced 
technologies to identify and block access to these 
‘phishing’ Web sites, safeguarding you from 
identity theft.   

 
 
McAfee SpamKiller provides a summary view of all spam 
filtering activities.  

 

 

McAfee AntiPhishing plug-in identifies and 
blocks known and potential ‘phishing’ 
websites and scams. 

Custom ‘phishing’ filter rules, leveraging rules 
developed for the corporate version of 
SpamKiller, consumers are protected by a 
unique set of powerful ‘phishing’ specific 
spam filters. 
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 Get the confidence of always-on, 
always up-to-date security 

It’s a hassle to keep track of security updates and 
warnings, but with McAfee you don’t have to 
worry. Our comprehensive, proven products 
feature automatic updates, and our unmatched 
security expertise ensures that you always have 
the latest protection. 

 

 

 

 

 

 

 

 

Auto-updates run silently in the background, 
ensuring you’re always protected from 
unwanted, inappropriate, and fraudulent e-
mails. 

Real people, real help, for free, our experts are 
available 24 hours a day, seven days a week via 
Internet chat at www.mcafeehelp.com 

30-day money-back guarantee 

Customize and personalize your 
protection 

SpamKiller protects against the latest unwanted, 
inappropriate, and fraudulent e-mails with 
automatic spam filter updates.  In addition, as you 
use your e-mail, SpamKiller’s advanced filtering 
protection learns from your use patterns as to 
what you consider appropriate or inappropriate 
types of e-mail. Custom filter rules are also easily 
created to further personalize your e-mail 
experience. 

Easily import ‘friend’s lists’, permanently 
recognizing friends' email addresses as 
trusted e-mail sources. 

Immediately "rescue all" from the same 
sender or from a newly added friend using 
white-listing. 

Automated error messages send an error 
message to the sender so that it appears your 
e-mail is invalid – helping to keep your e-mail 
address off spammer lists.  

Abuse reporting allows you to report spam 
abuse to web hosts, Internet service providers, 
and bulk e-mail senders. 

Filters multiple e-mail accounts 
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Microsoft® Windows 98, Me, 2000, or XP 
Personal computer with Pentium-compatible 
processor 

Windows 98, 2000: 133 MHz or higher 
Windows Me: 150 MHz or higher 
Windows XP (Home and Pro): 300 MHz or 
higher 

RAM 
Windows 98, Me, 2000: 64 MB 
 Windows XP (Home and Pro): 128 MB 

35MB hard disk space 
Microsoft® Internet Explorer 5.5 or later 

Supported e-mail programs 
POP3 (Outlook Express, Outlook, Eudora, 
Netscape) 
MAPI (Outlook) 
Web (MSN/Hotmail, or e-mail account with 
POP3 access)  

Required for AntiPhishing toolbar plug-in 
Outlook Express 6.0 or later 
Outlook 98, 2000, 2003, or XP 
Internet Explorer 6.0 or later 
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