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ABOUT THIS MANUAL

This manual uses a number of conventions that make it easier to
read and understand.

m  Thisfont denotes button and field names.

m This font denotes menus and menu paths.
m  Thisfont denotes file names, such as C:\my documents\newfile.

numbered steps or instructions.

g 1. Youwill seethis 123 graphic any time there are

NGTE

WARNING

Notes contain additional information that may not
directly relate to the current text, but isimportant
to know.

War nings contain important information that you
must be aware of to avoid possible system problems.
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GETTING HELP

THIS MANUAL

Thismanual will get you started installing and using
EasyRecovery. It provides an introduction and explanation of the
tools in EasyRecovery, and describes how to use each one.

ONLINE HELP

The EasyRecovery online help system is available in the following ways:
= From the Help menu, select Help Topics.

m  Pressthe F1 button.

= Inany diaog box, click on the Help button.

MCAFEE WEB SITE

At the McAfee Web Site, you can send e-mail to our customer
support team or order other McAfee products.

us.mcafee.com

TECHNICAL/CUSTOMER SUPPORT

For technical support, please visit http://www.mcafeehel p.com/. Our support site
offers 24-hour access to the easy-to-use AnswerWizard for solutions to the most
common support questions.
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Chapter 1: Welcome to EasyRecovery

WELCOME TO EASYRECOVERY ™ DATA RECOVERY
SOFTWARE!

EasyRecovery™ Professional Edition data recovery software will help
you quickly and easily recover lost or inaccessible data.

It can help recover lost data when a drive has been:

Hit by a computer virus

Formatted or fdisked

Accidentally deleted

Zapped by a power failure or power surge

Damaged due to rogue applications or system malfunction

EasyRecovery can help if you have corrupt or missing:

Master Boot Record (MBR)

BI1OS Parameter Blocks (BPB)

Partition Tables

File Allocation Tables (FAT) (for DOS/Win9x/Me)
Master File Tables (MFT) (for WinNT/Windows 2000)
Root Directory
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EasyRecovery is NON-DESTRUCTIVE and READ-ONLY. It will not
put any data onto the file system (volume) it isrecovering from. It will
recover your data and copy it to another destination—a removable drive,
another hard drive, a floppy diskette or a network volume.
EasyRecovery is easy to use. The software’s fully automated wizard will
walk you through three simple steps:

1. Evaluate-the softwareidentifies all devicesand partitions on the
system and presents a graphical representation of what was found.

2. Recover —the software examines the file structures that remain on
the corrupted partition and constructsavirtual file system in memory
with them.

3. Tagand Copy —alist of filesisgraphically presented. You then
select (tag) files and folders for backup and move the datato a safe
location.

EasyRecovery Professional Edition runsin Windows 95, 98, Me, NT and
2000. It aso includes aprogram to create an emergency boot diskette that
runsin DOS, so you can recover data even if you cannot boot to

Windows.

Be aware of strange noises coming from your hard drive as
this might be an indication of a more serious problem.
Continuing to operate your system may damage your hard
drive beyond repair or cause irretrievable data loss. We
WARNING recommend performing a disk drive diagnostic (included
with EasyRecovery) before attempting to recover any data.
If you need additional help, see the Technical Support and
Data Recovery Services, on page 7 for contact information.
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ABOUT THIS GUIDE

ThisUser’s Guide and the online help fileswill help you with the data
recovery process. See“Important Terms’ on page 35 for definitions of
terms used throughout this manual.

DATA RECOVERY BASICS

Whileit can pull up filesthat have been inadvertently deleted from your
computer, EasyRecovery is more than asimple file undeleter. Even if
your computer has severe file system corruption, EasyRecovery can
locate, recover and restore your data.

When you delete files from your computer, they’re not really gone
forever. Traces of structural information areleft behind on the disk itself.
EasyRecovery uses sophisticated pattern recognition technology to put
the right pieces of data together again. EasyRecovery finds those traces
and rebuilds them based on their statistical properties. It then buildsa
virtual file system in memory and displays all the files, folders—even
whole partitions—it finds. Even disks with very little administrative
information can still recover files of high quality.

SUPPORTED FILE SYSTEMS

EasyRecovery can retrieve data from these file systems:

Operating System File Systems Used
PC Floppy disks FAT12

DOS FAT16 only
Windows 3.x FAT16 only
Windows 95/98/Me FAT16 or FAT32
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Windows 2000 FAT 16, FAT32 or NTFS

Windows NT 3.x or 4.x FAT 16 or NTFS
EasyRecovery Professional Edition can also retrieve datafrom SCSI hard
drives, and lomega Zip and Jaz removable disks.

SYSTEM REQUIREMENTS

EasyRecovery has the following minimum system requirements:
m 486 or Pentium-class processor

= 16 MB RAM (in most cases)

= DOS, Windows 3.x, 95, 98, Me, NT or 2000

= 5MB of free space (Windows version only)

INSTALLING EASYRECOVERY

WINDOWS VERSION

Run setup.exe from the EasyRecovery CD-ROM (or, if you downloaded
EasyRecovery, run the downl oaded setup file from Windows Explorer) to
begin the installation process. If you have an Internet connection, we
recommend you check for any updates using EasyUpdate..

You should not install EasyRecovery on the partition you are

trying to recover (doing so may result in overwriting

N recoverablefiles). If your system has one drive with one
partition, or if the system is not bootable, use the DOS
version of EasyRecovery.
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DOS VERSION

Boot the computer to the EasyRecovery Emergency Boot Diskette and the
software will automatically load. We recommend you have the
destination drive ready and configured before running EasyRecovery.

MAKING AN EMERGENCY BOOT DISKETTE

Once you've installed EasyRecovery for Windows on aworking system,
you have the ability to make an emergency boot diskette should you need
itinthefuture. The diskettewill allow you to run EasyRecovery software
even if you cannot boot to Windows. Should the partition on which
EasyRecovery isinstalled become damaged in the future, you can use this
disk to recover datafrom that partition. To make an emergency boot
diskette, follow these steps:

1. Putablank, formatted 3.5" floppy disk inthe A: drive. If thereis
data on the disk, it will be deleted.

2. From Windows, select Start>Programs—>
EasyRecovery—>Make Emergency Boot Diskette

3. Follow the promptsto start the process. Click OK to begin making
the disk.

4. A progressbar will appear, telling you that the files are being copied.
You can click Cancdl to stop the process.

5. When dl the necessary files have been copied to the floppy disk, a
new window will come up. Click Exit to return to Windows.

6. Label thedisk EasyRecovery Emergency Boot Diskette.

To test the disk, shut down your computer. Turn it back on. You should
see an EasyRecovery screen instead of Windows.
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UPDATING YOUR SOFTWARE (EASYUPDATE™)

McAfee periodically improves EasyRecovery software—adding
features and making changes based on customer requests. Programming
updates (also known as patches) are also available to you through the
Internet. Ea:a/UpdateTM downloads and installs program patchesin
minutes.

If there are multiple components for updating, EasyUpdate provides you
with alist of options—you can update everything, or select a subset of
options.

We recommend running EasyUpdate as soon as you purchase and install
EasyRecovery, just in case there is a program patch that was not included
with your version.

To run EasyUpdate:
1. Makesureyou are connected to the Internet, viamodem or network.
2. Start EasyRecovery.

3. From the EasyRecovery Welcome screen, go to the EasyUpdate
menu and select Check for Update.

4. Inthe EasyUpdate window, click Next to continue.
This connects you to the McAfee update server. You will seea

list of the items available for download. Selected itemswill be
downloaded to your computer.

5. Continueto follow the instructions to download and then install the
new software.
6. When finished, click Done to exit EasyUpdate.

You may be prompted to restart Windows. Once you have restarted
Windows, the changes will appear in EasyRecovery the next timeyou run
it.
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REMOVING EASY RECOVERY

To remove EasyRecovery:
1. Makesurethe program is closed.

= From Windows, select
Start->Programs—->EasyRecovery>Uninstall EasyRecovery.

= Confirm your decision by clicking Yes, remove EasyRecovery.

TECHNICAL SUPPORT AND DATA RECOVERY SERVICES

For technical support, please visit http://www.mcafeehel p.com/.
Our support site offers 24-hour access to the easy-to-use AnswerWizard
for solutions to the most common support questions.
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Chapter 2. Evaluating the System and
Recovering Your Data

The first step in recovering your data with EasyRecovery isto identify
and evaluate your system. Some of this is done automatically, but you
will need to confirm some information about your computer before the
recovery begins.

SELECTING THE PARTITION TO RECOVER

When EasyRecovery loads, you'll see the Welcome screen. Click Next to
display the System Overview page. You'll see your hard drive(s) and
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removable drive(s) in thewindow, with al partitions listed underneath. If
there’'safloppy disk in the drive, it will also be listed.

@ EasyRecovery{TM) Data Recovery Software - |EI|1|
File Help

—

Partition Infa System Overview:

= Q My Computer
=l =) 573102104 (9.50 GB)
TFS (9,50 GE)

Tvpe: NTFS

5?;2: 9,50 GE The System Overview contains all of the drives and partitions that
Start Sec: 63 EasyRecovery has found on your system, If a partition is severely
End Sec: 19920599 damaged or is not a supported file system type, it will be labeled as
Label: Unknown Unknawn,

Highlight: the partition containing the data you wish ko recover and select
"Mext' to begin,

MCAFEE 2
Powered by

@ Help Ontrack @ Back (@ Next (J Exit

EasyRecovery can do a quick scan of your drive to determine whether
datais immediately recoverable. Go to File->Disk Diagnostics to scan
your drive. The next section, “Disk Diagnostics,” covers this featurein
detail.

Click on the partition where the data you want to recover is located and
then the Next button to continue. If the partition you want to recover is
not listed, select any partition listed under the “right” physical drive. That
is, if you want to recover the D partition on the first hard drive, and you
see just one partition, select it. If EasyRecovery detected the file system
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type correctly, thiswill take you to the Partition Information screen. If the
file system type was “unknown,” thiswill take you to the Partition Finder
screen (See “ Changing the Partition Information (Partition Finder)” on

page 16..)

EasyRecovery cannot recover data froma USB (Universal

Serial Bus) removable drive. Your EasyRecovery
N Emergency Boot Diskette will not work if thistype of driveis
damaged.

Disk DIAGNOSTIC

EasyRecovery can bail you out of the most common data loss problems,
but occasionally a partition has become so severely damaged that you
need more sophisticated techniques to get your data back.
EasyRecovery’s Disk Diagnostic can tell you where you stand even
before you’ ve started the recovery process.

Go to File->Disk Diagnostic from the System Overview screen to scan
your hard drive. EasyRecovery will look for damaged sectors on the
drive for 90 seconds. If it finds more than 10 bad sectors during that scan,
itisvery likely you will need professiona data recovery services. If your
computer fails the diagnostic, see Technical Support and Data Recovery
Services, on page 7 for round-the-clock data recovery service phone
numbers.

When the diagnostics complete, click Back to return to System Overview.

DEFINING THE PARTITION

EasyRecovery uses information from the master boot record, any
extended boot records and BIOS parameter blocksto identify the size, file
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system, and starting and ending sectors of the partition you want to
recover.

In general, unless you are certain that something in the Partition
Information screeniswrong, clicking the Next button is the safest thing
to do. Situations where you should manually change the settings
include:

= |f you know what the machine'sfile system is, and EasyRecovery
reportsit as something else.

m [f thepartition sizeis substantially different from what you know to
be true.

= |f you have recent information on the starting or ending sector of
the partition that is different from what EasyRecovery reports.

Once you' ve set your options, click Next to begin the recovery scan.
Depending on the system’s speed, the size of your drive and the amount
of work EasyRecovery hasto do, this can take from 15 minutes to
several hours.

If the information displayed is not correct, use the Change button to
correctly identify the partition to be recovered. See “Changing the
Partition Information (Partition Finder)” on page 16..
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ADVANCED TUNING OPTIONS

@ EasyRecovery{TM) Data Recovery Software - |EI|1|
File Help

The following Advanced Options affect the way that EasyRecovery
searches for files, For more information, select ‘Help,'

EasyRecovery will use, but does not require, the MFT to recover your files,

Use MFT |

EasyRecovery can recover files on systems that are severely corrupted,
Checking one of these options will ensure that a file with that condition will
still be recovered.

[V Recover Files with Bad Dates

¥ Recover Files with Bad Attributes

¥ Recover Files with Invalid File Sizes

¥ Recover Files that were Deleted

¥ Recover Files with Bad Characters in their Names

@ Help Oniedk. @ Back (3 Next @ Cancel

The Advanced Options button on the Partition Information screen allows
you to configure how the Professional Edition of EasyRecovery will
perform the recovery scan. They include:

m  Specifying agood copy of the File Allocation Table for FAT file
systems

m  Specifying whether or not to use the Master File Table on NTFS
systems

m  Telling EasyRecovery how to handle incomplete or corrupt datafiles
m  Whether EasyRecovery should ignore bad charactersin file names
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SPECIFY FAT copy

In FAT-based file systems (DOS and Windows 9x/Me), datais stored in
distinct clusters on the drive. DOS creates aFile Allocation Table (FAT)
to track where each fileis stored. It also makes abackup copy of the FAT
in case oneis damaged. By default, EasyRecovery will compare the two
copies of the FAT sector-by-sector and use the best information from each
FAT totry to recover files. If this method failsto locate the data you need,
this option allows you to choose to base the recovery scan on one or the
other copy of the FAT. The options in the drop-down menu include:

Use FAT1: Use thefirst copy of the FAT.
Use FAT2: Use the second copy of the FAT.
Use Best Match: The default, described above.

Ignore FAT: On occasion, both copies of the FAT are damaged. This
option forces EasyRecovery to rely solely on the information in the file
without referencing either copy of the FAT.

USING THE MASTER FILE TABLE (WINDOWS NT/2000)

Instead of using multiple copies of FAT to track the drive location of
specific files, the NT File System (NTFS) builds information on file
locations in each cluster. In addition, arecord about thefileis created in
the Master File Table (MFT). Thisrecord is used to locate afile's
possibly scattered clusters.

Thisoption letsyou choose whether to use the Master File Table or ignore
it during the data search. Select from the drop-down menu.
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INCOMPLETE AND CORRUPT DATA TYPES

The EasyRecovery file search by default will try to identify as many files
as can possibly be recovered. This can bring up a number of corrupt,
deleted and other files that are not relevant to you. Advanced Options
allow you to skip certain incomplete or corrupt file types. Thiswill speed
up the scanning process. Simply uncheck the box for the appropriate
item:

Recover Fileswith Bad Dates: If afile dateis not a number, is after
today’s date or is otherwise wrong, unchecking this box will stop
EasyRecovery from identifying thisfile as recoverable.

Recover Fileswith Bad Attributes: Unchecking this box will prevent
recovery if attributes have been damaged.

Recover Fileswith Invalid File Sizes: If the size of afileisreported as
larger than the volume size, unchecking this box will prevent its recovery.

Recover Filesthat were Deleted: Filesthat have been deleted but
haven’t been overwritten will be recovered by EasyRecovery. This
category can include hundreds of temporary files, deleted web cache and
history files and other irrelevant data. Unchecking thisbox will prevent
that from happening.

Recover Fileswith Bad Charactersin their Name: When afileis
damaged, it can often place invalid characters in the file name. By
default, EasyRecovery locates and recovers as much data as possible.
You can use the Advanced Options to tell EasyRecovery not to recover
files with invalid characters by unchecking this box. Invalid characters
areidentified with an X in thefollowing chart. All standard alphanumeric
lettersarevalid. Some charactersthat areinvalid in standard DOS 8.3 file
names are valid in 32-bit Windows long file names.
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Character

DOS 8.3

Win32

I (exclamation)

“ (double quotation mark)

$ (dollar sign)

% (percent)

& (ampersand)

* (single quotation mark)

(

)

*

+

, (comma)

- (hyphen)

. (period)

/ (forward slash)

: (colon)

; (semicolon)

<

X | X | X| X
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Character DOS 8.3 Win32
= X
>
? X X
@
[ X
\ (backslash) X X
] X
A
_ (underline)
{ (left brace)
| (pipe) X X
} (right brace)
~ (tilde)

CHANGING THE PARTITION INFORMATION (PARTITION
FINDER)

When you click the Change button from the Partition Information screen,
you can manually configure where EasyRecovery should search for your
missing or damaged file system. Thisis meant to save you time and is
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used only as an approximation. EasyRecovery will search thisarea
exhaustively for your file system.

There are two parts to the Partition Finder: specifying the region to
search, and identifying the file system. These are explained further inthe
next two sections. These tools give EasyRecovery the minimum
information it needs to locate and recover your data.

If EasyRecovery cannot identify the file system based on the information
it finds on the drive, you will also see this screen. EasyRecovery cannot
complete a scan unless it knows how the partition is organized. If you
don’t know what file system the partition uses, thereis no harm in
guessing. Use the Supported File Systems table on page 3 to help you
decide. If EasyRecovery cannot locate any files, it will simply send you
back to this screen to try again. Your files will not suffer any further
damage.
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SETTING THE STARTING AND ENDING SECTOR

@ EasyRecovery{TM) Data Recovery Software - |EI|1|
File Help

[McAFEE ]

Define the region by entering the approximate start and end using the
sliders or input fields. This will help EasyRecovery find the partition you
wish to recover,

Select 'Hint' ko determine the location of your partitions, Select 'Wiew'
to launch the disk viewer,

Disk. Size: 9.50 GB
Disk Sectars: 19920600

G
. 32256 Bytes from beginning of
Skart Sectar: I 63 e
End Seckor: I 19920599 9,50 GB total search range
Wiew | Hink |

@ Help Oniedk. @ Back (3 Next @ Cancel

Thefirst Partition Finder screen asks you to definewhereto search for the
start or end of a partition. By default it will search the entire drive.

This screen offers aslider bar to reset the sector information. Just drag
the left end to the right to adjust the Starting Sector. Drag theright end to
the left to adjust the Ending Sector. You can also type this information in
yourself. EasyRecovery will search between the specified sectorsto
locate the partition on the drive.

If you only know the size of your partition, and/or aren’t comfortable
using the slider bar, use the Hint button. This allows you to more easily
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determine the location of a partition on a multiple partition system where
the relative size of each partition is known. For more on this feature, see
“Hint button” on page 25.

You can a'so use the Advanced Options from this screen to identify the
cluster size, the first data sector and the first cluster of the root directory.
See Identifying a Partition: Advanced Options, on page 26.

Click Next to identify the file system and set the scan mode. Click Back
to return to the Change Partition Information screen without saving your
changes.
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IDENTIFYING THE FILE SYSTEM

@ EasyRecovery{TM) Data Recovery Software - |EI|1|
File Help

Select the file system bype to help EasyRecovery locate the partition on
the disk.

File System Type: INTFS 'l

Please choose the partition search mode.

& Typical Scan The "Typical" search mode will perform a quick
search of the region for specific structure
information.

= advanced Scan The "Advanced" search mode will exhaustively

search the entire region for all the pieces of
structure information.

Select Wiew' to launch the disk viewer,

Select 'Advanced Options' to configure the search mode.

@ Help O @ Back @ Next (J Cancel

EasyRecovery uses information from the master boot record, any
extended boot records and BIOS parameter blocks to identify the file
system of the partition you want to recover. If that information is faulty
or unavailable, EasyRecovery will report the File System Type as
Unknown. If EasyRecovery misidentifies the file system, you can aso
click the drop-down File System Type menu here.

Before EasyRecovery can analyze the partition for recoverable data, you
must select afile system.
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When you’ ve made your changes, click Next to confirm the changes and
begin the recovery scan. EasyRecovery will first re-identify the partition,
then scan the drive. Depending on your system’s speed, the size of your
drive and the amount of work EasyRecovery hasto do, this can take from
afew minutes to several hours.

If you want to restore the default settings, click the Back button. Click
Cancel to close EasyRecovery.

RAW ScaN

If you've only recovered some files, but still need some files that
EasyRecovery did not locate on the first pass, you can also select the
RAW format. This scan will read all sectors on the disk sequentially
(sector-by-sector).

This scan will only recover small filesthat are stored in one cluster or
larger files stored in consecutive clusters on the disk. If you have used a
disk defragmenter recently, your chances of recovering files from abadly
damaged disk are much improved.

DO NOT attempt to defragment a damaged partition before
using EasyRecovery. If your File Allocation Tableis bad,
defragmenting the partition could make your files

WARNING unrecoverable.

PROFESSIONAL EDITION OPTIONS

The EasyRecovery Professional Edition offers you more ways to identify
and scan your disk.

Page 21



EasyRecoveryTM User’s Guide

Disk VIEWER

The Disk Viewer isaversion of the same tool Ontrack Data Recovery
Engineers use to confirm the presence of file system information and/or
datain thelab. Thisoption allowsyou to view the physical hard disk on a
sector by sector basis. You can use this to perform your own manual
assessment of the system. With the Disk Viewer, you can view the
contents of specific sectors, search for text strings and display the results
in several different formats.

You can open the Disk Viewer from the Partition Finder screen. When
you launch the Disk Viewer, you' |l see the first sector of the partition

Page 22



that's defined as Starting sector. The disk viewer will then let you roam
the entire disk.

I EasyRecovery - View o |EI |L|
File Editi View

goeeeBAe EB 58 98 4D 53 57 49 4E 34 2E 31 A0 62 08 20 68 SKOMSWINMA. .. . 2
goepeA1A ©2 00 60 B0 BA F8 00 60 3F A0 FF A0 3F 60 68 B8  ........ 7.7
goe@e82e 10 FA BF 88 FA 2F 60 60 60 AP A0 60 02 08 68 B8  ..... P
goe@eA3A 61 60 06 60 6O BA BA G0 00 G0 6O AG AG A0 60 60 .. ... ...........
goeaeB4e 88 08 29 E2 15 75 3D 4E 4F 28 L4E 41 4D 45 28 28 - -)..u=HD NAHME

apaeeasa 20 20 46 41 54 33 32 28 20 28 FA 33 C9 8E D1 BC FAT32 - P
dpapeBse F8 7B 8E C1 BD 78 6@ C5 76 88 1E 56 16 55 BF 22 "
apaees7e B85 89 FE @0 89 AE 682 B1 6B FC F3 A4 BE D9 BD 6@
0paeeBe8A 7C C6 45 FE OF BB 46 18 88 45 F9 38 4E 48 7D 25
dpaoea9a BB C1 99 BB 680 87 E8 97 6@ 72 1A 83 EB 3R 66 A1
apaeeBAA 1C 7C 66 3B 87 8A 57 FC 75 86 88 CA 62 88 56 82
00Oa0eBEA 8O C3 108 73 ED BF 82 08 83 7E 16 88 75 45 BB 46
dpaeeBace 1C 8B 56 1E BY B3 0@ 49 48 75 01 42 BB 80 7E E8
apaeesDe 5F @8 73 26 BO F8 4F 74 1D BB 46 32 33 D2 BY 63
00O0BBEA B0 3B C8 77 1E 8B 76 OE 3B CE 73 17 2B F1 83 46
@paeeBeFA 1C 13 56 1E EB D1 73 OB EB 27 83 7E 2A 80 77 03
dpaee1688 E9 FD 82 BE 7E 7D AC 98 B3 FO AC 84 CO 74 17 3C
@paee11@ FF 74 89 B4 OE BB 67 08 CD 18 EB EE BE 81 7D EB
@paee12@ ES5 BE 7F 7D EB E® 98 CD 16 5E 1F 66 8F 84 CD 19
apaee13@ 41 56 66 6A @@ 52 58 86 53 6A @1 6A 10 8B F4 60
gpaee1408 80 FE 82 BE 75 B4 B4 42 EB 1D 91 92 33 D2 F7 76
apaee15a8 18 91 F7 76 18 42 87 CA F7 76 1A 8A F2 8A EB CA
@paee168 CC 62 BA CC B8 81 B2 BA 56 48 CD 13 61 8D 64 1@
apaee17@ 5E 72 B8A 48 75 81 42 83 S5E OB 49 75 BA C3 63 18
apaee18@8 81 27 68D BA 49 6E 76 61 6C 69 64 28 73 79 73 74 ."..Invalid syst

apaee19@8 65 6D 20 64 69 73 6B FF BD BA 44 69 73 6B 20 49 em disk...Disk I

00a0681AA  2F 4F 28 65 72 72 6F 72 FF 8D @A 52 65 78 6C 61 /0 error...Repla |+]

Cylinder: 0 Head: 1 Sector: 1 Logical Sector: B3 FA200

Thisisshown in Byteview: you see a series of columns of binary
numbers followed by awider 16-character column that contains some
readable ASCII text. These are the contents of asingle sector. At the
bottom of the screen you’ll see the Cylinder, Head, and Sector vaues for
the current location, followed by the physical sector or logical block
address (LBA). You can press Ctrl-G (or choose GoTo Sector/Block
from the View menu) to select a different sector to look at.

The Find feature will locate a specific text string and can help you
determine if aparticular critical document isstill present on the disk.
Let's say your spreadsheet with the payroll records of your company has
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been lost. Follow these steps to determine if this spreadsheet is still on
the drive:

1. OpentheDisk Viewer.

g 2. Select Find from the Edit menu (or press Ctrl-F).
3. TypeJohn Doeinthe Find What box. Click Find Next.
4. A Searching... box will come up and tell you what sector

is being searched. This can take sometime. You can cancel the
search at any time by clicking the Cancel button.

5. If thefirst match for John Doeisn’'t from the spreadsheet, go back to
the Edit menu and select Find Next to keep looking.

Keep in mind that if afile takes up more than one sector, thereisa
possihility that the whole file cannot be recovered. If the FAT iscorrupt,
and thefile is fragmented (not in contiguous clusters), EasyRecovery may
not be able to locate some parts of thefile.

VIEWER FORMATS

All data on a computer isin binary (Base 2) form. When displaying
binary code, the numbers get large very quickly. Programmers use
different ways to display/convert these 1s and Os to make it convenient.
Most often they use a hexadecimal format (Base 16), because you can
represent one byte of data as two consecutive hexadecimal digits.

There are other ways to display the same data, though. The Disk Viewer
display changesdepending onyour Format. Go to For mat from the View
menu to change this. Choose from Decimal, Octal, Word and DWord.
Changing the format will not make it easier to find atext string. To do
that, use the Find command.
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HINT BUTTON

@ EasyRecovery{TM) Data Recovery Software - |EI|1|
File Help

[ MCAFEEf

‘ Enter the number of partitions on the disk:
Partition Count: I 3 vI

Enter the approximate size in megabytes for each partition on your drive:

Partition 1 Size: I 3000
Partition & Size: I 3500
Partition 3 Size: I 4000

‘which partition would you like to recover?

Selected Partition: I ] vl

Powered by

@ Back (3 Next () Cancel

@ Help

If you only know the size of your partition, and/or aren’t comfortable
using the slider bar, use the Hint button from the first Partition Finder
screen. You can use the drop-down menu in the Partition Count line at
the top to define how many partitions are on this drive.

The second item asks you how many megabytes are on the first partition
on thedrive. Be awarethat a gigabyte (GB) isequal to 1024 megabytes
(MB), so a6 GB drive has about 6144 MB.
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The last item on the Hint screen lets you select the partition you want to
scan. The drop-down menu will let you choose from the number of
partitions you specified in the Partition Count line.

Click Next to save your information and return to the Partition Finder
screen. Click Back or Cancel to return to the Partition Finder screen
without saving the changes.

IDENTIFYING A PARTITION: ADVANCED OPTIONS

@ EasyRecovery{TM) Data Recovery Software - |EI|1|
File Help

The following Advanced Options allow you to configure EasyRecovery's search
mechanism, If vou know what the values should be, simply set them and
EasyRecovery will use them,

EasyRecovery will attempt to auto-detect the cluster size, but if vou know it,
specify it here:

Cluster Size: 512 =

EasyRecovery will attempt to find the first data sector, but if you know
where the data starts, enter it here:

Data Start: 214

On FAT32 partitions, EasyRecovery will attempt to locate the first cluster
of the root directory, but you can specify it here:

Root Cluster: I 2

@ Help Oniedk. @ Back (3 Next @ Cancel

You can help EasyRecovery locate your partition with this additional
information:
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Cluster Size: Based on the file system and the size of your drive,
EasyRecovery triesto determine the size of each cluster. You can usethe
drop-down menu to reset this.

First Data Sector: Initsinitial scan, EasyRecovery triesto locate thefirst
sector containing any kind of data. If the Disk Viewer tellsyou
something different, you can reset that here.

ScaN MoDE OPTION

EasyRecovery will scan thefile system for filesto recover. There aretwo
modes to choose from:

m  Typical —thisisthe default case and in most cases will be sufficient
to locate your missing partition. With this option, only specific areas
are searched, thus making it arelatively quick solution.

= Advanced — Thisoption performs a much more exhaustive search for
your missing partition. Instead of searching specific areas of the
disk, the Advanced mode will check every cluster. The Advanced
mode is substantially slower, and should only be used if the typical
option fails

Click Next to confirm all the changes made in the Partition Finder screens
and begin recovery.

RECOVERING YOUR DATA
Once you' ve selected and defined your partition, EasyRecovery will scan
it and recover as many files as possible.
While EasyRecovery is scanning the partition, it will give you a
continuous progress report. You'll see:
= The current block being processed
= A running Time Elapsed/Time Remaining count
m  Thetota number of Directories/Folders and Files Found
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m  Thelast file found (with size information)
m A progress bar indicating the percentage of the scan that is complete

@ EasyRecovery{TM) Data Recovery Software - |EI|1|
File Help

[McAFEE ]

Flease wait while EasyRecovery recovers your data,
Selecting 'Hide Progress Details' will improve performance. You may

return b0 view the data recovery progress details at any time by
selecting 'Show Progress Details,'

Processing Block: 31850 of 71455

Elapsed: 0:00:15 Hide Pragress Details
Remaining: 0:00:18

Directories Found: 731

Files Found: 15163

Last File: ehandler.ps [4487 bytes]

(3 Help Onrack (O Back (J Next (Q Cancel
You can hide this display (except for the progress bar) by clicking the
Hide Details button on the right side. Thiswill improve the performance
by decreasing the amount of work that must be done to update the screen.

You can stop the recovery in mid-process by clicking the Cancel button at
the bottom. You’ll be given a choice to save the recovery information up
to that point (see the next section, “Saving Recovery Datd’), or continue
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the recovery process. To get the best results, we recommend that you
allow the recovery scan to complete.

When the recovery processis complete, you can locate and recover your
files.

SAVING RECOVERY DATA

If for some reason you need to interrupt the data recovery process,
EasyRecovery lets you save @l the information it has retrieved from the
damaged drive and pick up where you |eft off at some later point. This
includes the information on your partition and on any filesthat have been
recovered.

The easiest way and best time to do thisis after the recovery scan is
complete. From the main Recovery screen, click File>Save Recovery.
You'll specify adirectory to put the saved * .dat file.

If you need to interrupt the recovery process, you'll also get the chance to
save the recovery. For best results, however, we recommend aways
allowing the recovery scan to complete.

When you want to return to EasyRecovery, open the program and go to
File>Resume Recovery. Locate and open the saved *.dat file. You'll
be returned to the same screen you were at when you saved. |f ascan was
in process, it will resume there automatically, using the same parameters
you set earlier.
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Chapter 3: Copying Recovered Files

Once EasyRecovery has recovered your data, you can then choose to
copy any or al of your filesto a safe location.

LOCATING AND TAGGING FILES AND DIRECTORIES

@ EasyRecovery[TM] Data Recovery Software M= EI
File Edt Report Help

Fleaze select [tag) the files to copy. [dentify the destination drive. Select 'Mext' to begin copying files.

ERMI=] iy Diive ﬂ Date | Cond.
O3 wiNgs 5 1217
00 wINDOWS ] BOOTLOG.TXT 442KB 121799
C1C3 PROGRA™ O SUHDLOG.DAT SOKE  12417/39
M wennr- = I BooTLOG PRY 4E4KE 121799 =l

0 Filez Tagged, OBytes Tagged 16 Files 16387146 Bytes
T ag files in My Drive

V' Good V' [¥) Cross-Linked [V [d)Bad Date
¥ (D] Deleted ¥ (5] Bad Size ¥ [r] Bad Mame

Tag Files Mamed: " V¥ Include Subdirectaries
Tag Files \With Dates: Ilgnore 'l
Tag Files “ith Size: Ilgnore 'l

Untag

k Destination: I Browse |E
@) Help Ontrack. (5 Back (3 Next @ Cancel

When the recovery scan is complete, EasyRecovery will show the
contents of the virtua drivein awindow that looks like a file manager.
Everything in this window has been recovered from the damaged
partition, and can be copied to a safe place.

Page 30



On the left side you can see the directories and subdirectories, under "My
Drive." On theright side are the files of the selected directory.

If your root or any directory was destroyed, EasyRecovery will create
fictitious directory names. The names with be of the form dir99999 and
are referred to as "check dirs." Thisis donein an effort to keep the
directory treeintact. The filesthat were located in these damaged
directories are placed in these check dirs. Whether or not thereisa"real"
name for the directory, the files are till of the same quality.

Use this screen to select the files you want to retrieve from the disk.

TAGGING FILES

Onceyou' ve generated the list of files that can be recovered, you tag files
to mark them for recovery. Simply check the box next to any fileto tag it.

If you want to retrieve the whole drive, tag My Drive by clicking the box
on the left. A check mark will appear in the box next to al files and
folders tagged for copy. If the check isgray in color, the folder has at
least one file somewhere below it that is tagged. If the check isblue, all
files and subfolders are tagged.

Asyou tag files, EasyRecovery will report the number of tagged files and
their size. The more files you tag, the longer it will take to copy them.

When you’ ve tagged all the files you want to recover, click Next to
compl ete the process.

ADVANCED TAGGING OPTIONS

Clicking the Show Tag Options button opens a number of advanced
options for masstagging. These include:

m By name: Use wildcardsto identify specific files and/or extensions.
This does not alow for multiple selections.
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m By date: Name a specific date, on, before or after.

m By size: Define afile size (in bytes) and set the flag for equal,
smaller, larger--even between two sizes.

m By condition: The Condition column in the file list notes any
problems with filesit recovers. See“Assessing the Quality of aFile’
on page 33. for an explanation of this column. Check the appropriate
boxes to tag by condition.

If the "Include Subdirectories" box is checked, files meeting the tagging
requirements in tagged folders will be tagged, regardless of how deep in
thefiletreethey go. If you havefilesin subfoldersthat you don’t want to
retrieve, you can uncheck the box(es) for those files at any time before
starting the copy.

Once you' ve tagged a set of files, you can aso use the Untag option to
specify adifferent set of criteriaand apply that set to file that have already
been tagged. Thus, you might tag a group of files larger than 500 bytes
modified since January 1, then find a number of large program update
files that are aready located on another machine on the network. Simply
go back to the size menu, specify larger than 5000 bytes and click Untag.

GENERATING REPORTS

You can generate a series of reports from the Report menu. By default,
Run Report During Copy ischecked. Thistime-stamped report contains
the location of your recovered file(s), the date each file was created, and
itssize. You'll also get the total number of files, and bytes, recovered.

You can save alist of all your tagged files (with size and date created)
before the recovery process starts. Go to Report—>Run Report on
Tagged Files.

Before you run these reports, you' Il have to set adestination folder for the
report. Click Set Report Destination from the Report menu. If you
don’t do this before starting the copy operation, you'll be prompted to do
so before the copy starts.
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SETTING THE DESTINATION FOLDER

EasyRecovery copies your file(s) to afolder on an undamaged partition.
The default is C:\Recover, but if your C drive has been damaged, you
must copy the recovered files to a different partition, preferably a
completely different physical drive. This could be another physical hard
drive, a network drive, a Zip or other removable drive, or even afloppy
(for afew small files).

To change the destination folder, select the text in the Copy Files To box
and type in the new folder path.

If you have more than one damaged partition on your
system, DO NOT copy files from one partition to another

WARNING damaged partition. Always use removable media (like a
Zip disk) or a second, undamaged hard drive, as the
destination in these cases.

VIEWING THE CONTENTS OF A FILE

EasyRecovery will let you view the contents of arecovered file, much
like the Disk Viewer (see page 22). Select afile from the window and
choose View Contents from the File menu.

You can search for text or hex strings by pressing Ctrl-F or selecting
Find from the Edit menu. Asinthe Disk Viewer, you can aso change
the format from the View menu. See “Viewer Formats’ on page 24..

ASSESSING THE QUALITY OF A FILE

The condition of recovered files depends on the overall condition of the
system. EasyRecovery notes any problems with each filein the
Condition column on the recovery screen with aletter/color combination.
Thekey isin the chart below.
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Black d
Black a
Black n
Blue D

Red X

Red s

File with abad date: after today or with invalid values (e.g., 15-50-2000)
Bad (undefined or invalid) attribute

Bad name: hasinvalid characters

Deleted

Invalid chain, perhaps a cross-linked file or runlist that doesn’t match its
size

Bad size: fileislarger than the partition (volume)

If afile has multiple problems, the color will reflect the most serious
problem. So a Deleted file with a bad attribute will be blue, but a deleted
cross-linked filewill be red.

Always check the contents of problem files in the file viewer before you

copy.

RECOVERING FILESTO A SAFE LOCATION

When you’ ve tagged your files and selected a target folder, you' re ready
to begin moving data. Click Next to begin.

EasyRecovery will copy the data to the destination folder. If you have a
large number of files, you'll see a screen similar to the Recovery Scan
screen. It will give you a continuous progress report, with the file being
recovered, the destination and the Time Elapsed and Remaining. A
progress bar will also keep you posted on the percentage of files copied.

When your files have been copied to the destination folder, click Finish to
close EasyRecovery.
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Chapter 4. Important Terms

CLUSTER

The basic unit of data structure on ahard or floppy drive. A cluster isa
group of more than two sectors. Cluster sizes can vary from 512 bytesto
256k bytes, depending on the particular file system and the partition size.

CROSS-LINKED FILES

If your system crashed while you're saving afile, the FAT may report that
two files contain at least one like cluster on the drive. These are cross-
linked files. These are not allowed by either FAT or NTFSfile systems.
NT does support hardlinks and they will not be described as cross-links.
A hardlink is simply another name (possibly in another folder) that
contains exactly the same contents.

FILE ALLOCATION TABLE
In DOS and Windows, datais stored in distinct clusters on the drive.
DOS creates a File Allocation Table (FAT) to track where each fileis
stored.

FILE SYSTEM
A file system consists of files, directories, and the information needed to
locate and access these items.

PARTITION

A formatted section of your hard drive. Drivesformatted by DOS or
Windows have at |least one partition, labeled C:. Large drives can be
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formatted to have multiple partitions. Each partition will then behave as
if it were a separate physical drive, with its own letter (D, E, F, etc.).

SECTOR

The smallest storage unitson adisk. On PCs, a sector can hold 512 bytes
of information.
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