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Quick Start Card

If you are installing your product from a CD or a Web site, print this convenient reference page.

Are you installing your product from a CD?

Are you installing your product from a Web site?

1. Insert your product CD into your
CD-ROM drive. If the installation does
not start automatically, click Start on
your Windows desktop, then click Run.

1. Go to the McAfee Web site, and click
\ 4

My Account.
2. In the Run dialog box, type
D:\SETUP.EXE (where D is the letter
of your CD-ROM drive). v
2. If prompted, enter your subscribing
v e-mail address and password, then
3. Click OK. ;1;;1; Log In to open your Account Info

3. Locate your product in the list, and
click the download icon.

McAfee reserves the right to change Upgrade & Support Plans and policies at any time without notice. McAfee and its
product names are registered trademarks of McAfee, Inc. and/or its affiliates in the US and/or other countries.
© 2006 McAfee, Inc. All Rights Reserved.
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Quick Start Card

For more information

To view the User Guides on the product CD,
ensure that you have Acrobat Reader installed; if
not, install it now from the McAfee product CD.

1 Insert your product CD into your CD-ROM
drive.

2 Open Windows Explorer: Click Start on
your Windows desktop, and click Search.

3 Locate the Manuals folder, and double-click
the User Guide .PDF you want to open.

Registration benefits

McAfee recommends that you follow the easy
steps within your product to transmit your
registration directly to us. Registration ensures
that you receive timely and knowledgeable
technical assistance, plus the following benefits:

m  FREE electronic support

m  Virus definition (.DAT) file updates for one
year after installation when you purchase
VirusScan software

Go to http:/ /www.mcafee.com/ for pricing
of an additional year of virus signatures.

m  60-day warranty that guarantees
replacement of your software CD if it is
defective or damaged

m  SpamKiller filter updates for one year after
installation when you purchase SpamKiller
software

Go to http:/ /www.mcafee.com/ for pricing
of an additional year of filter updates.

m  McAfee Internet Security Suite updates for
one year after installation when you
purchase MIS software

Go to http:/ /www.mcafee.com/ for pricing
of an additional year of content updates.

Technical Support
For technical support, please visit
http:/ /www.mcafeehelp.com/.

Our support site offers 24-hour access to the
easy-to-use Answer Wizard for solutions to the
most common support questions.

Knowledgeable users can also try our advanced
options, which include a Keyword Search and our
Help Tree. If a solution cannot be found, you can
also access our FREE Chat Now! and E-mail
Express! options. Chat and e-mail help you to
quickly reach our qualified support engineers
through the Internet, at no cost. Otherwise, you
can get phone support information at

http:/ /www.mcafeehelp.com/.
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Introduction

The Internet provides a wealth of information and entertainment at your
fingertips. However, as soon as you connect, your computer is exposed to a
multitude of privacy and security threats. Protect your privacy and secure your
computer and data with Internet Security Suite-Wireless Network Edition.
Incorporating McAfee's award-winning technologies, McAfee Internet Security
Suite-Wireless Network Edition is one of the most comprehensive sets of privacy
and security tools available. McAfee Internet Security Suite-Wireless Network
Edition provides advanced protection for your wireless network, your personal
data, and your computer. Plus, it destroys viruses, outwits hackers, secures your
personal information, privatizes your Web browsing, blocks ads and pop-ups,
manages your cookies and passwords, locks down your files, folders and drives,
filters objectionable content, and puts you in control of your computer’s incoming
and outgoing Internet connections.

McAfee Internet Security Suite-Wireless Network Edition is a proven security
solution that provides powerful protection for today's Internet users.

McAfee Internet Security Suite-Wireless Network Edition comprises the following
products:

m  McAfee Wireless Home Network Security on page 19
m  McAfee VirusScan on page 45

m  McAfee Personal Firewall Plus on page 77

m  McAfee Privacy Service on page 109

m  McAfee SpamKiller on page 129

User Guide 13



Introduction

McAfee Internet Security Suite-Wireless Network
Edition software

McAfee SecurityCenter — Assesses, informs, and warns you about your
computer’s security vulnerability. Each security index quickly evaluates your
exposure to security and Internet-based threats, and then provides
recommendations to quickly and securely protect your computer.

McAfee Wireless Home Network Security — Protects the privacy of your
computing experience by encrypting your personal and private data as it is
sent over your protected wireless network, and blocks hackers from accessing
your information.

McAfee VirusScan — Scans, detects, fixes, and removes Internet viruses. You can
customize virus scans and determine the response and action when a virus is
detected. You can also configure VirusScan to log virus-related actions
performed on your computer.

McAfee Personal Firewall Plus — Protects your computer while it is connected to
the Internet, and secures your computer’s outgoing and incoming Internet
connections.

McAfee Privacy Service — Combines personal information protection, online
advertisement blocking, and content filtering. It secures your personal
information while providing greater control over your family's Internet
experience. McAfee's Privacy Service ensures that you do not expose
confidential information to online threats and protects you and your family
from inappropriate online content.

McAfee SpamKiller — The rise of fraudulent, inappropriate and offensive e-mail
to adults, children and businesses makes spam protection an essential
component of your computer’s security strategy.

System requirements

Microsoft® Windows 98SE, Me, 2000, or XP

Personal computer with Pentium-compatible processor
¢+ Windows 98, 2000: 133 MHz or higher

¢  Windows Me: 150 MHz or higher

¢  Windows XP (Home and Pro): 300 MHz or higher
RAM

¢  Windows 98, Me, 2000: 64 MB

¢  Windows XP (Home and Pro): 128 MB

14 McAfee® Internet Security Suite-Wireless Network Edition software
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m 100 MB hard disk space
m  Microsoft Internet Explorer 5.5 or later

NOTE
To upgrade to the latest version of Internet Explorer, visit the
Microsoft Web site at http:/ /www.microsoft.com/.

m  Operating System designed and tested to support English languages
AntiPhishing plug-in:

m  Outlook Express 6.0 or later

m Outlook 98, 2000, 2003, or XP

m  Internet Explorer 6.0 or later

Instant messaging;:

m  AOL Instant Messenger 2.1 or later

®m  Yahoo Messenger 4.1 or later

m  Microsoft Windows Messenger 3.6 or later

m MSN Messenger 6.0 or later

E-Mail:

m  POP3 (Outlook Express, Outlook, Eudora, Netscape)

m  MAPI (Outlook)

m  Web (MSN/Hotmail, or e-mail account with POP3 access)
Wireless Network Adapter:

m  Standard wireless network adapter

Wireless Router or Access Point:

m  Standard wireless network adapter

m  Standard wireless router or access point, including most Linksys®,
NETGEAR®, D-Link®, and Belkin® models.

Installing Internet Security Suite-Wireless Network
Edition
You can install Internet Security Suite-Wireless Network Edition from a CD or
from the Web site.
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Installing from a CD

1

Insert your product CD into your CD-ROM drive. If the installation does not
start automatically, click Start on your Windows desktop, then click Run.

In the Run dialog box, type D:\SETUP.EXE (where D is the letter of your
CD-ROM drive).

Click OK.

Go to Using the configuration wizard on page 23.

Installing from the Web site

When you install McAfee Internet Security Suite-Wireless Network Edition from
the Web site, you must save the installation file. This file is used to install McAfee
Internet Security Suite-Wireless Network Edition on other computers.

1

2

Go to the McAfee Web site, and click My Account.

If prompted, enter your subscribing e-mail address and password, then click
Log In to open your Account Info page.

Locate your product in the list, and click Save Target As... The installation file
is saved on your computer.

Installing from the installation file

If you downloaded the installation package (as opposed to having a CD), you must
install the software on all the wireless computers. After the network is protected,
wireless computers cannot connect to the network without entering the key. Do
one of the following.

Before protecting the network, download the installation package to every
wireless computer.

Copy the installation file to a USB memory key or a writable CD and install the
software on the other wireless computers.

If the network is already protected, plug a cable in the router to download the
file. You can also click View Current Key to see the current key, and connect to
the wireless network using this key.

After you install McAfee Internet Security Suite-Wireless Network Edition on all
the wireless computers, follow the on-screen instructions. When you click Finish,
the Configuration wizard appears. Go to Using the configuration wizard on page 23.
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Using McAfee SecurityCenter

McAfee SecurityCenter is your one-stop security shop, accessible from its icon in
your Windows system tray or from your Windows desktop. With it, you can
perform these useful tasks:

m  Get free security analysis for your computer.
®m  Launch, manage, and configure all your McAfee subscriptions from one icon.
m  See continuously updated virus alerts and the latest product information.

m  Get quick links to frequently asked questions and account details at the
McAfee web site.

NOTE
For more information about SecurityCenter features, click
Help in the SecurityCenter dialog box.

While SecurityCenter is running and all of the McAfee features installed on your
computer are enabled, a red Micon [[] displays in the Windows system tray. This
area is usually in the lower-right corner of the Windows desktop and contains the
clock.

If one or more of the McAfee applications installed on your computer are disabled,

the McAfee icon changes to black [[{] -

To open McAfee SecurityCenter:
1 Right-click the McAfee icon [[] in the Windows system tray.

2 (Click Open SecurityCenter.

To access your McAfee product:
1 Right-click the McAfee icon [[] in the Windows system tray.

2 Point to the appropriate McAfee product and select the feature you want to
use.

Removing Internet Security Suite-Wireless
Network Edition programs

In some case, you might want to remove Internet Security Wireless Network
programs.

NOTE
Users must have Administrator rights to remove Internet
Security Suite-Wireless Network Edition programs.

To remove Internet Security Wireless Network programs:
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5

Save all your work and close any open applications.
Open Control Panel.

¢ On your Windows taskbar, select Start, point to Settings, and then click
Control Panel (Windows 98, ME, and 2000).

¢ On your Windows taskbar, select Start, and then click Control Panel
(Windows XP).

Click Add/Remove Programs.

Select the McAfee Uninstall Wizard, then one or more programs, and then click
Uninstall.

To proceed with the removal, click Yes.

If prompted, restart your computer.
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Network Security

Welcome to McAfee Wireless Home Network Security, which offers advanced
protection for your wireless network, your personal data, and your computer.

This product is designed for computers with wireless connections. When you
install this product on computers that connect to your network using a cable, you
do not have full functionality from those wired computers.

McAfee Wireless Home Network Security enhances the privacy of your
computing experience by encrypting your personal and private data as it is sent
over your protected wireless network, and blocks hackers from accessing your
information.

Using McAfee Wireless Home Network Security

Before you protect your network, note the following.

m  Cable connections - computers that are connected to the router with a cable do
not need to be protected, because signals transmitted over a cable cannot be
intercepted.

m  Wireless connections - computers that have wireless connections should be
protected, because their data can be intercepted. A wireless computer must be
used to protect a network because only a wireless computer can grant access
to another wireless computer.

Protecting your network

You do not need to protect your network if you are connected with a cable.

1 On your wireless computer, install your wireless adapter and ensure that it is
enabled. The wireless adapter can be a card that is inserted on the side of your
computer or USB port. Many newer computers come with a built-in wireless
adapter, so you do not have to install it.

2 Install your wireless router or access point (access points are used to extend the
wireless range) and ensure it is turned on and enabled. For a more complete
definition of a router and an access point, see Glossary on page 165.

3 Install McAfee Wireless Home Network Security on every wireless computer
in your network. You do not need to install this software on computers that are
connected with a cable. See Installing Internet Security Suite-Wireless Network
Edition on page 15.
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4  From one of the wireless computers, protect your network. See Protecting
wireless networks on page 30.

5 Join the network from other wireless computers. See Protecting other computers
on page 29.

Understanding Wireless Home Network Security

Like many people, you use a wireless network at home because it is convenient
and easy. Wireless lets you access the Internet from any room in your house or
even your backyard, without the costs and hassles of attaching cables. Wireless
networking makes it easy to allow friends and family to access the network.

However, this convenience comes with security vulnerability. Wireless networks
use radio waves to transmit data, and these radio waves travel beyond the walls of
your house. With specialized antennas, wireless intruders can access your wireless
network or intercept your data from miles away.

To protect your wireless network and data, you need to restrict access to your
wireless network and encrypt your data. Your wireless router or access point
comes with built-in security standards, but the difficulty is properly enabling and
managing your security settings. Over sixty percent of wireless networks do not
properly use a high level of security like encryption.

Wireless Home Network Security makes it simple

McAfee Wireless Home Network Security activates the security on your wireless
network and protects what is sent over it with a simple, one click process that
automatically generates a strong encryption key. Most keys that are easy for
people to remember can be quickly cracked by hackers. By having the computer
remember the key for you, Wireless Home Network Security can use keys that are
almost impossible to crack.

Running seamlessly behind the scenes, this software also creates and distributes a
new encryption key every few minutes, thwarting even the most determined
hackers. Legitimate computers, like those of your friends and family who want
access to your wireless network, receive the strong encryption key and all key
distributions.

This process offers strong security, while still being simple for an owner of a
wireless network at home to implement. With one click, you can block hackers
from stealing your data as it is sent over the air. Hackers cannot insert Trojans or
other malware into your network. They cannot use your wireless network as a
platform to launch spam or virus attacks. Even casual freeloaders cannot use your
wireless network, so you will not be erroneously blamed for illegal movie or song
downloads.
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Other solutions do not offer the simplicity or the strength of security offered by
Wireless Home Network Security. Filtering MAC Addresses or Disabling
Broadcast SSID only offers cosmetic protection. Even simple hackers can
circumvent these mechanisms by downloading freely available tools from the
Internet. Other utilities like VPNs do not protect the wireless network itself, so you
are still vulnerable to a myriad of attacks.

McAfee Wireless Home Network Security is the first product that truly locks down
your home wireless network.

Features

This version of Wireless Home Network Security offers the following features:

Always on protection - automatically detects and protects any vulnerable
wireless network that you connect to.

Intuitive interface - protect your network without having to make difficult
decisions or knowing complex technical terms.

Strong automatic encryption - only let your friends and family have access to
your network and protect your data as it travels back and forth.

Software only solution - Wireless Home Network Security works with your
standard wireless router or access point and security software. You do not
need to buy additional hardware.

Automatic key rotation - even the most determined hackers cannot capture
your information because the key is continuously rotating.

Addition of network users - you can easily grant your friends and family
access to your network.

Intuitive connection tool - the wireless connection tool is intuitive and
informative, with details about signal strength and security state.

Eventlogging and alerts - easy to understand reports and alerts offer advanced
users more information on your wireless network.

Suspend mode - temporarily suspend key rotation so that particular
applications can run without interruption.

Compeatibility with other equipment - Wireless Home Network Security
automatically updates itself with the latest wireless router or access point
modules from the most popular brands including: Linksys®, NETGEAR®,
D-Link®, Belkin®, and others.
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Installing from a CD

1

Insert your product CD into your CD-ROM drive. If the installation does not
start automatically, click Start on your Windows desktop, then click Run.

In the Run dialog box, type D:\SETUP.EXE (where D is the letter of your
CD-ROM drive).

Click OK.

Go to Using the configuration wizard on page 23.

Installing from the Web site

When you install Wireless Home Network Security from the Web site, you must
save the installation file. This file is used to install Wireless Home Network
Security on other computers.

1

2

Go to the McAfee Web site, and click My Account.

If prompted, enter your subscribing e-mail address and password, then click
Log In to open your Account Info page.

Locate your product in the list, and click Save Target As... The installation file
is saved on your computer.

Installing from the installation file

If you downloaded the installation package (as opposed to having a CD), you must
install the software on all the wireless computers. After the network is protected,
wireless computers cannot connect to the network without entering the key. Do
one of the following.

22

Before protecting the network, download the installation package to every
wireless computer.

Copy the installation file to a USB memory key or a writable CD and install the
software on the other wireless computers.

If the network is already protected, plug a cable in the router to download the
file. You can also click View Current Key to see the current key, and connect to
the wireless network using this key.

After you install Wireless Home Network Security on all the wireless computers,
follow the on-screen instructions. When you click Finish, the Configuration wizard
appears. Go to Using the configuration wizard on page 23.
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Using the configuration wizard

The configuration wizard allows you to:

m  Protect your network from one of the wireless computers. For more
information, see Protecting wireless networks on page 30.

If Wireless Home Network Security cannot determine the correct router or
access point to protect, you are prompted to Retry or Cancel. Try moving closer
to the router or access point you are protecting, and then click Retry.

m  Join a protected network (this step is not necessary if there is only one wireless
computer).

m  Connect to a network. For more information, see Connecting to a network on
page 26.

You are notified if your wireless adapter is not detected or your wireless router or
access point is not turned on.

To view the status of your connection, right-click the McAfee icon ([[), point to
Wireless Network Security, and select Summary. The Summary page appears
(Figure 2-1).
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Figure 2-1. Summary page
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Viewing your connection

The Connection pane shows the status of your connection. If you want to run a
scan of your wireless connection, click Security Scan.

m  Status - whether you are connected or disconnected. If you are connected, the
name of the network appears.

m  Security - the security mode of the network.
m  Speed - connection speed from your wireless NIC (Network Interface Card).
m  Duration - how long you have been connected to this network.

m  Signal Strength - strength of your wireless connection.

Viewing your protected wireless network

The Protected Wireless Network pane provides information on your network.
m  Connections today - how many times users connected to this network today.

m  Key rotations today - how many times the key has rotated today, including the
time elapsed since the key was last rotated.

m  Key rotation suspended- key rotation on your network is suspended. To
resume key rotation and ensure that your network is fully protected from
hackers, click Resume Key Rotation.

m  Computers secured this month - how many computers have been secured this
month.

m  Computers - if you are connected to a protected network, all the computers on
the network and when each computer was last connected.

“&" - the computer is connected.
A - the computer can reconnect without joining the network.

@ - the computer is not connected. The computer must rejoin the network
because the key has been updated.

Click View Network Events to view network events. See Viewing events on page 27.
Click View Current Key to view the key.

If you are connecting wireless devices that Wireless Home Network Security does
not support (for example, connecting a wireless handheld computer to your
network), follow these steps.

1 In the Summary screen, click View Current Key.
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2 Write down the key.

3 Click Suspend Key Rotation. Suspending key rotation prevents devices that
have been manually connected to the network from being disconnected.

4  Enter the key on the device.

When you are done using these devices, click Resume Key Rotation. McAfee
recommends that you resume key rotation to ensure that your network is fully
protected from hackers.

To select wireless networks to connect to or join, right-click the McAfee icon ([),
point to Wireless Network Security, and select Available Wireless Networks. The
Available Wireless Networks page appears (Figure 2-2).

@ McAfee Wireless Home Metwork Security E] (| W

. . ©) nhe
wirelesshomenetworksecurity &) b

Wireless MNetworks

Status:  Connected - GiancarloWaP (McAfee Wireless Security)

Select a wireless network:

Metwork Signal Strength L]
“&" Coppi Excellent
A" UvWNetgear = Very Good B
A" belkin54g = Excellent
“&" bugno = Excellent
B linksys = Very Good v

‘You are currently connected to this network. Click ‘Disconnect’ if you want to disconnect
from this network.

Connect ] [Advanced... ]

|

Figure 2-2. Available Wireless Networks page

When you are connected to a protected wireless network, the information that is
sent and received is encrypted. Hackers cannot intercept the data that is
transmitted over the protected network and cannot connect to your network.

“4" - the network is protected.
A - the network is protected using WEP or WPA-PSK security.

@ - the network is not protected but you can still connect to it (not
recommended).
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Managing Wireless Networks

This section provides information about managing wireless networks.

Connecting to a network

To connect to a network, select the network you want to connect to, and click
Connect. If you manually configured a pre-shared key for your router or access
point, you must also enter the key.

If the network is protected, you must join it before you can connect to it. In order
for you to join the network, a user that is already connected to the network must
give you permission.

When you join a network, you can reconnect to it without having to join it again.
You can also grant permission to other users to join that network.

Disconnecting from a network

To disconnect from the network you are connected to, click Disconnect.

Using advanced options

If you want to use advanced connection options, click Advanced. The Advanced
Settings dialog box appears. From this dialog box, you can do the following.

m  Change the order of the networks you automatically connect to - the network
at the top of the list is the one that you last connected to, and is the one that
Wireless Home Network Security tries to connect to first. To move a network,
select it and click Move Up or Move Down. For example, if you moved from a
location and the network you last connected to is far away and does not have
a strong signal, you can move the network that has a stronger signal to the top
of your list.

m  Remove preferred networks - remove networks from this list. For example, if
you connected to your neighbor’s network by mistake, it is now included in
this list. To remove it, select it and click Remove.

m  Modify network properties - if you are having trouble connecting to a network
that is not protected, you can modify its properties. Note that this option only
applies to networks that are not protected. To modify properties, select a
network and click Properties.

®m  Add networks that do not broadcast SSID - for example, if you are trying to
connect to your friend’s wireless network, but it does not appear in the list,
click Add and enter the appropriate information. Note that the network that
you add cannot be protected by Wireless Home Network Security.
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To configure options, right-click the McAfee icon ([[]), point to Wireless Network
Security, and select Options. The Options page appears (Figure 2-3).

'} McAfee Wireless Home Network Security

Mchfee
wirelesshomenetworksecurity

~t Protected Wireless Network: DI-524
EU Settings
Summary

View Network Events Advanced Settings
View a report of your network events Configure advanced settings

Available

Wireless (( ) Revoke Access (“\ Manually Rotate Security Key
Networks Revoke the access of computers not /4010 Rotate your network's security key
currently connected now

Repair Security Settings Protect Wireless Router/AP
Repair security settings on your Add a wireless router or access point

wireless routers and access points to your protected network

[ Protect Another Computer Unprotect Wireless Router/AP
-ft_ Allow another computer access to Remove a wireless router or access

your protected network point from your protected network.

Tools

Figure 2-3. Options page

Viewing events

Actions performed by Wireless Home Network Security are stored in event logs.
To view these logs, click View Network Events. The information displays in
chronological order by default.

In the Events for network box, you can select the type of events that display (all
events are still logged), and you can view events for any network that you belong
to (if you belong to more than one network).

When an event occurs, an alert appears with a brief description.

Configuring advanced settings

This section is for advanced users. Click Advanced Settings to configure security,
alert, and other settings.

When you change a setting, click OK for the changes to take effect. Note that after
you click OK, all the computers that are connected temporarily lose connectivity
for a few minutes.
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Configuring security settings
Use the Security Settings tab to change your security settings.

Protected Wireless Network Name - name of the current protected network.
When you change the name of a network, it appears in the Available Wireless
Networks list and you must reconnect to the network.

Security Mode - current security mode. To change the default security (WEP),
select WPA-PSK TKIP for stronger encryption. Make sure that the routers,
access points, and wireless adapters that connect to your network support this
mode, or else they will not be able to connect. For more information on
updating your adapter, see Updating your wireless adapter on page 40.

Enable automatic key rotation - to suspend key rotation, clear this option. To
change the frequency of the key rotation, move the slider. For more
information on key rotation, see Viewing your protected wireless network on
page 24.

Change User Name or Password - for security reasons, you can change the
default user name or password for the wireless router or access point by
selecting it and clicking Change User Name or Password. The default user name
or password is the one you used when you logged on and configured your
router or access point.

Configuring alert settings
Use the Alert Settings tab to change your alert settings.

Select the type of events you want to be alerted to, and click OK. If you do not want
to be alerted to certain types of events, clear the appropriate box.

Configuring other settings
Use the Other Settings tab to change other settings.
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Display keys in plain text - for networks not protected by Wireless Home
Network Security. Keys for unprotected networks that appear in the Available
Wireless Networks list can be shown in plain text instead of asterisks. If you
display keys in plain text, your keys are discarded for security reasons.

Discard All Saved Keys - for networks not protected by Wireless Home
Network Security. Delete all the keys that have been saved. Note that if you
delete these keys, you must re-enter a key when connecting to WEP and
WPA-PSK networks.

Leave Network - for networks protected by Wireless Home Network Security.
You can give up your access rights to a protected wireless network. For
example, if you want to leave a network and do not expect to connect to it
again, select it from the list and click Leave Network.
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m  Display notification message when connected to a wireless network - when a
connection is made, a notification message appears.

Revoking access to the network

To prevent computers that have joined the network, but are not currently
connected to it, from accessing your network:

1 Click Revoke Access. The Revoke Access dialog box appears.
2 Click Revoke.

The key rotation for the network is reset, and the computers currently connected
receive the new key and remain connected. Computers not currently connected do
not receive the updated key and must rejoin the network before they can connect.

When you revoke access to a computer, that computer must rejoin the network
before it can connect to the protected network again. To do this, the computer must
have Wireless Home Network Security installed (see Installing Internet Security
Suite-Wireless Network Edition on page 15), and then connect to the protected
network and join it (see Connecting to a network on page 26).

Repairing security settings

Repair security settings only if you are having problems with your wireless
network. For more information, see Unable to connect on page 39.

To fix your router or access point settings on the current network, follow these
steps.

1 Click Repair Security Settings. The Repair dialog box appears.
2 Click Repair.
3 Click Close when you are done.

An error message appears if a connection cannot be made with the network routers
or access points. Connect to your network using a cable, then try repairing again.
If the password for the router or access point was changed, you are prompted for
the new password.

Protecting other computers

To obtain more information on protecting other computers and giving them access
to your protected network, click Protect Another Computer.

To protect another computer:
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1 Install McAfee Wireless Home Network Security on the computer you want to
protect.

2 From the computer you are protecting, right-click the McAfee icon ( m ), point
to Wireless Network Security, and select Available Wireless Networks. The
Available Wireless Networks page appears.

3  Select a protected network to join, and click Connect. Note that a user that is
already connected to the network must give you permission to join the
network.

When you join a network, you can reconnect to it without having to join it
again. You can also grant permission to other users to join that network.

4  Click OK in the confirmation dialog box.

If you are connecting wireless devices that Wireless Home Network Security does
not support (for example, connecting a wireless handheld computer to your
network), follow these steps.

1 In the Summary screen, click View Current Key.
2 Write down the key.

3 Click Suspend Key Rotation. Suspending key rotation prevents devices that
have been manually connected to the network from being disconnected.

4  Enter the key on the device.

When you are done using these devices, click Resume Key Rotation. McAfee
recommends that you resume key rotation to ensure that your network is fully
protected from hackers.

Rotating keys

To rotate the security key for your network, click Manually Rotate Security Key.

Protecting wireless networks

To protect a router or access point, follow these steps.

1 Click Protect Wireless Router/AP. The Protect Wireless Network dialog box
appears. If the router or access point does not appear in the list, click Refresh.

2 Select the router or access point you are protecting, and click Protect.
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Unprotecting wireless networks

You must be connected to the wireless router or access point you are unprotecting.
To unprotect a router or access point, follow these steps.

1 Click Unprotect Wireless Router/AP. The Unprotect Wireless Router/AP dialog
box appears. If the router or access point does not appear in the list, click
Refresh.

2 Select the router or access point you are unprotecting, and click Unprotect.

When you are connected to the Internet, Wireless Home Network Security checks
for software updates every four hours, then automatically downloads and installs
weekly updates without interrupting your work. These updates have a minimal
impact on system performance during download.

If a product update occurs, an alert appears. When alerted, you can choose to
update Wireless Home Network Security.

Automatically checking for updates

McAfee SecurityCenter is automatically configured to check for updates for all of
your McAfee services every four hours when you are connected to the Internet,
then notify you with alerts and sounds. By default, SecurityCenter automatically
downloads and installs any available updates.

NOTE

In some cases, you are prompted to restart your computer to
complete the update. Save all your work and close all
applications before restarting.

Manually checking for updates

In addition to automatically checking for updates when you are connected to the
Internet, you can also manually check for updates at any time.

To manually check for Wireless Home Network Security updates:
1 Ensure your computer is connected to the Internet.

2 Right-click the McAfee icon, then click Updates. The SecurityCenter Updates
dialog box appears.

3 Click Check Now.

If an update exists, the McAfee SecurityCenter dialog box appears. Click Update
to continue.

If no updates are available, a dialog box tells you that Wireless Home Network
Security is up-to-date. Click OK to close the dialog box.
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4 Log on to the Web site if prompted. The Update Wizard installs the update
automatically.

5 Click Finish when the update is finished installing.

NOTE

In some cases, you are prompted to restart your computer to
complete the update. Save all your work and close all
applications before restarting.

Alerts appear when an event occurs, and notify you of changes to the network.

Access revoked

A user has updated the network key. For more information, see Revoking access to
the network on page 29.

Computer connected

A user has connected to the network. For more information, see Connecting to a
network on page 26.

Computer disconnected

A user has disconnected from the network. For more information, see
Disconnecting from a network on page 26.

Computer secured

A user that has access to the protected network has granted someone else access.
For example: '"Lance' has given access to 'Mercks' and they can now use the wireless
network 'CoppiWAP'".

Key rotation failed

The key rotation failed because:

m  Thelogon information for your router or access point has been changed. If you
know the logon information, see Repairing security settings on page 29.

m  The firmware version of your router or access point has been changed to a
version that is not supported. For more information, see Unable to connect on
page 39.

®  Your router or access point is not available. Ensure that the router or access
point is turned on, and that it is connected to your network.

m  Duplicate administrator error. For more information, see Duplicate
administrator error on page 36.

32 McAfee® Internet Security Suite-Wireless Network Edition software



Unprotecting wireless networks

If you are having problems connecting to this network, see Repairing security
settings on page 29.

Key rotation resumed

A user has resumed the key rotation. Key rotation prevents hackers from accessing
your network.

Key rotation suspended

A user has suspended the key rotation. McAfee recommends that you resume key
rotation to ensure that your network is fully protected from hackers.

Network configuration changed

A user has changed the security mode for the network. For more information, see
Configuring security settings on page 28.

Network renamed

A user has renamed the network and you must connect to it again. For more
information, see Connecting to a network on page 26.

Network repaired

A user has attempted to repair the network because they have problems
connecting.

Network settings changed

A user is about to change network security settings. Your connection may be
briefly interrupted while this occurs. The setting that is being changed can be one
or more of the following:

m  Name of the network
m  Security mode
m  Key rotation frequency

m  Status of automated key rotation

Password changed

A user has changed the user name or password on a router or access point on the
network. For more information, see Configuring security settings on page 28.
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Security key rotated

The security key for the network has been rotated. McAfee Wireless Home
Network Security automatically rotates your network encryption key, making it
more difficult for hackers to intercept your data or connect to your network.

Security key rotation frequency changed

The security key rotation frequency for the network has been changed. McAfee
Wireless Home Network Security automatically rotates your network encryption
key, making it more difficult for hackers to intercept your data or connect to your
network.

Wireless router/AP protected

A wireless router or access point has been protected on your network. For more
information, see Protecting wireless networks on page 30.

Wireless router/AP unprotected

A wireless router or access point has been removed from the network. For more
information, see Unprotecting wireless networks on page 31.

Troubleshooting

This chapter describes troubleshooting procedures for McAfee Wireless Home
Network Security and third-party equipment.

Installation

This section explains how to resolve installation problems.

Which computers to install this software on

Install McAfee Wireless Home Network Security on every wireless computer in
your network (unlike other McAfee applications, you can install this software on
multiple computers).

You can (but are not required to) install on computers that do not have wireless
adapters, but the software is not active on these computers because they do not
need wireless protection. You must protect your router or access point (see
Protecting wireless networks on page 30) from one of your wireless computers to
secure your network.
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Wireless adapter not detected

If your wireless adapter is not detected when it is installed and enabled, restart
your computer. If the adapter is still not detected after restarting your computer,
follow these steps.

1 Open the Wireless Network Connection Properties dialog box.
2 Clear the MWL Filter box and then select it.
3 Click OK.

If this does not work, your wireless adapter might not be supported. Update your
adapter or buy a new one. To view a list of supported adapters, go to

http:/ /www.mcafee.com/router. To update your adapter, see Updating your
wireless adapter on page 40.

Multiple wireless adapters

If an error states that you have multiple wireless adapters installed, you must
disable or unplug one of them. Wireless Home Network Security only works with
one wireless adapter.

Unable to download on wireless computers because the network
is already secure

If you have a CD, install McAfee Wireless Home Network Security from the CD on
all your wireless computers.

If you installed the software on one wireless computer and protected your network
before installing the software on all the other wireless computers, you have these
options.

m  Unprotect your network (see Unprotecting wireless networks on page 31). Then,
download the software and install it on all the wireless computers. Protect
your network again (see Protecting wireless networks on page 30).

m  View the network key (see Viewing your protected wireless network on page 24).
Then, enter the key on your wireless computer to connect to the network.
Download and install the software, and join the network from the wireless
computer (see Protecting other computers on page 29).

m  Download the executable on the computer that is already connected to the
network and save it on a USB storage key or burn it to a CD so you can install
it on the other computers.

User Guide 35



McAfee Wireless Home Network Security

Protecting or configuring your network

This section explains how to troubleshoot problems when protecting or
configuring your network.

Unsupported router or access point

If an error states that your wireless router or access point may not be supported,
McAfee Wireless Home Network Security was unable to configure your device
because it did not recognize it or find it.

Verify that you have the latest version of Wireless Home Network Security by
requesting an update (McAfee constantly adds support for new routers and access
points). If your router or access point appears in the list at

http:/ /www.mcafee.com/router and you still receive this error, you are
experiencing communication errors between your computer and the router or
access point. See Unable to connect on page 39 before protecting your network
again.

Updating router or access point firmware

If an error states that the firmware revision of your wireless router or access point
is not supported, your device is supported, but the firmware revision of the device
is not. Verify that you have the latest version of Wireless Home Network Security
by requesting an update (McAfee constantly adds support for new firmware
revisions).

If you have the latest version of Wireless Home Network Security, refer to the
manufacturer Web site or support organization for your router or access point and
install a firmware version that is listed on http:/ /www.mcafee.com/router.

Duplicate administrator error

After you configure your router or access point, you must log off the
administration interface. In some cases, if you do not log off, the router or access
point acts as if another computer is still configuring it and an error message
appears.

If you cannot log off, unplug the power from the router or access point and then
plug it in again.

Network appears unsecured

If your network is showing as unsecured, it is not protected. You must protect the
network (see Protecting wireless networks on page 30) to secure it. Note that McAfee
Wireless Home Network Security only works with compatible routers and access
points (see http:/ /www.mcafee.com/router).
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Unable to repair
If the repair fails, try the following. Note that each procedure is independent.

Connect to your network using a cable, then try repairing again.

Unplug the power from the router or access point, plug it in again, then try
connecting.

Reset the wireless router or access point to its default setting and repair it.

Using the advanced options, leave the network from all the computers and
reset the wireless router or access point to its default settings, then protect it.
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Connecting computers to your network

This section explains how to troubleshoot problems when connecting computers
to your network.

Waiting for authorization

If you try to join a protected network and your computer remains in waiting for
authorization mode, verify the following.

m A wireless computer that already has access to the network is turned on and
connected to the network.

m  Someone is present to grant access on that computer when it appears.
m  The computers are within wireless range of each other.

If Grant does not appear on the computer that already has access to the network,
try granting from another computer.

If other computers are not available, unprotect the network from the computer that
already has access, and protect the network from the computer that did not have
access. Then, join the network from the computer that originally protected the
network.

Granting access to an unknown computer

When you receive a request from an unknown computer to grant access, verify that
they are familiar. Someone might be trying to illegitimately access your network.
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Connecting to a network or the Internet

This section explains how to troubleshoot problems when connecting to a network
or the Internet.

Bad connection to the Internet
If you cannot connect, try accessing your network using a cable, and then connect
to the Internet. If you still cannot connect, verify the following;:
®m  your modem is turned on
m  your PPPoE (see Glossary on page 165) settings are correct

m  your DSL or Cable line is active

Connectivity problems such as speed and signal strength can also be caused by
wireless interference. Try changing the channel of your cordless telephone,
eliminate possible sources of interference, or change the location of your wireless
router, access point, or computer.

Connection briefly stops

When your connection briefly stops (for example, during an online game), the key
rotation might be causing brief network delays: Momentarily suspend key
rotation. McAfee recommends that you resume key rotation as soon as you can to
ensure that your network is fully protected from hackers.

Devices (not your computer) losing connection

If some devices are losing their connection when you are using McAfee Wireless
Home Network Security, suspend the key rotation.

Prompted to enter the WEP or WPA key

If you have to enter a WEP or WPA key to connect to your network, you probably
did not install the software on your computer. To function correctly, Wireless
Home Network Security must be installed on every wireless computer in your
network. See Protecting or configuring your network on page 36.

Unable to connect

If you are unable to connect, try the following. Note that each procedure is
independent.

m  If you are not connecting to a protected network, verify that you have the
correct key and enter it again.

m  Unplug the wireless adapter and plug it in again, or disable it and re-enable it.
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Turn off the router or access point, and turn it on again, then try connecting.

Verify that your wireless router or access point is connected, and repair the
security settings (see Repairing security settings on page 29).

If the repair fails, see Unable to repair on page 37.
Restart your computer.

Update your wireless adapter or buy a new one. To update your adapter, see
Updating your wireless adapter on page 40. For example, your network could be
using WPA-PSK TKIP security, and your wireless adapter might not support
the network’s security mode (the networks show WEP, even though they are
set to WPA).

If you are unable to connect after you upgraded your wireless router or access
point, you might have upgraded it to an unsupported version. Verify that the
router or access point is supported. If it is not supported, downgrade it to a
supported version, or wait until a Wireless Home Network Security update is
available.

Updating your wireless adapter
To update your adapter, follow these steps.

1

2

From your desktop, click Start, point to Settings, and then select Control Panel.
Double-click the System icon. The System Properties dialog box appears.
Select the Hardware tab, and then click Device Manager.

In the Device Manager list, double-click your adapter.

Select the Driver tab and note the driver you have.

Go to the Web site of the adapter's manufacturer and see if an update is
available. Drivers are usually found in the Support or Downloads section.

If a driver update is available, follow the instructions on the Web site to
download it.

Go back to the Driver tab and click Update Driver. A Windows wizard appears.

Follow the on-screen instructions.
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Weak signal level

If your connection drops or is slow, your signal level might not be strong enough.
To improve your signal, try the following.

m  Ensure that your wireless devices are not blocked by metal objects such as
furnaces, ducts, or large appliances. Wireless signals do not travel well
through these objects.

m  If your signal is going through walls, make sure that it does not have to cross
at a shallow angle. The longer the signal travels inside a wall, the weaker it
gets.

m  If your wireless router or access point has more than one antenna, try moving
the two antennas perpendicular to each other (one upright and one horizontal,
at a 90 degree angle).

m  Some manufacturers have high-gain antennas. Directional antennas provide
longer range, while omni-directional antennas offer the most versatility.
Consult your manufacturer’s installation instructions for installing your
antenna.

If these steps are not successful, add an Access Point to your network that is closer
to the computer you are trying to connect to. If you configure your second AP with
the same network name (SSID) and a different channel, your adapter automatically
finds the strongest signal and connects through the appropriate AP.

Windows cannot configure your wireless connection

When you get a message saying that Windows cannot configure your wireless
connection, you can ignore it. Use Wireless Home Network Security to connect to,
and configure wireless networks. In the Windows Wireless Network Connection
Properties dialog box, under the Wireless Networks tab, ensure that the Use
Windows to configure my wireless network setting box is clear.

Windows showing no connection

If you are connected, but the Windows Network icon is showing an X (no
connection), ignore this. You have a good connection.
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Other issues

This section explains how to troubleshoot problems with other issues.

Network name is different when using other programs

If the name of the network is different when viewed through other programs (for
example, _SafeAaf is part of the name), this is normal. Wireless Home Network
Security marks networks with a code when they are protected.

Problems configuring wireless routers or access points

If an error appears when configuring your router or access point or adding
multiple routers on the network, verify that all the routers and access points have
a distinct IP address.

If the name of your wireless router or access point appears in the Protect Wireless
Router or Access Point dialog box, but you get an error when you configure it:
Verify that your router or access point is supported. To view a list of supported
routers or access points, go to http:/ /www.mcafee.com/router.

If your router or access point is configured, but does not seem to be on the correct
network (for example, you cannot see other computers attached to the LAN),
verify that you configured the appropriate router or access point, and not your
neighbor’s. Unplug the power from the router or access point, and ensure that the
connection drops. If the wrong router or access point was configured, unprotect it
and then protect the correct router or access point.

If you are unable to configure or add your router or access point, but it is
supported, some changes you performed might be preventing it from being
properly configured.

m  Follow the manufacturer’s directions to configure your wireless router or
access point to DHCP, or to configure the correct IP address. In some cases, the
manufacturer provides a configuration tool.

m  Reset your router or access point to factory defaults and try repairing your
network again. You might have changed the administration port on the router
or access point, or turned off wireless administration. Ensure that you are
using the default configuration, and that wireless configuration is enabled.
Another possibility is that the http administration is disabled. In this case,
verify that the http administration is enabled.

m  If your wireless router or access point does not appear in the list of wireless
routers or access points to protect or connect to, enable broadcast SSID and
verify that the router or access point is enabled.

m  If you get disconnected, or cannot establish a connection, MAC filtering might
be enabled. Disable MAC filtering.
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m  If you cannot perform network operations (for example, share files or print to
shared printers) across two computers with wireless connection to the
network, verify that you have not enabled AP Isolation. AP Isolation prevents
wireless computers from being able to connect to each other over the network.

Replacing computers
If the computer that protected the network has been replaced and there are not any
computers that have access (you cannot access the network), reset the wireless
router or access point to its factory defaults and protect your network again.

Software not working after upgrading operating systems

If Wireless Home Network Security does not work after upgrading operating
systems, uninstall it and then reinstall it.
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Welcome to McAfee VirusScan.

McAfee VirusScan is an anti-virus subscription service offering comprehensive,
reliable, and up-to-date virus protection. Powered by award-winning McAfee
scanning technology, VirusScan protects against viruses, worms, Trojan horses,
suspect scripts, hybrid attacks, and other threats.

With it, you get the following features:
ActiveShield — Scan files when they are accessed by either you or your computer.

Scan — Search for viruses and other threats in hard drives, floppy disks, and
individual files and folders.

Quarantine — Encrypt and temporarily isolate suspect files in the quarantine folder
until an appropriate action can be taken.

Hostile activity detection — Monitor your computer for virus-like activity caused by
worm-like activity and suspect scripts.

New features

This version of VirusScan provides the following new features:

B Spyware and adware detection and removal
VirusScan identifies and removes spyware, adware, and other programs that
jeopardize your privacy and slow down your computer performance.

®  Daily automatic updates
Daily automatic VirusScan updates protect against the latest identified and
unidentified computer threats.

m  Fast background scanning
Fast unobtrusive scans identify and destroy viruses, Trojans, worms, spyware,
adware, dialers, and other threats without interrupting your work.

®  Real-time security alerting
Security alerts notify you about emergency virus outbreaks and security
threats, and provide response options to remove, neutralize, or learn more
about the threat.

B Detection and cleaning at multiple entry points
VirusScan monitors and cleans at your computer’s key entry points: e-mail,
instant message attachments, and Internet downloads.
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®  E-mail monitoring for worm-like activity
WormStopper™ monitors suspect mass-mailing behaviors and stops viruses
and worms from spreading through e-mail to other computers.

B Script monitoring for worm-like activity
ScriptStopper™ monitors suspect script executions and stops viruses and
worms from spreading through e-mail to other computers.

m  Free instant messaging and e-mail technical support
Live technical support provides prompt, easy assistance using instant
messaging and e-mail.
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Testing VirusScan

Before initial use of VirusScan, it’s a good idea to test your installation. Use the
following steps to separately test the ActiveShield and Scan features.

Testing ActiveShield

NOTE

To test ActiveShield from the VirusScan tab in SecurityCenter,
click Test VirusScan to view an online Support FAQ
containing these steps.

To test ActiveShield:

1 Go to http:/ /www.eicar.com/ in your web browser.

2 Click the The AntiVirus tesffile eicar.com link.

3 Scroll to the bottom of the page. Under Download, you will see four links.
4 Click eicar.com.

If ActiveShield is working properly, it detects the eicar.com file immediately after
you click the link. You can try to delete or quarantine detected files to see how
ActiveShield handles possible threats. See Understanding security alerts on page 59
for details.

Testing Scan

Before you can test Scan, you must disable ActiveShield to prevent it from
detecting the test files before Scan does, then download the test files.

To download the test files:

1 Disable ActiveShield: Right-click the McAfee icon, point to VirusScan, then
click Disable.

2  Download the EICAR test files from the EICAR web site:
a Go to http://www.eicar.com/.

b Click the The AntiVirus testfile eicar.com link.
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Scroll to the bottom of the page. Under Download, you will see these links:

eicar.com contains a line of text that VirusScan will detect as a virus.

eicar.com.txt (optional) is the same file, but with a different file name, for
those users who have difficulty downloading the first link. Simply
rename the file “eicar.com” after you download it.

eicar_com.zip is a copy of the test virus inside a .ZIP compressed file (a
WinZip ~ file archive).

eicarcom2.zip is a copy of the test virus inside a .ZIP compressed file,
which itself is inside a .ZIP compressed file.

Click each link to download its file. For each one, a File Download dialog
box appears.

Click Save, click the Create New Folder button, then rename the folder VSO
Scan Folder.

Double-click VSO Scan Folder, then click Save again in each Save As dialog
box.

When you are finished downloading the files, close Internet Explorer.

Enable ActiveShield: Right-click the McAfee icon, point to VirusScan, then
click Enable.

To test Scan:

1

2

Right-click the McAfee icon, point to VirusScan, then click Scan.

Using the directory tree in the left pane of the dialog box, go to the VSO Scan
Folder where you saved the files:

a

b

Click the + sign next to the C drive icon.
Click the VSO Scan Folder to highlight it (do not click the + sign next to it).

This tells Scan to check only that folder. You can also put the files in
random locations on your hard drive for a more convincing demonstration
of Scan’s abilities.

In the Scan Options area of the Scan dialog box, ensure that all options are
selected.

Click Scan on the lower right of the dialog box.

VirusScan scans the VSO Scan Folder. The EICAR test files that you saved to
that folder appear in the List of Detected Files. If so, Scan is working properly.

You can try to delete or quarantine detected files to see how Scan handles possible
threats. See Understanding threat detections on page 67 for details.
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Using ActiveShield

When ActiveShield is started (loaded into computer memory) and enabled, it is
constantly protecting your computer. ActiveShield scans files when they are
accessed by either you or your computer. When ActiveShield detects a file, it
automatically tries to clean it. If ActiveShield cannot clean the virus, you can
quarantine or delete the file.

Enabling or disabling ActiveShield

ActiveShield is started (loaded into computer memory) and enabled (denoted by
the red [[] icon in your Windows system tray) by default as soon as you restart
your computer after the installation process.

If ActiveShield is stopped (not loaded) or is disabled (denoted by the black m
icon), you can manually run it, as well as configure it to start automatically when
Windows starts.

Enabling ActiveShield

To enable ActiveShield for this Windows session only:

Right-click the McAfee icon, point to VirusScan, then click Enable. The McAfee icon
changes to red [I.

If ActiveShield is still configured to start when Windows starts, a message tells you
that you are now protected from threats. Otherwise, a dialog box appears that lets
you configure ActiveShield to start when Windows starts (Figure 3-1 on page 50).
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Disabling ActiveShield

To disable ActiveShield for this Windows session only:
1 Right-click the McAfee icon, point to VirusScan, then click Disable.
2 Click Yes to confirm.

The McAfee icon changes to black M

If ActiveShield is still configured to start when Windows starts, your computer
will be protected from threats again when you restart your computer.

Configuring ActiveShield options

You can modify ActiveShield starting and scanning options in the ActiveShield tab
of the VirusScan Options dialog box (Figure 3-1), which is accessible via the
McAfee icon [] in your Windows system tray.

@ McAfee VirusScan - Options

McAfee' @) e

(] =
virusscan =
ActiveShield ¥irus Map Reporting | Scheduled Scan

Windows Start

[v Start ActiveShield when Wind starts (. ded
Specify if you weant to be protected when starting your computer

[v¥ Scan e-mail and attachments
Specify if you weant to be protected when using e-mail programs

|+ Secan inbound instant ttach it

Specify if you weant to be protected when opening sttachments using instant messaging programs

ok ) cancel )

Figure 3-1. ActiveShield Options

Starting ActiveShield

ActiveShield is started (loaded into computer memory) and enabled (denoted by

red [T]) by default as soon as you restart your computer after the installation
process.

If ActiveShield is stopped (denoted by black m), you can configure it to start
automatically when Windows starts (recommended).
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NOTE

During updates to VirusScan, the Update Wizard might exit
ActiveShield temporarily to install new files. When the Update
Wizard prompts you to click Finish, ActiveShield starts again.

To start ActiveShield automatically when Windows starts:

1 Right-click the McAfee icon, point to VirusScan, then click Options.

The VirusScan Options dialog box opens (Figure 3-1 on page 50).

2 Select the Start ActiveShield when Windows starts (recommended) checkbox,

then click Apply to save your changes.

3 Click OK to confirm, then click OK.

Stopping ActiveShield

WARNING

If you stop ActiveShield, your computer is not protected from
threats. If you must stop ActiveShield, other than for updating
VirusScan, ensure that you are not connected to the Internet.

To stop ActiveShield from starting when Windows starts:

1 Right-click the McAfee icon, point to VirusScan, then click Options.

The VirusScan Options dialog box opens (Figure 3-1 on page 50).

2 Deselect the Start ActiveShield when Windows starts (recommended) checkbox,
then click Apply to save your changes.

3 Click OK to confirm, then click OK.

Scanning e-mail and attachments

By default, e-mail scanning and automatic cleaning are enabled via the Scan e-mail
and attachments option (Figure 3-1 on page 50).

When this option is enabled, ActiveShield automatically scans and attempts to
clean inbound (POP3) and outbound (SMTP) detected e-mail messages and

attachments for most popular e-mail clients, including the following:

*

*

*

Microsoft Outlook Express 4.0 or later
Microsoft Outlook 97 or later
Netscape Messenger 4.0 or later
Netscape Mail 6.0 or later

Eudora Light 3.0 or later

Eudora Pro 4.0 or later

Eudora 5.0 or later
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¢ Pegasus 4.0 or later

NOTE

E-mail scanning is not supported for these e-mail clients:
Web-based, IMAP, AOL, POP3 SSL, and Lotus Notes.
However, ActiveShield scans e-mail attachments when they
are opened.

If you disable the Scan e-mail and attachments option, the
E-mail Scan options and the WormStopper options (Figure 3-2
on page 53) are automatically disabled. If you disable
outbound e-mail scanning, the WormStopper options are
automatically disabled.

If you change your e-mail scanning options, you must restart
your e-mail program to complete the changes.

Inbound e-mail
If an inbound e-mail message or attachment is detected, ActiveShield performs the
following steps:

m  Tries to clean the detected e-mail
m  Tries to quarantine or delete an uncleanable e-mail

m  Includes an alert file in the inbound e-mail that contains information about the
actions performed to remove the possible threat

Outbound e-mail
If an outbound e-mail message or attachment is detected, ActiveShield performs
the following steps:

B Tries to clean the detected e-mail

m  Tries to quarantine or delete an uncleanable e-mail

NOTE
For details about outbound e-mail scanning errors, see the
online help.

Disabling e-mail scanning

By default, ActiveShield scans both inbound and outbound e-mail. However, for
enhanced control, you can set ActiveShield to scan only inbound or outbound
e-mail.

To disable scanning of inbound or outbound e-mail:
1 Right-click the McAfee icon, point to VirusScan, and then click Options.
2 Click Advanced, then click the E-mail Scan tab (Figure 3-2).

3 Deselect Inbound e-mail messages or Outbound e-mail messages, then click OK.
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@ McAfee VirusScan - Advanced ActiveShield Options

MchAfee’ @) e
virusscan’ ) velp
Scanning E-mail Exploits FUPs

Scan Options

Specify the types of e-mail messages to be scanned for threats:
¥ Inbound e-mail messages

v Outhound e-mail messages

WormStopper

Specify if you weant to monitor sent e-mails for worm activity pstterns on your computer:
[v¥ Enable pper (r ded
[v Enable pattern matching (recommencded)

v &lert me when an e-mail iz sent to or more recipients
v Alert me when E e-mails are zent within seconds

[ QK ] [ Cancel ]
| S - |
Figure 3-2. Advanced ActiveShield Options - E-mail tab

Scanning for worms

VirusScan monitors your computer for suspect activity that might indicate a threat
is present on your computer. While VirusScan cleans viruses and other threats,
WormStopper™ prevents viruses and worms from spreading further.

A computer “worm” is a self-replicating virus that resides in active memory and
might send copies of itself through e-mail. Without WormStopper, you might
notice worms only when their uncontrolled replication consumes system
resources, slowing performance or halting tasks.

The WormStopper protection mechanism detects, alerts, and blocks suspect
activity. Suspect activity might include the following actions on your computer:

®m  An attempt to forward e-mail to a large portion of your address book
= Attempts to forward multiple e-mail messages in rapid succession

If you set ActiveShield to use the default Enable WormStopper (recommended)
option in the Advanced Options dialog box, WormStopper monitors e-mail activity
for suspect patterns and alerts you when a specified number of e-mails or
recipients has been exceeded within a specified interval.

To set ActiveShield to scan sent e-mail messages for worm-like activity:
1 Right-click the McAfee icon, point to VirusScan, then click Options.

2 (Click Advanced, then click the E-mail tab.
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3 Click Enable WormStopper (recommended) (Figure 3-3).
By default, the following detailed options are enabled:
¢ Pattern matching to detect suspect activity
¢ Alerting when e-mail is sent to 40 or more recipients
¢ Alerting when 5 or more e-mails are sent within 30 seconds

NOTE

If you modify the number of recipients or seconds for
monitoring sent e-mails, it might result in invalid detections.
McAfee recommends that you click No to retain the default
setting. Otherwise, click Yes to change the default setting to
your setting.

This option can be automatically enabled after the first time a potential worm
is detected (see Managing potential worms on page 60 for details):

¢ Automatic blocking of suspect outbound e-mails

@ McAfee VirusScan - Advanced ActiveShield Options

Mcifos® » Q/I Help
virusscan

Scanning l E-mail A Exploits FUPs |

Scan Options

Specify the types of e-mail messages to be scanned for threats:
¥ Inbound e-mail messages

v Outhound e-mail messages

WormStopper

Specify if you weant to monitor sent e-mails for worm activity pstterns on your computer:
[v¥ Enable (r ded
[v Enable pattern matching (recommencded)

v &lert me when an e-mail iz sent to or more recipients
v Alert me when E e-mails are zent within seconds

[ QK ][ Cancel ]

Figure 3-3. Advanced ActiveShield Options - E-mail tab
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Scanning inbound instant message attachments

By default, scanning of instant message attachments is enabled via the Scan
inbound instant message attachments option (Figure 3-1 on page 50).

When this option is enabled, VirusScan automatically scans and attempts to clean
inbound detected instant message attachments for most popular instant
messaging programs, including the following:

¢ MSN Messenger 6.0 or later
¢ Yahoo Messenger 4.1 or later
¢ AOL Instant Messenger 2.1 or later

NOTE
For your protection, you cannot disable auto-cleaning of
instant message attachments.

If an inbound instant message attachment is detected, VirusScan performs the
following steps:

m  Tries to clean the detected message
m  Prompts you to quarantine or delete an uncleanable message

Scanning all files

If you set ActiveShield to use the default All files (recommended) option, it scans
every file type that your computer uses, as your computer attempts to use it. Use
this option to get the most thorough scan possible.

To set ActiveShield to scan all file types:
1 Right-click the McAfee icon, point to VirusScan, and then click Options.
2 Click Advanced, then click the Scanning tab (Figure 3-4 on page 56).

3 Click All files (recommended), then click OK.
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@ McAfee VirusScan - Advanced ActiveShield Options

MchAfee’ @) e
virusscan’ ) velp
Scanning E-mail Exploits FUPs

Scan Options

[v¥ Scan for new unknown viruses
Use advanced heuristic technigues to detect new viruses

File Types to Scan
Specify the types of files that ActiveShield will zcan for threats:
% Al files (recommended)

™ Program filez and documents only

[ QK ] [ Cancel ]
| S - |
Figure 3-4. Advanced ActiveShield Options - Scanning tab

Scanning program files and documents only

If you set ActiveShield to use the Program files and documents only option, it scans
program files and documents, but not any other files used by your computer. The
latest virus signature file (DAT file) determines which file types that ActiveShield
will scan.To set ActiveShield to scan program files and documents only:

1 Right-click the McAfee icon, point to VirusScan, and then click Options.
2 Click Advanced, then click the Scanning tab (Figure 3-4).

3 Click Program files and documents only, then click OK.

Scanning for new unknown viruses

If you set ActiveShield to use the default Scan for new unknown viruses
(recommended) option, it uses advanced heuristic techniques that try to match files
to the signatures of known viruses, while also looking for telltale signs of
unidentified viruses in the files.

To set ActiveShield to scan for new unknown viruses:
1 Right-click the McAfee icon, point to VirusScan, and then click Options.
2 Click Advanced, then click the Scanning tab (Figure 3-4).

3 Click Scan for new unknown viruses (recommended), then click OK.
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Scanning for scripts

VirusScan monitors your computer for suspect activity that might indicate a threat
is present on your computer. While VirusScan cleans viruses and other threats,
ScriptStopper ™ prevents Trojan horses from running scripts that spread viruses
further.

A “Trojan horse” is a suspect program that pretends to be a benign application.
Trojans are not viruses because they do not replicate, but they can be just as
destructive.

The ScriptStopper protection mechanism detects, alerts, and blocks suspect
activity. Suspect activity might include the following action on your computer:

m A script execution that results in the creation, copying, or deletion of files, or
the opening of your Windows registry

If you set ActiveShield to use the default Enable ScriptStopper (recommended)
option in the Advanced Options dialog box, ScriptStopper monitors script
execution for suspect patterns and alerts you when a specified number of e-mails
or recipients has been exceeded within a specified interval.

To set ActiveShield to scan running scripts for worm-like activity:
1 Right-click the McAfee icon, point to VirusScan, then click Options.
2 Click Advanced, then click the Exploits tab (Figure 3-5).

3 Click Enable ScriptStopper (recommended), then click OK.

@ McAfee VirusScan - Advanced ActiveShield Options

MchAfee 0 el
® =
virusscan o
Scanning E-mail Exploits FUPs
ScriptStopper
Specify if you weant to monitor running scripts for worm activity patterns on your computer:
[ Enable Scrip pper (r ded
[ Ok ] [ Cancel ]
| S ol

Figure 3-5. Advanced ActiveShield Options - Exploits tab
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Scanning for Potentially Unwanted Programs (PUPs)

NOTE

If McAfee AntiSpyware is installed on your computer, it
manages all Potentially Unwanted Program activity. Open
McAfee AntiSpyware to configure your options.

If you set ActiveShield to use the default Scan Potentially Unwanted Programs
(recommended) option in the Advanced Options dialog box, Potentially Unwanted
Program (PUP) protection quickly detects, blocks, and removes spyware, adware,
and other programs that gather and transmit your private data without your
permission.

To set ActiveShield to scan for PUPs:
1 Right-click the McAfee icon, point to VirusScan, and then click Options.
2 Click Advanced, then click the PUPs tab (Figure 3-6).

3 Click Scan Potentially Unwanted Programs (recommended), then click OK.

@ McAfee VirusScan - Advanced ActiveShield Options

Mchfee Q) Hel

virusscan’ ) velp
Scanning | E-mail | Exploits PUPs A

PUPs

Patertially Unvwanted Program (PUP) pratection quickly detects and removes spyweare, adware, and other
programs that you might want to know are on your computer.
[v Secan Potentially Unwanted Programs (recommended)
Edlit Trusted PLIPs List

[ QK ][ Cancel ]

Figure 3-6. Advanced ActiveShield Options - PUPs tab
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Understanding security alerts

If ActiveShield finds a virus, a virus alert similar to Figure 3-7 appears. For most
viruses, Trojan horses, and worms, ActiveShield automatically tries to clean the
file and alerts you. For Potentially Unwanted Programs (PUPs), ActiveShield
detects the file, automatically blocks it, and alerts you.

@ A Virus Has Been
" Detected!

The file C:Documents and
Settings'atokumoto'Local
Settings'Temporary Internet
Files'Content.JE5'C5IVWXON
‘eicar[1].com is infected by the
EICAR test file virus and cannot
he cleaned.

[§f Delete the detected file

7 Guarantine the detected file
Z} Find out mare information
@ Continue what | was doing

Figure 3-7. Virus alert

You can then choose how to manage detected files, detected e-mail, suspect scripts,
potential worms, or PUPs, including whether to submit detected files to the
McAfee AVERT labs for research.

For added protection, whenever ActiveShield detects a suspect file, you are
prompted to scan your entire computer immediately. Unless you choose to hide
the scan prompt, it will periodically remind you until you perform the scan.

Managing detected files
1 If ActiveShield can clean the file, you can learn more or ignore the alert:

¢ (Click Find out more information to view the name, location, and virus name
associated with the detected file.

¢ Click Continue what I was doing to ignore the alert and close it.

2 If ActiveShield cannot clean the file, click Quarantine the detected file to encrypt
and temporarily isolate suspect files in the quarantine directory until an
appropriate action can be taken.

A confirmation message appears and prompts you to check your computer for
threats. Click Scan to complete the quarantine process.

3 If ActiveShield cannot quarantine the file, click Delete the detected file to try to
remove the file.

User Guide 59



McAfee VirusScan

Managing detected e-mail

By default, e-mail scanning automatically tries to clean detected e-mail. An alert
file included in the inbound message notifies you whether the e-mail was cleaned,
quarantined, or deleted.

Managing suspect scripts

If ActiveShield detects a suspect script, you can find out more and then stop the
script if you did not intend to initiate it:

¢ Click Find out more information to view the name, location, and description
of the activity associated with the suspect script.

¢ Click Stop this script to prevent the suspect script from running.
If you are sure that you trust the script, you can allow the script to run:

¢ Click Allow this script this time to let all scripts contained within a single file
run once.

¢ Click Continue what I was doing to ignore the alert and let the script run.

Managing potential worms

If ActiveShield detects a potential worm, you can find out more and then stop the
e-mail activity if you did not intend to initiate it:

¢ Click Find out more information to view the recipient list, subject line,
message body, and description of the suspect activity associated with the
detected e-mail message.

¢ Click Stop this e-mail to prevent the suspect e-mail from being sent and
delete it from your message queue.

If you are sure that you trust the e-mail activity, click Continue what | was doing to
ignore the alert and let the e-mail be sent.
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Managing PUPs

If ActiveShield detects and blocks a Potentially Unwanted Program (PUP), you can
find out more and then remove the program if you did not intend to install it:

¢ (lick Find out more information to view the name, location, and
recommended action associated with the PUP.

¢ Click Remove this PUP to remove the program if you did not intend to
install it.

A confirmation message appears.

- If (a) you do not recognize the PUP or (b) you did not install the PUP as
part of a bundle or accept a license agreement in connection with such
programs, click OK to remove the program using the McAfee removal
method.

- Otherwise, click Cancel to exit the automatic removal process. If you
change your mind later, you can manually remove the program using the
vendor’s uninstaller.

¢ Click Continue what | was doing to ignore the alert and block the program
this time.

If you (a) recognize the PUP or (b) you might have installed the PUP as part of a
bundle or accepted a license agreement in connection with such programs, you can
allow it to run:

¢ Click Trust this PUP to whitelist this program and always let it run in the
future.

See "Managing trusted PUPs" for details.

Managing trusted PUPs

The programs that you add to the Trusted PUPs list will not be detected by McAfee
VirusScan.

If a PUP is detected and added to the Trusted PUPs list, you can later remove it
from the list if necessary.

If your Trusted PUPs list is full, you must remove some items before you can trust
another PUP.

To remove a program from your Trusted PUPs list:
1 Right-click the McAfee icon, point to VirusScan, and then click Options.
2 (Click Advanced, then click the PUPs tab.

3 Click Edit Trusted PUPs List, select the checkbox in front of the file name, and
click Remove. When you are finished removing items, click OK.
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Manually scanning your computer

The Scan feature lets you selectively search for viruses and other threats on hard
drives, floppy disks, and individual files and folders. When Scan finds a suspect
file, it automatically tries to clean the file, unless it is a Potentially Unwanted
Program. If Scan cannot clean the file, you can quarantine or delete the file.

Manually scanning for viruses and other threats

To scan your computer:

1 Right-click the McAfee icon, point to VirusScan, then click Scan.

The Scan dialog box opens (Figure 3-8).

@ |Mcafee VirusScan - Scan ['-_||E|fz|
Mchfee
s . g/l Help

virusscan
Location to Scan Scan Options
= My Computer ¥ Scan subfolders

a & f""’ Tlgpiié'q):) [V Scan all files

+ H

= Local Lis Clear this ftem to scan program files and documents anly

+ i CD Drive (D:)

b th My Documents [v Scan within compressed files

Check zip files and many other compressed file types
[v¥ Scan for new unknown viruses

Use advanced heuristic technigques to detect new viruses
[v Secan for potentially unwanted programs

Detect spywware, adware, dialers, and other programs

Previous Scan Information

“ou have not performed a scan on your computer.

Click $ean to scan your computer for viruses and other threats. [ Scan ] [ Cancel ]

B - |
Figure 3-8. Scan dialog box

2 Click the drive, folder, or file that you want to scan.

3 Select your Scan Options. By default, all of the Scan Options are pre-selected to
provide the most thorough scan possible (Figure 3-8):

¢ Scan subfolders — Use this option to scan files contained in your
subfolders. Deselect this checkbox to allow checking of only the files
visible when you open a folder or drive.
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*

Example: The files in Figure 3-9 are the only files scanned if you deselect the
Scan subfolders checkbox. The folders and their contents are not scanned.
To scan those folders and their contents, you must leave the checkbox
selected.

= Local Disk (C:) (=13
File Edit ‘View Favorites Tools Help l','

@Eack = d lﬂ: /._\JSEarch i Falders v

Address | C:\ v| &

'J Documents and Settings I/’J Pragram Files
| 1

/! WINDOWS WUTemp
|

System Tasks

File and Folder Tasks

Other Places

agrtinstall.lag
Texk Document
0OKB

i My Computer
(£} My Documents

\‘:‘ My Metwork Places

Details

Local Disk {C:)
Local Disk

File System: MTFS
Free Space: 7,49 GB
Total Size; 9.49 GB

Figure 3-9. Local disk contents

Scan all files — Use this option to allow the thorough scanning of all file
types. Deselect this checkbox to shorten the scanning time and allow
checking of program files and documents only.

Scan within compressed files — Use this option to reveal hidden files
within .zIP and other compressed files. Deselect this checkbox to prevent
checking of any files or compressed files within the compressed file.

Sometimes virus authors plant viruses in a .ZIP file, then insert that .zIP file
into another .ZIP file in an effort to bypass anti-virus scanners. Scan can
detect these viruses as long as you leave this option selected.

Scan for new unknown viruses — Use this option to find the newest viruses
that might not have existing “cures.” This option uses advanced heuristic
techniques that try to match files to the signatures of known viruses, while
also looking for telltale signs of unidentified viruses in the files.

This scanning method also looks for file traits that can generally rule out
that the file contains a virus. This minimizes the chances that Scan gives a
false indication. Nevertheless, if a heuristic scan detects a virus, you should
treat it with the same caution that you would treat a file that you know
contains a virus.

This option provides the most thorough scan, but is generally slower than
anormal scan.
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4

Scan for Potentially Unwanted Programs — Use this option to detect
spyware, adware, and other programs that gather and transmit your
private data without your permission.

NOTE

Leave all options selected for the most thorough scan possible.
This effectively scans every file in the drive or folder that you
select, so allow plenty of time for the scan to complete. The
larger the hard drive and the more files you have, the longer
the scan takes.

Click Scan to start scanning files.

When the scan is finished, a scan summary shows the number of files scanned,
the number of files detected, the number of Potentially Unwanted Programs,
and the number of detected files that were automatically cleaned.

Click OK to close the summary, and view the list of any detected files in the
Scan dialog box (Figure 3-10).

@ Mcafee VinusScan - Scan

i @)+l
e
virusscan’ 2 ner
Scan Status
Files Scanned: 44547 1011 001
Files Detected: 4 llllj—r 1101
Information: Scanning completed! 101 01
List of Detected Files
I File Mame Status Scan Information
[~ Ci\Documents and SettingstatokumotoliMy Documentsieicar_com.txt  Cannot be cleaned Wirus Mame: EICAR. .
[~ Ci\Documents and SettingstatokumotolMy Documentsieicar_com.zip  Cannot be cleaned Wirus Mame: EICAR. .
[~ Ci\Documents and SettingstatokumotolMy Documentsieicarcomz.zip  Cannot be cleaned Wirus Mame: EICAR. .
[~ Ci\Documents and SettingstatokumoboiMy Documentsi TempiDown...  Potertially unvvanted program  PUP Mame: Gain
¥
[ Clean ] [ Delete ] [ Quarantine ] [ Close ]

Figure 3-10. Scan results

NOTE

Scan counts a compressed file (.ZIP, .CAB, etc.) as one file
within the Files Scanned number. Also, the number of files
scanned can vary if you have deleted your temporary Internet
files since your last scan.
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6 If Scan finds no viruses or other threats, click Back to select another drive or
folder to scan, or click Close to close the dialog box. Otherwise, see
Understanding threat detections on page 67.

Scanning via Windows Explorer

VirusScan provides a shortcut menu to scan selected files, folders, or drives for
viruses and other threats from within Windows Explorer.

To scan files in Windows Explorer:
1 Open Windows Explorer.
2 Right-click the drive, folder, or file that you want to scan, and then click Scan.

The Scan dialog box opens and starts scanning files. By default, all of the
default Scan Options are pre-selected to provide the most thorough scan
possible (Figure 3-8 on page 62).

Scanning via Microsoft Outlook

VirusScan provides a toolbar icon to scan for viruses and other threats in selected
message stores and their subfolders, mailbox folders, or e-mail messages
containing attachments from within Microsoft Outlook 97 or later.

To scan e-mail in Microsoft Outlook:
1 Open Microsoft Outlook.

2 Click the message store, folder, or e-mail message containing an attachment
that you want to scan, and then click the e-mail scanning toolbar icon [

The e-mail scanner opens and starts scanning files. By default, all of the default
Scan Options are pre-selected to provide the most thorough scan possible
(Figure 3-8 on page 62).

Automatically scanning for viruses and other threats

Although VirusScan scans files when they are accessed by either you or your
computer, you can schedule automatic scanning in Windows Scheduler to
thoroughly check your computer for viruses and other threats at specified
intervals.

To schedule a scan:
1 Right-click the McAfee icon, point to VirusScan, then click Options.
The VirusScan Options dialog box opens.

2 Click the Scheduled Scan tab (Figure 3-11 on page 66).
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@ McAfee VirusScan - Options

Mcifos® » g/l Help
virusscan

ActiveShield | ¥irus Map Reporting | Scheduled Scan

“irusScan can automstically scan your computer for viruses at a scheduled time.

[v Scan by Computer st & scheduled time

Schedule: At 5:00 PM every Fri of every week, starting 5/24/2005

Hext Run Time: 5:00:00 PM Friday, May 27, 2005

( Edit.. ] [(Setto Default)

[ QK ] [ Cancel ] [ Apply ]
| S ol
Figure 3-11. Scheduled Scan Options

3 Select the Scan My Computer at a scheduled time checkbox to enable automatic
scanning.

4  Specify a schedule for automatic scanning;:
¢ To accept the default schedule (8PM every Friday), click OK.
¢ To edit the schedule:
a. Click Edit.

b. Select how often to scan your computer in the Schedule Task list, and
then select additional options in the dynamic area below it:

Daily - Specify the number of days between scans.

Weekly (the default) - Specify the number of weeks between scans as well
as the names of the day(s) of the week.

Monthly - Specify which day of the month to scan. Click Select Months to
specify which months to scan, and click OK.

Once - Specify which date to scan.
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NOTE

These options in Windows Scheduler are not supported:

At system startup, When idle, and Show multiple schedules. The
last supported schedule remains enabled until you select from
among the valid options.

c. Select the time of day to scan your computer in the Start time box.
d. To select advanced options, click Advanced.
The Advanced Schedule Options dialog box opens.

i. Specify a start date, end date, duration, end time, and whether to stop
the task at the specified time if the scan is still running.

ii. Click OK to save your changes and close the dialog box. Otherwise,
click Cancel.

5 Click OK to save your changes and close the dialog box. Otherwise, click
Cancel.

6 To revert to the default schedule, click Set to Default. Otherwise, click OK.

Understanding threat detections

For most viruses, Trojans, and worms, Scan automatically tries to clean the file.
You can then choose how to manage detected files, including whether to submit
them to the McAfee AVERT labs for research. If Scan detects a potentially
unwanted program, you can manually try to clean, quarantine, or delete it
(AVERT submission is unavailable).

To manage a virus or potentially unwanted program:

1 If afile appears in the List of Detected Files, click the checkbox in front of the
file to select it.

NOTE

If more than one file appears in the list, you can select the
checkbox in front of the File Name list to perform the same
action on all of the files. You can also click the file name in the
Scan Information list to view details from the Virus
Information Library.

2 Ifthefileis a Potentially Unwanted Program, you can click Clean to try to clean
it.

3 If Scan cannot clean the file, you can click Quarantine to encrypt and
temporarily isolate suspect files in the quarantine directory until an
appropriate action can be taken. (See Managing quarantined files on page 68 for
details.)
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4  If Scan cannot clean or quarantine the file, you can do either of the following:
¢ Click Delete to remove the file.
¢ Click Cancel to close the dialog box without taking any further action.

If Scan cannot clean or delete the detected file, consult the Virus Information
Library at http:/ /us.mcafee.com/virusInfo/default.asp for instructions on
manually deleting the file.

If a detected file prevents you from using your Internet connection or from using
your computer at all, try using a Rescue Disk to start your computer. The Rescue
Disk, in many cases, can start a computer if a detected file disables it. See Creating
a Rescue Disk on page 70 for details.

For more help, consult McAfee Customer Support at http://www.mcafeehelp.com/.

Managing quarantined files

The Quarantine feature encrypts and temporarily isolates suspect files in the
quarantine directory until an appropriate action can be taken. Once cleaned, a
quarantined file can then be restored to its original location.

To manage a quarantined file:

1 Right-click the McAfee icon, point to VirusScan, then click Manage Quarantined
Files.

A list of quarantined files appears (Figure 3-12).

@ MchAfee VirusScan - Manage Quarantined Files

Mcifos® » g/l Help
virusscan

List of Quarantined Files

I File Mame | Criginal Location | Quarantined Date Status

[~ eicar_com,kxt Ci\Documents and Settingst... 792004 6:27:48 PM Infected by EICAR test file virus
[~ eicar_com.zip Cii\Documents and Settingsy... 792004 6:27:50 PM Infected by EICAR test file virus
[~ eicarcom.zip Cii\Documents and Settingsy... 792004 6:27:51 PM Infected by EICAR test file virus

[ Add... ][ Restore ][ Clean ][ Delete ][ Submit ][ Cancel ]
| S - |

Figure 3-12. Manage Quarantined Files dialog box
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2 Select the checkbox next to the file(s) you want to clean.

NOTE

If more than one file appears in the list, you can select the
checkbox in front of the File Name list to perform the same
action on all of the files. You can also click the virus name in
the Status list to view details from the Virus Information
Library.

Or, click Add, select a suspect file to add to the quarantine list,
click Open, then select it in the quarantine list.

3 Click Clean.
4  If the file is cleaned, click Restore to move it back to its original location.
5 If VirusScan cannot clean the virus, click Delete to remove the file.

6 If VirusScan cannot clean or delete the file, and if it is not a Potentially
Unwanted Program, you can submit the file to the McAfee AntiVirus
Emergency Response Team (AVERT™) for research:

a Update your virus signature files if they are more than two weeks old.
b Verify your subscription.
¢ Select the file and click Submit to submit the file to AVERT.

VirusScan sends the quarantined file as an attachment with an e-mail
message containing your e-mail address, country, software version, OS,
and the file’s original name and location. The maximum submission size is
one unique 1.5-MB file per day.

7 Click Cancel to close the dialog box without taking any further action.
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Creating a Rescue Disk

Rescue Disk is a utility that creates a bootable floppy disk that you can use to start
your computer and scan it for viruses if a virus keeps you from starting it normally.

NOTE

You must be connected to the Internet to download the Rescue
Disk image. Also, Rescue Disk is available for computers with
FAT (FAT 16 and FAT 32) hard drive partitions only. It is
unnecessary for NTFS partitions.

To create a Rescue Disk:

1 Onanon-infected computer, insert a non-infected floppy disk in drive A. You
might want to use Scan to ensure that both the computer and the floppy disk
are virus-free. (See Manually scanning for viruses and other threats on page 62 for
details.)

2 Right-click the McAfee icon, point to VirusScan, then click Create Rescue Disk.

The Create a Rescue Disk dialog box opens (Figure 3-13).

@ Mcafee VirusScan - Create a Rescue Disk

Mcifos® » g/l Help
virusscan

Create a Rescue Disk

To create a Rescue Disk, insert a blank floppy disk into drive & and click Create.

[ Create | [ Cancel ]

Figure 3-13. Create a Rescue Disk dialog box

3 Click Create to create the Rescue Disk.

If this is your first time creating a Rescue Disk, a message tells you that Rescue
Disk needs to download the image file for the Rescue Disk. Click OK to
download the component now, or click Cancel to download it later.

A warning message tells you that the contents of the floppy disk will be lost.
4 Click Yes to continue creating the Rescue Disk.

The creation status appears in the Create Rescue Disk dialog box.
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5 When the message “Rescue disk created” appears, click OK, then close the
Create Rescue Disk dialog box.

6 Remove the Rescue Disk from the drive, write-protect it, and store it in a safe
location.

Write-protecting a Rescue Disk

To write-protect a Rescue Disk:
1 Turn the floppy disk label-side down (the metal circle should be visible).

2 Locate the write-protect tab. Slide the tab so the hole is visible.

Using a Rescue Disk

To use a Rescue Disk:
1 Turn off the infected computer.
2 Insert the Rescue Disk into the drive.
3 Turn the computer on.
A gray window with several options appears.

4  Choose the option that best suits your needs by pressing the Function keys (for
example, F2, F3).

NOTE
Rescue Disk starts automatically in 60 seconds if you do not
press any of the keys.

Updating a Rescue Disk

Itis a good idea to update your Rescue Disk regularly. To update your Rescue
Disk, follow the same instructions for creating a new Rescue Disk.

Automatically reporting viruses

You can anonymously send virus tracking information for inclusion in our World
Virus Map. Automatically opt-in for this free, secure feature either during
VirusScan installation (in the Virus Map Reporting dialog box), or at any time in the
Virus Map Reporting tab of the VirusScan Options dialog box.
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Reporting to the World Virus Map

To automatically report virus information to the World Virus Map:

72

1

2

3

5

Right-click the McAfee icon, point to VirusScan, then click Options.
The VirusScan Options dialog box opens.
Click the Virus Map Reporting tab (Figure 3-14).

@ McAfee VirusScan - Options

Mcifos® » g/l Help
virusscan

ActiveShield l ¥irus Map Reporting A Scheduled Scan

With the WirusScan Yirus Map festure, you can anonymously submit virus information to McAfee for
inclusion in its tracking of worldwide detection rates.

Do you want to participste?

% ez, | want to participate

Country: |Un'rted States

Lef L]

State: | Calitornia

IP Code:  [34085

™ Mo, | dont want to participate

[ QK ][ Cancel ]

Figure 3-14. Virus Map Reporting Options

Accept the default Yes, | want to participate to anonymously send your virus
information to McAfee for inclusion in its World Virus Map of worldwide
detection rates. Otherwise, select No, | don’t want to participate to avoid sending
your information.

If you are in the United States, select the state and enter the zip code where
your computer is located. Otherwise, VirusScan automatically tries to select
the country where your computer is located.
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Viewing the World Virus Map

Whether or not you participate in the World Virus Map, you can view the latest
worldwide detection rates via the McAfee icon in your Windows system tray.

To view the World Virus Map:
m  Right-click the McAfee icon, point to VirusScan, then click World Virus Map.

The World Virus Map web page appears (Figure 3-15).

2 http://mastdb2.mcafee.com - McAfee Security - World Virus Map - Microsoft Internet Explorer.

McAfee | World Virus Map

View: ‘ AllViuges V‘ Track: | Infected Computers/Million Citizens vl Time Period: | Past 30 Days vl

Infected Computers/Million Citizens Over the Past 30 Days

Legend: [ 0-1 [ 110 [710-100 [ 100-1000 | 1000+

Wiz My irs History Select Mapt | Wolldwide | onclide [Zoomin w

@ Done ‘ Inkernet

Figure 3-15. World Virus Map

By default, the World Virus Map shows the number of detected computers
worldwide over the past 30 days, and also when the reporting data was last
updated. You can change the map view to show the number of detected files, or
change the time period to show only the results over the past 7 days or the past 24
hours.

The Virus Tracking section lists cumulative totals for the number of scanned files,
detected files, and detected computers that have been reported since the date
shown.
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Updating VirusScan

When you are connected to the Internet, VirusScan automatically checks for
updates every four hours, then automatically downloads and installs weekly virus
definition updates without interrupting your work.

Virus definition files are approximately 100 KB and thus have minimal impact on
system performance during download.

If a product update or virus outbreak occurs, an alert appears. Once alerted, you
can then choose to update VirusScan to remove the threat of a virus outbreak.

Automatically checking for updates

McAfee SecurityCenter is automatically configured to check for updates for all of
your McAfee services every four hours when you are connected to the Internet,
then notify you with alerts and sounds. By default, SecurityCenter automatically
downloads and installs any available updates.

NOTE

In some cases, you will be prompted to restart your computer
to complete the update. Be sure to save all of your work and
close all applications before restarting.

Manually checking for updates

In addition to automatically checking for updates every four hours when you are
connected to the Internet, you can also manually check for updates at any time.

To manually check for VirusScan updates:

1 Ensure your computer is connected to the Internet.

2 Right-click the McAfee icon, then click Updates.
The SecurityCenter Updates dialog box opens.

3 Click Check Now.

If an update exists, the VirusScan Updates dialog box opens (Figure 3-16 on
page 75). Click Update to continue.

If no updates are available, a dialog box tells you that VirusScan is up-to-date.
Click OK to close the dialog box.
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@ McAfee VirusScan

Mcifos® » g’) Help
virusscan

Updates

Be sure to close all other MoAfes VirusScan windovs, and then click
Update to update VirusScan,

[ Update |[ Cancel

| |

Figure 3-16. Updates dialog box

Log on to the web site if prompted. The Update Wizard installs the update
automatically.

Click Finish when the update is finished installing.

NOTE

In some cases, you will be prompted to restart your computer
to complete the update. Be sure to save all of your work and
close all applications before restarting.
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Plus

Welcome to McAfee Personal Firewall Plus.

McAfee Personal Firewall Plus software offers advanced protection for your
computer and your personal data. Personal Firewall establishes a barrier between
your computer and the Internet, silently monitoring Internet traffic for suspicious
activities.

With it, you get the following features:

m  Defends against potential hacker probes and attacks

m  Complements anti-virus defenses

®m  Monitors Internet and network activity

m  Alerts you to potentially hostile events

m  Provides detailed information on suspicious Internet traffic

m  Integrates Hackerwatch.org functionality, including event reporting,
self-testing tools, and the ability to email reported events to other online
authorities

m  Provides detailed tracing and event research features

New features

®  Improved Gaming Support
McAfee Personal Firewall Plus protects your computer from intrusion
attempts and suspicious activities during full-screen gameplay, but can hide
alerts if it detects intrusion attempts or suspicious activities. Red alerts appear
after you exit the game.

m  Improved Access Handling
McAfee Personal Firewall Plus lets users dynamically grant applications
temporary access to the Internet. Access is restricted to the time the application
launches until the time it closes. When Personal Firewall detects an unknown
program, attempting to communicate with the Internet, a Red Alert provides
the option to grant the application temporary access to the Internet.
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m  Enhanced Security Control
Running the Lockdown feature in McAfee Personal Firewall Plus allows you
to instantly block all incoming and outgoing Internet traffic between a
computer and the Internet. Users can enable and disable Lockdown from three
locations in Personal Firewall.

B Improved Recovery Options
You can run Reset Options to automatically restore the default settings to
Personal Firewall. If Personal Firewall exhibits undesirable behavior that you
cannot correct, you can choose to undo your current settings and revert to the
product's default settings.

m  Internet Connectivity Protection
To prevent a user from inadvertently disabling his or her Internet connection,
the option to ban an Internet address is excluded on a Blue Alert when
Personal Firewall detects an Internet connection originates from a DHCP or
DNS server. If the incoming traffic does not originate from a DHCP or DNS
server, the option appears.

m  Enhanced HackerWatch.org Integration
Reporting potential hackers is easier than ever. McAfee Personal Firewall Plus
improves the functionality of HackerWatch.org, which includes event
submission of potentially malicious events to the database.

m  Extended Intelligent Application Handling
When an application seeks Internet access, Personal Firewall first checks
whether it recognizes the application as trusted or malicious. If the application
is recognized as trusted, Personal Firewall automatically allows it access to the
Internet so you do not have to.

m  Advanced Trojan Detection
McAfee Personal Firewall Plus combines application connection management
with an enhanced database to detect and block more potentially malicious
applications, such as Trojans, from accessing the Internet and potentially
relaying your personal data.

®  Improved Visual Tracing
Visual Trace includes easy-to-read graphical maps showing the originating
source of hostile attacks and traffic worldwide, including detailed
contact/owner information from originating IP addresses.

B Improved Usability
McAfee Personal Firewall Plus includes a Setup Assistant and a User Tutorial
to guide users in the setup and use of their firewall. Although the product is
designed to use without any intervention, McAfee provides users with a
wealth of resources to understand and appreciate what the firewall provides
for them.
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B Enhanced Intrusion Detection
Personal Firewall's Intrusion Detection System (IDS) detects common attack
patterns and other suspicious activity. Intrusion detection monitors every data
packet for suspicious data transfers or transfer methods and logs this in the
event log.

®  Enhanced Traffic Analysis
McAfee Personal Firewall Plus offers users a view of both incoming and
outgoing data from their computers, as well as displaying application
connections including applications that are actively “listening” for open
connections. This allows users to see and act upon applications that might be
open for intrusion.

Removing other firewalls

Before you install McAfee Personal Firewall Plus software, you must uninstall any
other firewall programs on your computer. Please follow your firewall program’s
uninstall instructions to do so.

NOTE

If you use Windows XP, you do not need to disable the built-in
firewall before installing McAfee Personal Firewall Plus.
However, we recommend that you do disable the built-in
firewall. If you do not, you will not receive events in the
Inbound Events log in McAfee Personal Firewall Plus.

Setting the default firewall

McAfee Personal Firewall can manage permissions and traffic for Internet
applications on your computer, even if Windows Firewall is detected as running
on your computer.

When installed, McAfee Personal Firewall automatically disables Windows
Firewall and sets itself as your default firewall. You then experience only McAfee
Personal Firewall functionality and messaging. If you subsequently enable
Windows Firewall via Windows Security Center or Windows Control Panel,
letting both firewalls run on your computer might result in partial loss of logging
in McAfee Firewall as well as duplicate status and alert messaging.
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NOTE

If both firewalls are enabled, McAfee Personal Firewall does
not show all the blocked IP addresses in its Inbound Events
tab. Windows Firewall intercepts most of these events and
blocks those events, preventing McAfee Personal Firewall
from detecting or logging those events. However, McAfee
Personal Firewall might block additional traffic based upon
other security factors, and that traffic will be logged.

Logging is disabled in Windows Firewall by default, but if
you choose to enable both firewalls, you can enable Windows
Firewall logging. The default Windows Firewall log is
C:\Windows\pfirewall.log

To ensure that your computer is protected by at least one firewall, Windows
Firewall is automatically re-enabled when McAfee Personal Firewall is
uninstalled.

If you disable McAfee Personal Firewall or set its security setting to Open without
manually enabling Windows Firewall, all firewall protection will be removed
except for previously blocked applications.

Setting the security level

You can configure security options to indicate how Personal Firewall responds
when it detects unwanted traffic. By default, the Standard security level is enabled.
In Standard security level, when an application requests Internet access and you
grant it access, you are granting the application Full Access. Full Access allows the
application the ability to both send data and receive unsolicited data on
non-system ports.

To configure security settings:

1 Right-click the McAfee icon [[[] in the Windows system tray, point to Personal
Firewall, then select Options.

2 (Click the Security Settings icon.
3 Set the security level by moving the slider to the desired level.
The security level ranges from Lockdown to Open:

¢ Lockdown — All Internet connections on your computer are closed. You
can use this setting to block ports you configured to be open in the System
Services page.
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¢ Tight Security — When an application requests a specific type of access to
the Internet (for example, Outbound Only Access), you can allow or
disallow the application an Internet connection. If the application later
requests Full Access, you can then grant Full Access or restrict it to
Outbound Only access.

¢ Standard Security (recommended) — When an application requests and
then is granted Internet access, the application receives full Internet access
to handle incoming and outgoing traffic.

¢ Trusting Security — All applications are automatically trusted when they
first attempt to access the Internet. However, you can configure Personal
Firewall to use alerts to notify you about new applications on your
computer. Use this setting if you find that some games or streaming media
do not work.

¢ Open — Your firewall is disabled. This setting allows all traffic through
Personal Firewall, without filtering.

NOTE

Previously blocked applications continue to be blocked when
the firewall is set to the Open or Lockdown security setting. To
prevent this, you can either change the application's
permissions to Allow Full Access or delete the Blocked
permission rule from the Internet Applications list.

4  Select additional security settings:

NOTE

If your computer runs Windows XP and multiple XP users
have been added, these options are available only if you are
logged on to your computer as an administrator.

¢ Record Intrusion Detection (IDS) Events in Inbound Events Log — If you
select this option, events detected by IDS will appear in the Inbound Events
log. The Intrusion Detection System detects common attack types and
other suspicious activity. Intrusion detection monitors every inbound and
outbound data packet for suspicious data transfers or transfer methods. It
compares these to a “signature” database and automatically drops the
packets coming from the offending computer.

IDS looks for specific traffic patterns used by attackers. IDS checks each
packet that your machine receives to detect suspicious or known-attack
traffic. For example, if Personal Firewall sees ICMP packets, it analyzes
those packets for suspicious traffic patterns by comparing the ICMP traffic
against known attack patterns.
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¢ Accept ICMP ping requests — ICMP traffic is used mainly for performing
traces and pings. Pinging is frequently used to perform a quick test before
attempting to initiate communications. If you are using or have used a
peer-to-peer file-sharing program, you might find yourself being pinged a
lot. If you select this option, Personal Firewall allows all ping requests
without logging the pings in the Inbound Events log. If you do not select
this option, Personal Firewall blocks all ping requests and logs the pings in
the Inbound Events log.

¢ Allow restricted users to change Personal Firewall settings — If you run
Windows XP or Windows 2000 Professional with multiple users, select this
option to allow restricted XP users to modify Personal Firewall settings.

5 Click OK if you are finished making changes.

Testing McAfee Personal Firewall Plus

You can test your Personal Firewall installation for possible vulnerabilities to
intrusion and suspicious activity.

To test your Personal Firewall installation from the McAfee system tray icon:

= Right-click the McAfee icon [[[] in the Windows system tray, and select Test
Firewall.

Personal Firewall opens Internet Explorer and goes to
http:/ /www.hackerwatch.org/, a web site maintained by McAfee. Please follow
the directions on the Hackerwatch.org Probe page to test Personal Firewall.

About the Summary page

82

The Personal Firewall Summary includes four summary pages:
¢ Main Summary
¢ Application Summary
¢ Event Summary
¢ HackerWatch Summary

The Summary pages contain a variety of reports on recent inbound events,
application status, and world-wide intrusion activity reported by
HackerWatch.org. You will also find links to common tasks performed in Personal
Firewall.
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To open the Main Summary page in Personal Firewall:

m  Right-click the McAfee icon [ in the Windows system tray, point to Personal
Firewall, then select View Summary (Figure 4-1).
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Figure 4-1. Main Summary page

Click the following to navigate to different Summary pages:

ltem Description

Change View Click Change View to open a list of Summary pages. From the list,
select a Summary page to view.

Right arrow Click the right arrow icon to view the next Summary page.

Left arrow Click the left arrow icon to view the previous Summary page.

Home Click the home icon to return to the Main Summary page.

The Main Summary page provides the following information:

ltem

Description

Security Setting

The security setting status tells you the level of security at which the
firewall is set. Click the link to change the security level.

Blocked Events

The blocked events status displays the number of events that have
been blocked today. Click the link to view event details from the
Inbound Events page.
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Item Description

Application The application rule status displays the number of application rules

Rule Changes that have been changed recently. Click the link to view the list of
allowed and blocked applications and to modify application
permissions.

What's New? What’s New? shows the latest application that was granted full
access to the Internet.

Last Event Last Event shows the latest inbound events. You can click a link to
trace the event or to trust the IP address. Trusting an IP address
allows all traffic from the IP address to reach your computer.

Daily Report Daily Report displays the number of inbound events that Personal
Firewall blocked today, this week, and this month. Click the link to
view event details from the Inbound Events page.

Active Active Applications displays the applications that are currently

Applications running on your computer and accessing the Internet. Click an
application to view which IP addresses the application is connecting
to.

Common Tasks Click a link in Common Tasks to go to Personal Firewall pages
where you can view firewall activity and perform tasks.

To view the Application Summary page:

1 Right-click the McAfee icon [0 in the Windows system tray, point to Personal
Firewall, then select View Summary.

2 Click Change View, then select Application Summary.

The Application Summary page provides the following information:

Item Description

Traffic Monitor The Traffic Monitor shows inbound and outbound Internet
connections over the last fifteen minutes. Click the graph to view
traffic monitoring details.

Active Active Applications shows the bandwidth use of your computer’s
Applications most active applications during the last twenty-four hours.

Application—The application accessing the Internet.
%—The percentage of bandwidth used by the application.

Permission—The type of Internet access that the application is
allowed.

Rule Created—When the application rule was created.

What's New? What’s New? shows the latest application that was granted full
access to the Internet.
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Item Description
Active Active Applications displays the applications that are currently
Applications running on your computer and accessing the Internet. Click an

application to view which IP addresses the application is connecting
to.

Common Tasks

Click a link in Common Tasks to go to Personal Firewall pages
where you can view application status and perform
application-related tasks.

To view the Event Summary page:

1 Right-click the McAfee icon [ in the Windows system tray, point to Personal
Firewall, then select View Summary.

2 (Click Change View, then select Event Summary.

The Event Summary page provides the following information:

ltem

Description

Port
Comparison

Port Comparison shows a pie chart of the most frequently attempted
ports on your computer during the past 30 days. You can click a port
name to view details from the Inbound Events page. You can also
move your mouse pointer over the port number to see a description of
the port.

Top Offenders

Top Offenders shows the most frequently blocked IP addresses,
when the last inbound event occurred for each address, and the total
number of inbound events in the past thirty days for each address.
Click an event to view event details from the Inbound Events page.

Daily Report

Daily Report displays the number of inbound events that Personal
Firewall blocked today, this week, and this month. Click a number to
view the event details from the Inbound Events log.

Last Event

Last Event shows the latest inbound events. You can click a link to
trace the event or to trust the IP address. Trusting an IP address
allows all traffic from the IP address to reach your computer.

Common Tasks

Click a link in Common Tasks to go to Personal Firewall pages
where you can view details of events and perform event-related
tasks.

To view the HackerWatch Summary page:

1 Right-click the McAfee icon m in the Windows system tray, point to Personal
Firewall, then select View Summary.

2 (Click Change View, then select HackerWatch Summary.
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The HackerWatch Summary page provides the following information.

Item

Description

World Activity

World Activity shows a world map identifying recently blocked
activity monitored by HackerWatch.org. Click the map to open the
Global Threat Analysis Map in HackerWatch.org.

Event Tracking

Event Tracking shows the number of inbound events submitted to
HackerWatch.org.

Global Port
Activity

Global Port Activity shows the top ports, in the past 5 days, that
appear to be threats. Click a port to view the port number and port
description.

Common Tasks

Click a link in Common Tasks to go to HackerWatch.org pages
where you can get more information on world-wide hacker activity.
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About the Internet Applications page

Use the Internet Applications page to view the list of allowed and blocked
applications.

To launch the Internet Applications page:

m  Right-click the McAfee icon m in the Windows system tray, point to Personal

Firewall, then select Applications (Figure 4-2).
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Figure 4-2. Internet Applications page

The Internet Applications page provides the following information:

Application names
File names
Current permission levels

Application details: application name and version, company name, path name,
permission, timestamps, and explanations of permission types
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Changing application rules

Personal Firewall lets you change access rules for applications.
To change an application rule:

1 Right-click the McAfee icon, point to Personal Firewall, then select Internet
Applications.

2 In the Internet Applications list, right-click the application rule for an
application, and select a different level:

¢ Allow Full Access — Allow the application to establish outbound and
inbound Internet connections.

¢ Outbound Access Only — Allow the application to establish an outbound
Internet connection only.

¢ Block This Application — Disallow the application Internet access.

NOTE

Previously blocked applications continue to be blocked when
the firewall is set to the Open or Lockdown. To prevent this
from, you can either change the application's access rule to
Full Access or delete the Blocked permission rule from the
Internet Applications list.

To delete an application rule:

1 Right-click the McAfee icon [ in the Windows system tray, point to Personal
Firewall, then select Internet Applications.

2 In the Internet Applications list, right-click the application rule, then select
Delete Application Rule.

The next time the application requests Internet access, you can set its permission
level to re-add it to the list.

Allowing and blocking Internet applications

To change the list of allowed and blocked Internet applications:

1 Right-click the McAfee icon [ in the Windows system tray, point to Personal
Firewall, then select Internet Applications.

2 On the Internet Applications page, click one of the following options:
¢ New Allowed Application — Allow an application full Internet access.
¢ New Blocked Application — Disallow an application Internet access.

¢ Delete Application Rule — Remove an application rule.
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About the Inbound Events page

Use the Inbound Events page to view the Inbound Events log, generated when
Personal Firewall blocks unsolicited Internet connections.

To launch the Inbound Events page:

m  Right-click the McAfee icon m in the Windows system tray, point to Personal
Firewall, then select Inbound Events (Figure 4-3).
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Figure 4-3. Inbound Events page

The Inbound Events page provides the following information:

Timestamps
Source IPs

Hostnames

Service or application names

Event details: connection types, connection ports, host name or IP, and

explanations of port events
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Understanding events
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About IP addresses

IP addresses are numbers: four numbers each between 0 and 255 to be precise.
These numbers identify a specific place that traffic can be directed to on the
Internet.

IP address types
Several IP addresses are unusual for various reasons:

Non-routable IP addresses — These are also referred to as "Private IP Space." These
IP addresses cannot be used on the Internet. Private IP blocks are 10.x.x.x,
172.16.x.x - 172.31.x.x, and 192.168.x.x.

Loop-back IP addresses — Loop-back addresses are used for testing purposes.
Traffic sent to this block of IP addresses comes right back to the device generating
the packet. It never leaves the device, and is primarily used for hardware and
software testing. The Loop-Back IP block is 127.x.x.x.

Null IP address — This is an invalid address. When detected, Personal Firewall
indicates that the traffic used a blank IP address. Frequently, this indicates that the
sender is deliberately obscuring the origin of the traffic. The sender will not be able
to receive any replies to their traffic unless the packet is received by an application
that understands the contents of the packet that will include instructions specific
to that application. Any address that starts with 0 (0.x.x.x) is a null address. For
example, 0.0.0.0 is a null IP address.

Events from 0.0.0.0

If you see events from IP address 0.0.0.0, there are two likely causes. The first, and
most common, is that your computer has received a badly formed packet. The
Internet isn't always 100% reliable, and bad packets can occur. Since Personal
Firewall sees the packets before TCP/IP can validate them, it might report these
packets as an event.

The other situation occurs when the source IP is spoofed, or faked. Spoofed packets
can be a sign that someone is scanning your computer for Trojans. Personal
Firewall blocks this kind of activity, so your computer is safe.

Events from 127.0.0.1

Events will sometimes list their source IP as 127.0.0.1. This is called a loopback
address or localhost.

Many legitimate programs use the loopback address for communication between
components. For example, you can configure many personal E-mail or Web
servers through a Web interface. To access the interface, you type

“http:/ /localhost/” in your Web browser.
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Personal Firewall allows traffic from these programs, so if you see events from
127.0.0.1, itis likely that the source IP address is spoofed, or faked. Spoofed packets
are usually indicate that another computer is scanning yours for Trojans. Personal
Firewall blocks such intrusion attempts, so your computer is safe.

Some programs, notably Netscape 6.2 and higher, require you to add 127.0.0.1 to
the Trusted IP Addresses list. These programs’ components communicate between
each other in such a manner that Personal Firewall cannot determine if the traffic
is local or not.

In the example of Netscape 6.2, if you do not trust 127.0.0.1, then you will not be
able to use your buddy list. Therefore, if you see traffic from 127.0.0.1 and all of the
applications on your computer work normally, then it is safe to block this traffic.
However, if a program (like Netscape) experiences problems, add 127.0.0.1 to the
Trusted IP Addresses list in Personal Firewall.

If placing 127.0.0.1 in the trusted IP list fixes the problem, then you need to weigh
your options: if you trust 127.0.0.1, your program will work, but you will be more
open to spoofed attacks. If you do not trust the address, then your program will
not work, but you will remain protected against certain malicious traffic.

Events from computers on your LAN

Events can be generated from computers on your local area network (LAN). To
show that these events are generated by your network, Personal Firewall displays
them in green.

In most corporate LAN settings, you should select Make all computers on your LAN
Trusted in the Trusted IP Addresses options.

In some situations, your “local” network can be as dangerous than the Internet,
especially if your computer runs on a high-bandwidth DSL or cable modem based
network. In this case, do not to select Make all computers on your LAN Trusted.
Instead, add the IP addresses of your local computers to the Trusted IP Addresses
list.

Events from private IP addresses

IP addresses of the format 192.168.xxx.xxx, 10.xxx.xxx.xxx, and 172.16.0.0 -
172.31.255.255 are referred to as non-routable or private IP addresses. These IP
addresses should never leave your network, and can be trusted most of the time.

The 192.168.xxx.xxx block is used with Microsoft Internet Connection Sharing
(ICS). If you are using ICS, and see events from this IP block, you might want to
add the IP address 192.168.255.255 to your Trusted IP Addresses list. This will trust
the entire 192.168.xxx.xxx block.

If you are not on a private network, and see events from these IP ranges, the source
IP address might be spoofed, or faked. Spoofed packets are usually signs that
someone is scanning for Trojans. It's important to remember that Personal Firewall
blocked this attempt, so your computer is safe.
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Since private IP addresses refer to different computers depending on what
network you are on, reporting these events will have no effect, so there's no need
to do so.

Showing events in the Inbound Events log

The Inbound Events log displays events in a number of ways. The default view
limits the view to events which occur on the current day. You can also view events
that occurred during the past week, or view the complete log.

Personal Firewall also lets you display inbound events from specific days, from
specific Internet addresses (IP addresses), or events that contain the same event
information.

For information about an event, click the event, and view the information in the
Event Information pane.

Showing today's events
Use this option to review the day’s events.
To show today’s events:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, then select Inbound Events.

2 Onthelnbound Events log, right-click an entry, then click Show Today's Events.

Showing this week's events

Use this option to review weekly events.
To show this week’s events:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, then select Inbound Events.

2 On the Inbound Events log, right-click an entry, then click Show This Week's
Events.

Showing the complete Inbound Events log

Use this option to review all events.
To show all of the events in the Inbound Events log:

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 On the Inbound Events log, right-click an entry, then click Show Complete Log.

The Inbound Events log displays all events from the Inbound Events log.
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Showing events from a specific day
Use this option to review events from a specific day.

To show a day's events:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, then select Inbound Events.

2 On the Inbound Events log, right-click an entry, then click Show Only Events
From this Day.

Showing events from a specific Internet address

Use this option to review other events which originate from a particular Internet
address.

To show events of an Internet address:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, and click Inbound Events.

2 On the Inbound Events log, right-click an entry, then click Show Only Events
From Selected Internet Address.
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Showing events that share identical event information

Use this option to review other events in the Inbound Events log that have the same
information in the Event Information column as the event you selected. You can
find out how many times this event happened, and if it is from the same source.
The Event Information column provides a description of the event and, if known,
the common program or service that uses that port.

To show events that share identical event information:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, and click Inbound Events.

2 On the Inbound Events log, right-click an entry, then click Show Only Events
with the same Event Information.

Responding to inbound events

In addition to reviewing details about events in the Inbound Events log, you can
perform a Visual Trace of the IP addresses for an event in the Inbound Events log,
or get event details at the anti-hacker online community HackerWatch.org web
site.

Tracing the selected event

You can try to perform a Visual Trace of the IP addresses for an event in the
Inbound Events log.

To trace a selected event:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, and select Inbound Events.

2 On the Inbound Events log, right-click the event you want to trace, then click
Trace Selected Event. You can also double-click an event to trace an event.

By default, Personal Firewall begins a Visual Trace using the integrated Personal

Firewall Visual Trace program.

Getting advice from HackerWatch.org
To get advice from HackerWatch.org:

1 Right-click the McAfee icon, point to Personal Firewall, and select Inbound
Events.

2 Select the event's entry on the Inbound Events page, then click Get More
Information on the | want to pane.

Your default Web browser launches and opens the HackerWatch.org to retrieve
information about the event type, and advice about whether to report the event.
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Reporting an event
To report an event that you think was an attack on your computer:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, and select Inbound Events.

2 Click the event you want to report, then click Report This Event in the | want to
pane.

Personal Firewall reports the event to the HackerWatch.org using your unique ID.

Signing up for HackerWatch.org

When you first open the Summary page, Personal Firewall contacts
HackerWatch.org to generate your unique user ID. If you are an existing user, your
sign-up is automatically validated. If you are a new user, you must enter a
nickname and email address, then click the validation link in the confirmation
email from HackerWatch.org to be able to use the event filtering/e-mailing
features at its web site.

You can report events to HackerWatch.org without validating your user ID.
However, to filter events and email events to a friend, you must sign up for the
service.

Signing up for the service allows your submissions to be tracked and lets us notify
you if HackerWatch.org needs more information or further action from you. We
also require you to sign up because we must confirm any information we receive
for that information to be useful.

All email addresses provided to HackerWatch.org are kept confidential. If a
request for additional information is made by an ISP, that request is routed
through HackerWatch.org; your email address is never exposed.

Trusting an address

You can use the Inbound Events page to add an IP address to the Trusted IP
Addresses list to allow a permanent connection.

If you see an event in the Inbound Events page that contains an IP address that you
need to allow, you can have Personal Firewall allow connections from it at all
times.

To add an IP address to the Trusted IP Addresses list:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, and select Inbound Events.

2 Right-click the event whose IP address you want trusted, and click Trust the
Source IP Address.
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Verify that the IP address displayed in the Trust This Address dialog is correct, and
click OK. The IP address is added to the Trusted IP Addresses list.

To verify that the IP address was added:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, and select Options.

2 (Click the Trusted & Banned IPs icon, then the Trusted IP Addresses tab.

The IP address appears checked in the Trusted IP Addresses list.

Banning an address

If an IP address appears in your Inbound Events log, this indicates that traffic from
that address was blocked. Therefore, banning an address adds no additional
protection unless your computer has ports that are deliberately opened through
the System Services feature, or unless your computer has an application that has
permission to receive traffic.

Add an IP address to your banned list only if you have one or more ports that are
deliberately open and if you have reason to believe that you must block that
address from accessing open ports.

If you see an event in the Inbound Events page that contains an IP address that you
want to ban, you can configure Personal Firewall to prevent connections from it at
all times.

You can use the Inbound Events page, which lists the IP addresses of all inbound
Internet traffic, to ban an IP address that you suspect is the source of suspicious or
undesirable Internet activity.

To add an IP address to the Banned IP Addresses list:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, then select Inbound Events.

2 The Inbound Events page lists the IP addresses of all inbound Internet traffic.
Select an IP address, and then do one of the following:

¢ Right-click the IP address, and then select Ban the Source IP Address.
¢  From the | want to menu, click Ban This Address.

3 Inthe Add Banned IP Address Rule dialog, use one or more of the following
settings to configure the Banned IP Address rule:

¢ ASingle IP Address: The IP address to ban. The default entry is the IP
address that you selected from the Inbound Events page.

¢ AnIP Address Range: The IP addresses between the address you specify in
From IP Address and the IP address you specify in To IP Address.
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¢ Make this rule expire on: Date and time in which the Banned IP Address rule
expires. Select the appropriate drop down menus to select the date and the
time.

¢ Description: Optionally describe the new rule.
¢ C(Click OK.

4  In the dialog box, click Yes to confirm your setting. Click No to return to the
Add Banned IP Address Rule dialog.

If Personal Firewall detects an event from a banned Internet connection, it will alert
you according to the method you specified on the Alert Settings page.

To verify that the IP address was added:
1 Click the Options tab.
2 (Click the Trusted & Banned IPs icon, then click the Banned IP Addresses tab.

The IP address appears checked in the Banned IP Addresses list.
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Managing the Inbound Events log

You can use the Inbound Events page to manage the events in the Inbound Events
log generated when Personal Firewall blocks unsolicited Internet traffic.

Archiving the Inbound Events log

You can archive the current Inbound Events log to save all of the logged inbound
events, including their date and times, source IPs, hostnames, ports, and event
information. You should archive your Inbound Events log periodically to prevent
the Inbound Events log from growing too large.

To archive the Inbound Events log:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, then select Inbound Events.

2 On the Inbound Events page, click Archive.
3 On the Archive Log dialog, click Yes to proceed with the operation.

4 Click Save to save the archive in the default location, or browse to a location
where you want to save the archive.

Note: By default, Personal Firewall automatically archives the Inbound Events log.
Check or clear Automatically archive logged events in the Event Log Settings page
to enable or disable the option.

Viewing an archived Inbound Events log

You can view any Inbound Events log that you previously archived. The saved
archive includes date and times, source IPs, hostnames, ports, and event
information for the events.

To view an archived Inbound Events log:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, then select Inbound Events.

2 On the Inbound Events page, click View Archives.
3 Select or browse for the archive file name and click Open.

Clearing the Inbound Events log

You can clear all information from the Inbound Events log.

WARNING

After you clear the Inbound Events log, you cannot recover it. If
you think you will need the Events Log in the future, you should
archive it instead.

To clear the Inbound Events log:
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1 Right-click the McAfee icon, point to Personal Firewall, then select Inbound
Events.

2 On the Inbound Events page, click Clear Log.

3 Click Yes in the dialog to clear the log.

Copying an event to the Clipboard

You can copy an event to the clipboard so that you can paste it in a text file using
Notepad.

To copy events to the clipboard:

1 Right-click the McAfee icon, point to Personal Firewall, then select Inbound
Events.

2 Right-click the event in the Inbound Events log.
3 Click Copy Selected Event to Clipboard.
4  Launch Notepad.

¢ Type notepad on the command line or click the Windows Start button,
point to Programs, then Accessories. Select Notepad.

5 Click Edit, and then click Paste. The event text appears in Notepad. Repeat this
step until you have all of the necessary events.

6 Save the Notepad file in a safe place.

Deleting the selected event

You can delete events from the Inbound Events log.
To delete events from the Inbound Events log;:

1 Right-click the McAfee icon in the Windows system tray, point to Personal
Firewall, then select Inbound Events.

2 Click the event's entry on the Inbound Events page that you want to delete.

3 On the Edit menu, click Delete Selected Event. The event is deleted from the
Inbound Events log.

About alerts

We strongly recommend that you become familiar with the types of alerts you will
encounter while using Personal Firewall. Review the following types of alerts that
can appear and the possible responses you can choose, so that you can confidently
respond to an alert.
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Red alerts

NOTE

Recommendations on alerts help you decide how to handle an
alert. For recommendations to appear on alerts, click the
Options tab, click the Alert Settings icon, then select either Use
Smart Recommendations (the default) or Display Smart
Recommendations only from the Smart Recommendations list.

Red alerts contain important information that requires your immediate attention:

Internet Application Blocked — This alert appears if Personal Firewall blocks an
application from accessing the Internet. For example, if a Trojan program alert
appears, McAfee automatically denies this program access to the Internet and
recommends that you scan your computer for viruses.

Application Wants to Access the Internet — This alert appears when Personal
Firewall detects Internet or network traffic for new applications.

Application Has Been Modified —This alert appears when Personal Firewall
detects that an application, previously allowed to access the Internet, has
changed. If you have not recently upgraded the application, be careful about
granting the modified application access to the Internet.

Application Requests Server Access — This alert appears when Personal
Firewall detects that an application you have previously allowed to access the
Internet has requested Internet access as a server.

NOTE

The Windows XP SP2 default Automatic Updates setting
downloads and installs updates for the Windows OS and
other Microsoft programs running on your computer without
messaging you. When an application has been modified from
one of Windows silent updates, McAfee Personal Firewall
alerts appear the next time the Microsoft application is run.

IMPORTANT

You must grant access to applications that require Internet
access for online product updates (such as McAfee services) to
keep them up-to-date.

Internet Application Blocked alert

If a Trojan program alert appears (Figure 4-4), Personal Firewall automatically
denies this program access to the Internet and recommends that you scan your
computer for viruses. If McAfee VirusScan is not installed, you can launch McAfee
SecurityCenter.
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McAfee Personal Firewall Plus

Internet Application
Blocked!
Ryan's Code has been recognized as

a malicious Trojan and automatically
denied access to the Internet.

Path: C:'Program
Files\Trojansiryanscode exe

McAfee Recommends...
Scanning your syskem for viruses,

€D Find Out More Information
@ Launch Mcafee YirusScan
Q Continue What I Was Doing

Figure 4-4. Internet Application Blocked alert

View a brief description of the event, then choose from these options:

Click Find Out More Information to get details about the event through the
Inbound Events log (see About the Inbound Events page on page 89 for details).

Click Launch McAfee VirusScan to scan your computer for viruses.

Click Continue What | Was Doing if you do not want to take action beyond what
Personal Firewall has already done.

Click Grant Outbound Access to allow an outbound connection (Tight security).
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Application Wants to Access the Internet alert

If you selected Standard or Tight security in the Security Settings options, Personal
Firewall displays an alert (Figure 4-5) when it detects Internet or network
connections for new or modified applications.

Application Wants to
! Access the Internet
The pragram Firefox is requesting access

to the Inkernet, Do vou want to allow it?

Path: C:\Program Files\Mozilla Firefox
‘Firefou. exe

& Grant Access
@, Grant Access Once
@ Elock All Access

@ Help me choose

McAfee Personal Firewall Plus

’

Figure 4-5. Application Wants to Access the Internet alert

If an alert appears recommending caution in allowing the application Internet
access, you can click Click here to learn more to get more information about the
application. This option appears on the alert only if Personal Firewall is configured
to use Smart Recommendations.

McAfee might not recognize the application trying to gain Internet access

(Figure 4-6).

Application Wants to
Access the Internet
The pragram Firefox is requesting access

to the Internet, Do you want to allow it?

Path: C:'Program Files\Deer Park Alpha 1
‘firefox.exe

ﬁ McAfee...
Dioes not recagnize this application,
Tell McAfee about this program.

& Grant Access
@, Grant Access Once
@ Elock All Access

|‘_;@ Help me choose

McAfee Personal Firewall Plus
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Therefore, McAfee cannot give you a recommendation on how to handle the
application. You can report the application to McAfee by clicking Tell McAfee about
this program. A web page appears and asks you for information related to the
application. Please fill out as much information as you know.

The information you submit is used in conjunction with other research tools by our
HackerWatch operators to determine whether an application warrants being listed
in our known applications database, and if so, how it should be treated by Personal
Firewall.

View a brief description of the event, then choose from these options:

m  Click Grant Access to allow the application an outbound and inbound Internet
connection.

m  Click Grant Access Once to grant the application a temporary Internet
connection. Access is limited to the time the application launches to the time it
closes.

m  Click Block All Access to prohibit an Internet connection.
m  Click Grant Outbound Access to allow an outbound connection (Tight security).

m  Click Help me choose to view online Help about application access
permissions.

Application Has Been Modified alert

If you selected Trusting, Standard, or Tight security in the Security Settings options,
Personal Firewall displays an alert (Figure 4-7) when Personal Firewall detects that
an application you have previously allowed to access the Internet has changed. If
you have not recently upgraded the application in question, be careful about
granting the modified application access to the Internet.

McAfee Personal Firewall Plus

Application Has Been
Modified
The application Windows Media Player
has changed since vou first gave it access

ta the Internet. Do you still want to let it
access the Internet?

Path: C:\Program Files\windows Media
Flaveriwmplaver exe

& Grant Access
@, Grant Access Once
@ Elock All Access

|__§E) Help me choose

Figure 4-7. Application Has Been Modified alert
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View a brief description of the event, then choose from these options:

Click Grant Access to allow the application an outbound and inbound Internet
connection.

Click Grant Access Once to grant the application a temporary Internet
connection. Access is limited to the time the application launches to the time it
closes.

Click Block All Access to prohibit an Internet connection.
Click Grant Outbound Access to allow an outbound connection (Tight security).

Click Help me choose to view online Help about application access
permissions.

Application Requests Server Access alert

If you selected Tight security in the Security Settings options, Personal Firewall
displays an alert (Figure 4-8) when it detects that an application you have
previously allowed to access the Internet has requested Internet access as a server.

McAfee Personal Firewall Plus

Application Requests
& € Server Access

The application iTunes is requesting to act
like: & server and accept incoming
connections, Do you wank ko grant it
SErVer access?

Path: C:iProgram Files\iTunes\iTunes, exe

@, Grant Access Once

2 Grant Server Access

& Restrict to Cuthound Access
@ Elock All Access

|‘_;@ Help me choose

Figure 4-8. Application Requests Server Access alert

For example, an alert appears when MSN Messenger requests server access to send
a file during a chat.

View a brief description of the event, then choose from these options:

Click Grant Access Once to allow the application temporary Internet access.
Access is limited to the time the application launches to the time it closes.

Click Grant Server Access to allow the application an outbound and inbound
Internet connection.

Click Restrict to Outbound Access to prohibit an incoming Internet connection.
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m  Click Block All Access to prohibit an Internet connection.

m  Click Help me choose to view online Help about application access
permissions.Green alerts

Green alerts

Green alerts notify you of events in Personal Firewall, such as applications that
have been automatically granted Internet access.

Program Allowed to Access the Internet — This alert appears when Personal
Firewall automatically grants Internet access for all new applications, then notifies
you (Trusting Security). An example of a modified application is one with
modified rules to automatically allow the application Internet access.

Application Allowed to Access the Internet alert

If you selected Trusting security in the Security Settings options, Personal Firewall
automatically grants Internet access for all new applications, then notifies you with
an alert (Figure 4-9).

\3 Program Allowed to

Access the Internet

The program Messenger has been
automatically granted access to the
Internet.

Path: C:'Program Files\Messenger
imsmsgs. exe

s Application allowed because...
McAfee recognizes this application,
Click here ko learn more.

Z} Wiew the Application Log
[a Turn OFf This Alsrt Type
L @ Continue What I Was Doing

Figure 4-9. Program Allowed to Access the Internet

View a brief description of the event, then choose from these options:

m  Click View the Application Log to get details about the event through the
Internet Applications Log (see About the Internet Applications page on page 87
for details).

m  Click Turn Off This Alert Type to prevent these types of alerts from appearing.

m  Click Continue What | Was Doing if you do not want to take action beyond what
Personal Firewall has already done.

m  Click Block All Access to prohibit an Internet connection.
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Application Has Been Modified alert

If you selected Trusting security in the Security Settings options, Personal Firewall
automatically grants Internet access for all modified applications. View a brief
description of the event, then choose from these options:

m  Click View the Application Log to get details about the event through the
Internet Applications Log (see About the Internet Applications page on page 87 for
details).

m  Click Turn Off This Alert Type to prevent these types of alerts from appearing.

m  Click Continue What | Was Doing if you do not want to take action beyond what
Personal Firewall has already done.

m  Click Block All Access to prohibit an Internet connection.
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Blue alerts

Blue alerts contain information, but require no response from you.

Connection Attempt Blocked — This alert appears when Personal Firewall
blocks unwanted Internet or network traffic. (Trusting, Standard, or Tight
Security)

Connection Attempt Blocked alert

If you selected Trusting, Standard, or Tight security, Personal Firewall displays an
alert (Figure 4-10) when it blocks unwanted Internet or network traffic.

Connection Attempt
Blocked

A computer at IP address 161.69.5.16 has

attempted an unsolicited connection ko
UDP port 1482 on your compuker,

$) Wiew the Event Log

@ Trace This Address

[a Turn OFf This Alert Type

A @ Continue What I Was Doing

Figure 4-10. Connection Attempt Blocked alert

View a brief description of the event, then choose from these options:

Click View the Event Log to get details about the event through the Personal
Firewall Inbound Events log (see About the Inbound Events page on page 89 for
details).

Click Trace This Address to perform a Visual Trace of the IP addresses for this
event.

Click Ban This Address to block this address from accessing your computer.
The address is added to the Banned IP Addresses list.

Click Trust This Address to allow this IP address to access your computer.

Click Continue What | Was Doing if you do not want to take action beyond what
Personal Firewall has already done
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Welcome to McAfee® Privacy Service™. McAfee Privacy Service software offers
advanced protection for you, your family, your personal data, and your computer.

Features

This release of McAfee Privacy Service includes the following features:

Internet time usage rules - Specify days and times when users can access the
Internet.

Custom keyword filtering - Create keyword rules that permit or block users
from accessing Web sites.

Privacy Service backup and restore - Save and restore Privacy Service settings
at any time.

Web bug blocker—Block Web bugs (objects obtained at potentially harmful
web sites) so that they are not loaded within browsed web pages.

Pop-up blocker—Prevent pop-up windows from displaying as you browse the
Internet.

Shredder—McAfee Shredder protects your privacy by quickly and safely
erasing unwanted files.

The Administrator

The Administrator specifies which users can access the Internet, when they can use
it, and what they can do on the Internet.

NOTE

The Administrator is considered an adult and as such can
access all web sites but is prompted to allow or prevent the
transmission of added personal identifiable information (PII).
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Setting up Privacy Service

The Setup Assistant allows you to create the Administrator, manage global
settings, enter personal information, and add users.

Remember your Administrator password and security answer so that you can
logon to Privacy Service. If you cannot logon, you cannot use Privacy Service and
the Internet. Keep your password secret so only you can change Privacy Service
settings. Some Web sites require that cookies are enabled to work properly.
Privacy Service always accepts cookies from McAfee.com.

Retrieving the Administrator Password

If you forget the Administrator password, you can access the password using the
security information you entered when you created the Administrator profile.

To retrieve the Administrator password:

1 Right-click the McAfee icon [0 in the Windows system tray, point to McAfee
Privacy Service, then select Sign In.

2 Select Administrator from the User Name pull-down menu.
3 Click Forgot your password?

4  Enter the answer to the security question that appears, and then click Get
Password. A message appears containing your password. If you forget the
answer to the security question, you must remove McAfee Privacy Service
from Safe Mode (Windows 2000 and Windows XP only).

Removing Privacy Service with Safe Mode

To remove Privacy Service with Safe Mode:

1 Click Start and point to Shut Down. The Shut Down Windows dialog box
appears.

2 Select Shut down from the menu and then click OK.

3 Wait until the It is now safe to turn off the computer message appears, and then
turn the computer off.

4 Turn the computer back on.

5 Beginimmediately pressing the F8 key, every other second, until the Windows
Startup menu appears.

6 Select Safe Mode and press Enter.

7 When Windows starts, a message appears explaining Safe Mode. Click OK.
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8 Proceed to Add or Remove Programs, located in the Windows Control Panel.
When you are done, reboot the PC.

9 Re-install McAfee Privacy Service and specify the Administrator password.
Make a note of the password you specify.

NOTE
You can remove Privacy Service in Safe Mode in Windows
2000 or Windows XP only.

The Startup user

The Startup user is automatically signed in to Privacy Service when the computer
is started.

For example, if a user is on the computer or Internet more than the others, you can
make that user, including the Administrator, the Startup user. When the Startup
user uses the computer, the user is not required to sign in to Privacy Service.

If you have young children, you can also set the Startup user to the youngest. This
way, when an older user uses the computer, they can log off from the young user's
account and then log in again using their own user name and password. This
protects younger users from seeing inappropriate Web sites.

Configuring the Administrator as Startup User

To configure the Administrator as Startup user:

1 From the Please Sign In dialog, select your user name from the User name
pull-down menu.

2 Enter your password in the Password field.

3 Select Make this user the Startup User, and then sign in.

Launching McAfee Privacy Service

After you install McAfee Privacy Service, the McAfee icon [I] appears in the
Windows system tray, which is located near the system clock. From the McAfee
icon, you can access McAfee Privacy Service, McAfee SecurityCenter, and other
McAfee products installed on your computer.

Launching and signing in to Privacy Service

1 Right-click the McAfee icon in the Windows system tray, point to McAfee
Privacy Service, and then select Sign In.
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2 Select your user name from the User name pull-down menu.
3 Enter your Password in the Password field.

4  Click Sign In.

Disabling Privacy Service

You must be logged in to Privacy Service as the Administrator to disable it.
To disable Privacy Service:

®  Right-click the McAfee icon [T, point to McAfee Privacy Service, and then
select Sign Out.

NOTE
If Sign In is in the place of Sign Out, then you are already
signed out.

Updating McAfee Privacy Service

McAfee SecurityCenter regularly checks for updates to Privacy Service while your
computer is running and connected to the Internet. If an update is available,
McAfee SecurityCenter prompts you to update Privacy Service.

To manually check for updates:

m  (Click the Updates icon GH located in the top pane.

Removing and Re-installing Privacy Service

You must be logged in to Privacy Service as the Administrator to un-install the
product.

NOTE
Removing Privacy Service erases all Privacy Service data.
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Removing Privacy Service

To remove Privacy Service:

1

2

Save all of your work and close any open applications.
Open the Control Panel:

Windows 98, Windows Me, and Windows 2000 users-Select Start, point to
Settings, and then click Control Panel.

Windows XP users-On your Windows taskbar, select Start, and then click
Control Panel.

Open the Add/Remove Programs dialog box:
Windows 98, Me, and 2000 users-Double-click Add/Remove Programs.
Windows XP users-Click Add or Remove Programs.

Select McAfee Privacy Service from the list of programs, and then click
Change/Remove.

When asked to confirm the operation, click Yes.

When you are prompted to restart your system, click Close. Your computer
restarts to complete the un-installation process.

Installing Privacy Service

To install Privacy Service:

1

2

Go to the McAfee Web site and navigate to the Privacy Service page.
Click the Download link on the Privacy Service page.

Click Yes on any messages that appear asking if you want to download files
from the McAfee web site.

Click Start Installation on the Privacy Service Installation window.

When the download is complete, click Restart to restart your computer. Or,
click Close if you need to save any work or quit any programs, then restart
your computer as you normally would. You must restart your computer in
order for Privacy Service to work properly.

After the computer restarts, you need to create the Administrator again.

To add users, you must sign in to Privacy Service as the Administrator.

1

2

Right-click the McAfee icon [J] in the Windows system tray.

Point to McAfee Privacy Service, then select Manage Users. The Select A User
dialog box appears.
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3

Click Add and enter the new user's name in the User name field.

Setting the password

1

4

Enter a password in the Password field. The password can be up to 50
characters and can contain uppercase and lowercase letters and numbers.

Enter the password again in the Confirm Password field.

Select Make this user the Startup user if you want this user to be the Startup
user.

Click Next.

When assigning passwords, consider the age of the person. For example, if you
assign a password to a young child, make the password simple. If you assign a
password to an older teenager or an adult, make the password more complex.

Setting the age group

Select the appropriate age-based setting, and then click Next.

Setting the cookie blocker

Select the appropriate option, and then click Next.

Reject all cookies—Renders cookies unreadable to the web sites that sent them.
Some web sites require you to enable cookies to work properly.

Prompt user to accept cookies—Enables you to decide if you want to accept or
reject cookies on a case-by-case basis. Privacy Service notifies you when a web
site you are about to view wants to send a cookie to your computer. After you
make your choice, you are not asked about that cookie again.

Accept all cookies—Allows web sites to read the cookies they send to your
computer.

NOTE
Some web sites, to work properly, require that cookies are
enabled.

Privacy Service accepts cookies from McAfee at all times.

Setting the Internet Time limits

To grant unrestricted Internet use:
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1 Select Can use Internet anytime.

2 Click Create. The new user appears in the Select A User list.
To grant limited Internet use:

1 Select Restrict Internet usage, and then click Edit.

2 On the Internet Time Limits page, drag across the time grid to select the time
and day the user can access the Internet.
You can specify time limits in thirty-minute intervals. Green portions of the
grid are the periods a user can access the Internet. Red portions show when a
user cannot access the Internet. If a user tries to use the Internet when they are
not allowed to, Privacy Service displays a message telling the user that they are
not allowed to use the Internet at this time. To modify the periods a user can
access the Internet, drag across the green portions of the grid.

3 Click Done.

4  Click Create. The new user appears in the Select A User page. If a user tries to
use the Internet when they are not allowed to, Privacy Service displays a
message telling the user that they are not allowed to use the Internet at this
time.

To prohibit Internet use:

Select Restrict Internet Usage, and then click Create. When the user uses the
computer, they are prompted to sign in to Privacy Service. They can use the
computer, but not the Internet.

Creating Web Site Permissions with Keywords

Privacy Service maintains a default list of keywords and corresponding rules,
which determines whether a user of a certain age level is permitted to browse a
Web site where a keyword exists.

The Administrator can add his or her own allowable keywords to the Privacy
Service database and associate these with certain age levels. Keyword rules, added
by the Administrator, will override the rule associated with any matching
keyword in the default Privacy Service database. An Administrator can either
lookup existing keywords or specify new keywords to associate with certain age
levels.

To create keyword Web site permissions:

1 Right-click the McAfee icon in the Windows system tray, point to Privacy
Service, then select Options.

2 (Click the Keywords tab.

3 In the Word Lookup field, type a word for an age level.
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4 In the Permissions pane, select the age level to associate with the word. Age
levels include the following:

¢ Young Child

¢ Child

¢ Younger Teenager

¢ Older Teenager

¢  Adult

The keyword and its selected age group appear in the Word List.

Age levels that appear above the associated level are blocked from accessing
Web sites which contain the word.

i Young Child Blocked
 Child Blocked
*  vounger Tesnager Allowed

The age level, to which the word was assigned, and those that appear below it,
are allowed to access Web sites where the word exists.

*  Younger Teenager Allowed
= 0Older Teenager Allowed
 adult Allowed

To modify existing Web site permissions:

1 Right-click the McAfee icon in the Windows system tray, point to Privacy
Service, then select Options.

2 Click the Keywords tab.

3 In the Word Lookup field, type a word that you want to modify, and click
Lookup. The word appears if it exists in the Privacy Service database.

To edit users, you must sign in to Privacy Service as the Administrator.

Changing passwords

1 Select the user whose information you are changing and click Edit.

2 Select Password, and enter the user's new password in the New password field.
The password can be up to 50 characters and can contain uppercase and
lowercase letters and numbers.

3 Enter the same password in the Confirm password field, and then click Apply.

4  Click OK in the confirmation dialog box.
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NOTE
An Administrator can change a user’s password without
knowing the user’s current password.

Changing a user’s information

1

2

3

Select the user whose information you are changing and click Edit.
Select User Info.

Enter the new user name in the New user name field.

Click Apply, and then click OK in the confirmation dialog box.

To restrict a user to viewing the web sites in the Allowed Web Sites list, select
Restrict this user to Web sites in the "Allowed Web Sites" list.

Changing cookie blocker setting

1

2

Select the user whose information you are changing and click Edit.
Select Cookies, and then select the appropriate option.

* Reject all cookies—Renders cookies unreadable to the web sites that sent
them. Some web sites require you to enable cookies to work properly.

¢ Prompt user to accept cookies—Enables you to decide if you want to accept
or reject cookies on a case-by-case basis. Privacy Service notifies you when
a web site you are about to view wants to send a cookie to your computer.
After you make your choice, you are not asked about that cookie again.

¢ Accept all cookies—Allows web sites to read the cookies they send to your
computer.

Click Apply, and then click OK in the confirmation dialog box.

Editing the Accept and Reject Cookie List

1

Select Prompt user to accept cookies and click Edit to specify which web sites
are allowed to read cookies.

Specify the list you are modifying by selecting Web sites that can set cookies or
Web sites that cannot set cookies.

In the http:// field, enter the address of the web site that you are accepting or
rejecting cookies from.

Click Add. The web site appears in the Web site list.

Click Done when you are finished making changes.

User Guide 117



McAfee Privacy Service

NOTE
Some web sites, to work properly, require that cookies are
enabled.

Privacy Service accepts cookies from McAfee at all times.

Changlng the age group

Select the user whose information you are changing and click Edit.
Select Age Group.
Select a new Age Group for the user, and then click Apply.

Click OK in the confirmation dialog box.

Changing Internet time Limits

118

1

2

Select the user whose information you are changing and click Edit.

Select Time Limits and do the following:

To permit unlimited Internet access:

1

2

Select Can use Internet anytime and click Apply.

Click OK in the confirmation dialog box.

To restrict Internet access:

1

2

Select Restrict Internet usage and click Edit.

On the Internet Time Limits page, select a green or red square, and then drag
across the grid to change existing times and days a user can access the Internet.
You can specify time limits in thirty-minute intervals. Green portions of the
grid are the periods a user can access the Internet. Red portions show when a
user cannot access the Internet. If a user tries to use the Internet when they are
not allowed to, Privacy Service displays a message telling the user that they are
not allowed to use the Internet at this time.

Click Apply.
On the Time Limits page, click OK.

In the McAfee Privacy Service McAfee Privacy Service confirmation dialog,
click OK.
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Changing the Startup user

The Administrator can change the Startup user at any time. If a Startup user
already exists, you do not have to deselect them as a Startup user.

1 Select the user that you want to designate as the Startup user, and then click
Edit.

2 Select User Info.
3 Select Make this user the Startup user.
4  Click Apply and then click OK in the confirmation dialog box.

NOTE
You can assign a Startup user from the Please Sign In dialog
also. For more information, see The Startup user on page 111

Removing users

1 Select the user you want to remove, and then click Remove.
2 Click Yes in the confirmation dialog box.
3 Close the Privacy Service window when you are finished making changes.

To configure Privacy Service options, you must sign in to Privacy Service as the
Administrator.

Blocking Web sites

1 Click Options, and then select Block List.

2 In the http:// field, enter the URL of the web site that you want to block, and
then click Add. The web site appears in the Blocked Web Sites list.

NOTE

Users (including Administrators) that belong to the Adult
group level can access all web sites, even if the web sites are in
the Blocked Web Sites list. To test blocked web sites,
Administrators must log in as non-adult users.

Allowing Web sites

The Administrator can allow all users to view specific web sites. This overrides
Privacy Service's default settings and web sites added to the Blocked list.

1 Click Options, and then select Allow List.
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2 In the http:// field, enter the URL of the web site that you want to allow, and
then click Add. The web site appears in the Allowed Web Sites list.

Blocking information

The Administrator can prevent other users from sending specific personal
information over the Internet (the Administrator can still send this information).

When Privacy Service detects personal identifiable information (PII) in something
about to be sent out, the following occurs:

m  If you are an Administrator, you are prompted, and can decide whether to
send the information or not.

m  If the logged in user is not the Administrator, the blocked information is
replaced with MFEMFEMFE. For example, if you send the e-mail Lance
Armstrong wins tour, and Armstrong is set as personal information that is to be
blocked, then the e-mail that is actually sent is Lance MFEMFEMFE wins tour.

Adding information
1 Click Options, and then select Block Info.

2 Click Add. The Select Type pull-down menu appears.
3 Select the type of information that you want to block.

4  Enter the information in the appropriate fields, and then click OK. The
information you entered appears in the list.

Editing information
1 Click Options, and then select Block Info.

2 Select the information that you want to edit, and click Edit.

3 Make the appropriate changes, and then click OK. If the information does not
need to be changed, click Cancel.

Removing personal information
1 Click Options, and then select Block Info.

2 Select the information that you want to remove, and click Remove.

3 Click Yes in the confirmation dialog box.
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Blocking Web bugs

Web bugs are small graphic files that can send messages to third parties, including
tracking your Internet browsing habits or transmitting personal information to an
external database. Third parties can then use this information to create user
profiles.

To prevent web bugs from being loaded within browsed web pages, select Block
Web Bugs on this computer.

Blocking advertisements

Advertisements are typically graphics served from a third party domain into a web
page or pop-up window. Privacy Service does not block ads that are served from
the same domain as the host web page.

Pop-ups are secondary browser windows presenting unwanted advertisements,
which automatically display when as you visit a web site. Privacy Service only
blocks those pop-ups that are automatically loaded when a web page loads.
Pop-ups initiated by clicking a link are not blocked by Privacy Service. To display
a blocked pop-up, hold down the CTRL key and refresh the web page.

Configure Privacy Service to block advertisements and pop-ups when you are
using the Internet.

1 Click Options, and then select Block Ads.
2 Select the appropriate option.

¢ Block ads on this computer—Blocks advertisements while you are using
the Internet.

¢ Block Pop-Ups on this computer—Blocks pop-ups while you are using the
Internet.

3 Click Apply, and then click OK in the confirmation dialog box.

To disable pop-up blocking, right-click the web page, point to McAfee Pop-Up
Blocker, and deselect Enable Pop-up Blocker.
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Allowing cookies from specific Web sites

If you block cookies or require to be prompted before they are accepted, and find
that certain web sites do not function properly, then configure Privacy Service to
allow the site to read its cookies.

1 Click Options, and then select Cookies.

2 In the http:/ field, enter the address of the web site that needs to read its
cookies, and then click Add. The address appears in the Accept Cookie Web
Sites list.

To view the event log, you must sign in to Privacy Service as the Administrator.
Then, select Event Log and click any log entry to view its details. To save or view a
saved log, select the Saved Logs tab.

Date and time

By default, the Event Log displays information in chronological order, with the
most recent events at the top. If the Event Log entries are not in chronological
order, click the Date and Time heading.

The date is displayed in a month/day/year format, and the time is displayed in
the AM./P.M. format.

User

The user is the person who was logged in and using the Internet at the time Privacy
Service recorded the event.

Summary

Summaries display a short, concise description of what Privacy Service is doing to
protect users and what users are doing on the Internet.

Event Details

The Event Details field displays entry details.

Saving the Current Log

The Current Log page displays information about recent administrative and user
actions. You can save this information to view at a future date.
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To save a current event log

1 Sign In to Privacy Service as the Administrator.

2 Select Event Log.

3 On the Current Log page, click Save Log.

4 In the File name field, type the name for the log file.

5 Click Save.

Viewing Saved Logs

The Current Log page displays information about recent administrative and user
actions. You can save this information to view at a future date.

To view a saved log

1 Sign In to Privacy Service as the Administrator.
2 Select Event Log.

3 On Current Log page, click Open Log.

4 Inthe Select a saved log to view dialog, select the backup database file, and click
Open.

To access the utilities, you must sign in to Privacy Service as the Administrator,
and then click Utilities.

To remove files, folders, or the entire contents of disks, click McAfee Shredder. To
save your Privacy Service database settings, click Backup. To restore your settings,
click Restore.

Erasing files permanently using McAfee Shredder

McAfee Shredder g protects your privacy by quickly and safely erasing
unwanted files.

Deleted files can be recovered from your computer even after you empty your
Recycle Bin. When you delete a file, Windows merely marks that space on your
disk drive as no longer being in use, but the file is still there.
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Why Windows leaves file remnants

To permanently delete a file, you must repeatedly overwrite the existing file with
new data. If Microsoft Windows securely deleted files, every file operation would
be very slow. Shredding a document does not always prevent that document from
being recovered because some programs make temporary hidden copies of open
documents. If you only shred documents that you see in Explorer, you could still
have temporary copies of those documents. We recommend that you periodically
shred the free space on your disk drive to insure that these temporary copies are

permanently deleted.

NOTE
With computer forensics tools, tax records, job resumes, or
other documents that you had deleted, could be obtained.

What McAfee Shredder erases

With McAfee Shredder, you can securely and permanently erase:
®m  One or more files or folders
®m  An entire disk

m  The trails that your web surfing leaves behind

Permanently erasing files in Windows Explorer
To shred a file via Windows Explorer:

1 Open Windows Explorer, then select the file or files that you want to shred.

2 Right-click your selection, point to Send To, and then select McAfee Shredder.

Emptying the Windows Recycle Bin

If files are in your Recycle Bin, McAfee Shredder offers a more secure method of
emptying your Recycle Bin.

To shred the contents of the Recycle Bin:
1 On your Windows desktop, right-click the Recycle Bin.

2 Select Shred Recycle Bin, then follow the on-screen instructions.

Customizing Shredder settings
You can:

m  Specify the number of shredding passes.
m  Show a warning message when you shred files.

m  Check your hard disk for errors before shredding.
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Add McAfee Shredder to your Send To menu

Place a Shredder icon on your Windows desktop.

To customize Shredder settings, open McAfee Shredder, click Properties, and then
follow the on-screen instructions.

Backing up the Privacy Service database

You can restore the Privacy Service database two ways. If your database becomes
corrupted or is deleted, Privacy Service prompts you to restore the Privacy Service
database. Alternatively, you can restore your database settings while running
Privacy Service.

1

2

3

Click Utilities, and then select Backup.

Click Browse to select a location for the database file, and then click OK.
Enter a password in the Password field.

Enter the password again in the Confirm password field, and then click Backup.
Click OK in the confirmation dialog box.

Close the Privacy Service window when you are finished.

NOTE
Keep this password secret, and do not forget it. You cannot
restore Privacy Service settings without this password.

Restoring the Backup Database

1

Privacy Service provides two ways to restore your original settings:

¢ Load your backup database file after Privacy Service prompts you to
restore your settings because the database is corrupt or deleted.

¢ Load your backup database file while running Privacy Service.

To restore your Privacy Service Settings when prompted:

1

2

3

Click Browse to locate the file.
Type your password in the Password field.

Click Restore.

If you did not back up the Privacy Service database, or you forgot your Backup
password, or restoring the database does not work, please remove and
re-install Privacy Service.

To restore your Privacy Settings while running Privacy Service:
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Click the Utilities tab.

Click Restore.

Click Browse, and type the path and name for the backup file.
Click Open.

Type your password in the Password field.

Click Restore, and then click OK in the McAfee Privacy Service confirmation
dialog.

These instructions do not apply to the Administrator.

You can change your password and user name. We recommend that you change
your password after the Administrator gives it to you. We also recommend that
you change your password once a month, or if you think someone knows your
password. This helps prevent others from using the Internet with your user name.

Changlng your password

Right-click the McAfee icon, point to McAfee Privacy Service, and then select
Options.

Click Password and enter your old password in the Old password field.
Enter your new password in the New password field.

Type your new password again in the Confirm password field, and then click
Apply.

Click OK in the confirmation dialog box. You now have a new password.

Changing your user name

1

Right-click the McAfee icon, point to McAfee Privacy Service, and then select
Options.

Click User Info.
Type your new user name in the New user name field and then click Apply.

Click OK in the confirmation dialog box. You now have a new user name.
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Clearing your cache

We recommend that you clear your cache so that a child does not access web pages
you recently visited. To clear your cache, do the following.

1

2

Open Internet Explorer.

From the Tools menu, click Internet Options. The Internet Options dialog box
appears.

In the Temporary Internet Files section, click Delete Files. The Delete Files dialog
box appears.

Select Delete all offline content, and then click OK.

Click OK to close the Internet Options dialog box.

Accepting cookies

This option is available only if the Administrator allows you to accept or reject
cookies as they are intercepted.

If you access web sites that require cookies, you can allow those sites permission
to read cookies.

1

Right-click the McAfee icon, point to McAfee Privacy Service, and then select
Options.

Click Accepted Cookies.

Enter the URL of the web site in the http:// field, and then click Add. The web
site appears in the Web Site list.

If you need to remove a web site from this list:

1

2

Select the web site's URL in the Web site list.

Click Remove, and then click Yes in the confirmation dialog box.
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Rejecting cookies

This option is available only if the Administrator allows you to accept or reject
cookies as they are intercepted.

If you access web sites that do not require cookies, you can reject the cookies
without being prompted.

1 Right-click the McAfee icon, point to McAfee Privacy Service, and then select
Options.

2 Click Rejected Cookies.

3 Enter the URL of the web site in the http:// field, and then click Add. The web
site appears in the Web site list.

If you need to remove a web site from this list:
1 Select the web site's URL in the Web Site list.

2 Click Remove, and then click Yes in the confirmation dialog box.
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Welcome to McAfee SpamKiller.

McAfee SpamKiller software helps stop spam from entering your e-mail Inbox.
With it, you get the following features:

User options

m  Block spam using filters, and quarantine spam outside of your Inbox
m  View blocked and accepted messages

®m  Monitor and filter multiple e-mail accounts

m  Import friends” addresses into the Friends List

m  Fight back against spammers (report spam, complain about spam, create
custom filters)

m  Protect children from viewing spam messages
m  One-click block and one-click rescue
m  Double-byte character set support

m  Multi-user support (for Windows 2000 and Windows XP)

Filtering
m  Update filters automatically

m  Create custom filters to block e-mail that contain mostly images, invisible text,
or invalid formatting

m  Multi-tiered core filtering engine
m  Dictionary attack filter
m  Multi-level adaptive filtering

m  Security filters
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Features

This version of SpamKiller offers the following features:

Filtering - advanced filtering options provide new filtering techniques,
including support for meta-character filtering and junk text identification.

Phishing - AntiPhishing browser plug-in via an Internet Explorer toolbar
easily identifies and blocks potential phishing Web sites.

Microsoft Outlook and Outlook Express integration - toolbar provides a folder
within your mail client to block spam directly.

Installation - streamlined setup and configuration. Automatic account
detection assures smooth setup, configuration, and integration with existing
e-mail accounts.

Updates - auto-updates run silently in the background, always vigilant to
minimize your exposure to emerging spam threats.

Interface - intuitive user interface for keeping your computer free of spam.

Support - free live instant messaging and e-mail technical support for easy,
prompt, and live customer service.

Spam message processing - by default, spam messages are tagged as [SPAM]
and placed in the SpamKiller folder in Outlook and Outlook Express, or your
Inbox. Tagged messages also appear on the Accepted E-mail page.

Understanding the top pane

The following icons appear in the top pane of each SpamKiller page:

Click Switch User & to log on as a different user.

Note: Switch user is available only if your computer runs Windows 2000 or
Windows XP, multiple users have been added to SpamKiller, and you are
logged on to SpamKiller as an administrator.

Click Support %", to open the online Support page for McAfee, which provides
hot topics on SpamKiller and other McAfee products, answers to frequently
asked questions, and more. You must be connected to the Internet to access the
Support page.

Click Help ) to open the online Help, which provides detailed instructions
on setting up and using SpamKiller.
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Understanding the Summary page

Click the Summary tab to open the Summary page (Figure 6-1).

m  Overview of your SpamKiller status - indicates if filtering is enabled, when a
Friends List was last updated, and the number of spam messages you received
today. From here you can disable or enable SpamKiller filtering, update
Friends Lists, and open the Blocked E-mail page.

m  Most recent e-mails that were identified as spam and blocked - the latest spam
messages that SpamKiller blocked (messages removed from your Inbox).

m  E-mail Overview - the total number of e-mail, spam (blocked messages), and
percentage of total spam you have received.

m  Recent Spam - a breakdown of the type of spam you received in the past 30

days.
(] McAtee SpamKiller M= %)
—
Mehfos .
spamkiller* B oo B cwoont @) 1o
Welcome,
spamkiller summary e-mail overview
Crwerview of your Spamkiler status, Totel e-mail received to date.
? E-mail filtering is enabled Click here to dsable, Total e-mail 1267
@5 ™essages blocked today: 0 Click here to view. Spam e-mal 1059
B3%, | |
eSS ages (I Friends List last updated: 5/15/2005  Clck hers to update, Sam(eov) )
recent spam recent spam
;; ; Most recent e-mals that were identified as spam and blocked. Spam received in the last 30 days,
From Subject Date

friends
Kris Bateman <COVRIR... 5[16/2005 4:27 aM
=seze=matters= <ipnig S/16/2005 4:27 AM
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E “manricio roseum” <hren... bunk IF only you are sati... S[15/2005 10:41 PM

fudeline Waters <waters,,, Onine pharmacy - Nopr... S{15/2005 10:41 PM W Adult

"Simone” <Simone@perf... [spam] F.ree - Best W.el,.. 5[15/2005 10:41 PM Leisure
“Ella Jordarl® <tesi-sen.., Mext day shipping - Offs... S{15/2005 10:41 PM e
W Froducts B Services
W Security Thrests
W Other
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Figure 6-1. Summary page

Microsoft Outlook and Outlook Express integration

You can access core SpamKiller features from Outlook Express 6.0, Outlook 98,
Outlook 2000, and Outlook XP, by selecting the SpamKiller menu or the
SpamKiller toolbar.

The SpamKiller toolbar appears to the right of the standard toolbars in Outlook
and Outlook Express. If the toolbar is not visible, expand the e-mail application
window or click the arrows to see more toolbars.
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When the SpamKiller toolbar first appears in your e-mail application, you can only
use the toolbar commands on new messages. Existing spam e-mail must be
manually deleted.

Disabling SpamKiller

You can disable SpamKiller and prevent e-mail from being filtered.
To disable filtering:

Right-click the McAfee icon m , point to SpamKiller, and then click Disable. Or
click the Summary tab, and then click Click here to disable.

To enable filtering;:

Right-click the McAfee icon, point to SpamKiller, and then click Enable. Or click the
Summary tab, and then click Click here to enable.

Adding e-mail accounts

You can add the following e-mail accounts:
m  Standard e-mail account (POP3) - most home users have this type of account
®m  MSN/Hotmail account - MSN /Hotmail Web-based accounts

NOTE

If your computer runs Windows 2000 or Windows XP, and
you plan to add multiple users to SpamKiller, you must add
users before you can add e-mail accounts to their user profiles.
For more information, see Adding users on page 140.If youadd
multiple users to SpamKiller, the account is added to the
profile of the user who is currently logged on to SpamKiller.
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Adding an e-mail account

1 Click the Settings tab to open the Settings page (Figure 6-2), and then click
E-mail Accounts. The E-mail Accounts dialog box appears and displays all
e-mail accounts added to SpamKiller.

NOTE

If multiple users were added to SpamKiller, the list displays
the e-mail accounts of the user who is currently logged on to
SpamKiller.

2

3

Click Add. The E-mail Accounts wizard appears.

Follow the instructions on the dialog boxes that appear.

If you add an MSN /Hotmail account, SpamKiller searches for an MSN/Hotmail
address book to import into your Personal Friends List.
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Figure 6-2. Settings page

Pointing your e-mail client to SpamKiller

If you add an account that SpamKiller does not detect (the account does not appear
in the Select Account dialog box), or you want to read your MSN/Hotmail e-mail
as a POP3 account in SpamKiller, point your e-mail client to SpamKiller by
changing the incoming e-mail server.

For example, if your incoming e-mail server is “mail.mcafee.com”, change it to

“localhost”.
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Deleting e-mail accounts

Delete an e-mail account from SpamKiller if you no longer want SpamKiller to
filter it.

Deleting an e-mail account from SpamKiller

1 Click the Settings tab, and then select E-mail Accounts. The E-mail Accounts
dialog box appears and displays all e-mail accounts added to SpamKiller.

NOTE

If multiple users were added to SpamKiller, the list displays
the e-mail accounts of the user who is currently logged on to
SpamKiller.

2 Select an account, and then click Delete.

Editing e-mail account properties

You can edit information about an e-mail account you added to SpamKiller. For
example, change the e-mail address, the account description, server information,
how often SpamKiller checks the account for spam, and how your computer
connects to the Internet.

POP3 accounts

Editing POP3 accounts

1 Click the Settings tab, and then click E-mail Accounts. The E-mail Accounts
dialog box appears and displays all e-mail accounts added to SpamKiller.

NOTE

If multiple users were added to SpamKiller, the list displays
the e-mail accounts of the user who is currently logged on to
SpamKiller.

2 Select a POP3 account, and then click Edit.
3 Click the General tab to edit the account description and e-mail address.

¢ Description - description of the account. You can type any information in
this box.

¢ E-mail address - e-mail address of the account.
4 Click the Servers tab to edit server information.

¢ Incoming e-mail - name of the server that receives incoming mail.
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User name - user name you use to access the account. Also known as
Account Name.

Password - password you use to access the account.

Outgoing e-mail - name of the server that sends outgoing mail. Click More
to edit authentication requirements for the outgoing server.

Click the Checking tab to edit how often SpamKiller checks the account for
spam:

a

Select Check every or Check daily at, and then type or select a time in the
corresponding box. If you enter the number zero, SpamKiller only checks
the account when it connects.

Select additional times for SpamKiller to filter the account:

Check on startup - if you have a direct connection, and you want
SpamKiller to check the account every time your computer starts.

Check when a connection is dialed - if you have a dial-up connection, and
you want SpamKiller to check the account every time you connect to the
Internet.

Click the Connection tab to specify how SpamKiller dials an Internet
connection so that it can check your Inbox for new messages to filter.

L 4

Never dial a connection - SpamKiller does not automatically dial a
connection for you. You must first manually start your dial-up connection.

Dial when needed - an Internet connection is not available, SpamKiller
automatically attempts to connect using your default dial-up Internet
connection.

Always dial - SpamKiller automatically attempts to connect using the
dial-up connection you specify.

Stay connected after filtering is done - your computer stays connected to the
Internet after filtering is finished.

Click the Advanced tab to edit advanced options.

L 4

*

*

Leave spam messages on the server - if you want a copy of blocked
messages to remain on your e-mail server. You can view mail from your
e-mail client and the SpamKiller Blocked E-mail page. If the checkbox is not
selected, you can only view blocked messages from the Blocked E-mail

page.
POP3 port - (POP3 port number) POP3 server handles incoming messages.

SMTP port - (SMTP port number) SMTP server handles outgoing messages.
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¢ Server timeout - length of time SpamKiller waits to receive e-mail before
timing out and stopping.

Increase the server time-out value if you have problems receiving mail.
Your e-mail connection might be slow; therefore, increasing the server
time-out value allows SpamKiller to wait longer before timing out.

8 Click OK.
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MSN/Hotmail accounts

Editing MSN/Hotmail accounts
1 Click the Settings tab, and then click E-mail Accounts.

The E-mail Accounts dialog box appears and displays all e-mail accounts
added to SpamKiller.

NOTE

If multiple users were added to SpamKiller, the list displays
the e-mail accounts of the user who is currently logged on to
SpamKiller.

2 Select an MSN /Hotmail account, and then click Edit.
3 Click the General tab to edit the account description and e-mail address.

¢ Description - description of the account. You can type any information in
this box.

¢ E-mail address - e-mail address of the account.
4  Click the Servers tab to edit server information.
¢ Incoming e-mail - name of the server that receives incoming mail.
¢ Password - password you use to access the account.
¢ Outgoing e-mail - name of the server that sends outgoing mail.

¢ Use an SMTP server for outgoing e-mail - if you plan to send error messages
and do not want to include the MSN signature line in the error message.
The MSN signature line makes it easy for spammers to recognize that the
error message is fake.

Click More to change authentication requirements for the outgoing server.

5 Click the Checking tab to specify how often SpamKiller checks the account for
spam:

a Select Check every or Check daily at, and then type or select a time in the
corresponding box. If you enter the number zero, SpamKiller only checks
the account when it connects.

b Select additional times for SpamKiller to filter the account:

Check on startup — Select this option if you have a direct connection, and
you want SpamKiller to check the account every time SpamKiller starts.

Check when a connection is dialed — Select this option if you have a dial-up
connection, and you want SpamKiller to check the account every time you
connect to the Internet.
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Click the Connection tab to specify how SpamKiller dials an Internet
connection so that it can check your Inbox for new messages to filter.

¢ Never dial a connection - SpamKiller does not automatically dial a
connection for you. You must first manually start your dial-up connection.

¢ Dial when needed - when an Internet connection is not available,
SpamKiller automatically attempts to connect using your default dial-up
Internet connection.

¢ Always dial - SpamKiller automatically attempts to connect using the
dial-up connection you specify.

¢ Stay connected after filtering is done - your computer stays connected to the
Internet after filtering is finished.

Click OK.

Configuring a Hotmail account to block spam in Outlook or Outlook Express

SpamKiller can filter Hotmail accounts directly. See the online help for details.
However, you cannot block messages or add friends using the SpamKiller toolbar
in Outlook or Outlook Express until you configure your Hotmail account.

1

2

Configure your Hotmail account in MSK.

If you have an existing Hotmail account in Outlook or Outlook Express, you
must remove it first.

Add your Hotmail account to Outlook or Outlook Express. Ensure that you
select POP3 for the account type and incoming mail server type.

Name the incoming server as localhost.
Type the name of the available outgoing SMTP server (required).

Complete the account configuration process. You can now block new Hotmail
spam e-mail or add a friend.

MAPI accounts

The following conditions are required for SpamKiller to successfully integrate
with MAPI in Outlook:

Only for Outlook 98, Outlook was initially installed with
Corporate/Workgroup support.

Only for Outlook 98, the first e-mail account is a MAPI account.

The computer is logged on to the domain.
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Editing MAPI accounts

1

Click the Settings tab, and then click E-mail Accounts. The E-mail Accounts
dialog box appears and displays all e-mail accounts added to SpamKiller.

NOTE

If multiple users were added to SpamKiller, the list displays
the e-mail accounts of the user who is currently logged on to
SpamKiller.

Select a MAPI account, and then click Edit.
Click the General tab to edit the account description and e-mail address.

¢ Description - description of the account. You can type any information in
this box.

¢ E-mail address - e-mail address of the account.
Click the Profile tab to edit profile information.
¢ Profile - MAPI profile for the account.

¢ Password - password that corresponds with the MAPI profile if you have
set one up (not necessarily the e-mail account password).

Click the Connection tab to specify how SpamKiller dials an Internet
connection so that it can check your Inbox for new messages to filter:

¢ Never dial a connection - SpamKiller does not automatically dial a
connection for you. You must first manually start your dial-up connection.

¢ Dial when needed - when an Internet connection is not available,
SpamKiller automatically attempts to connect using your default dial-up
Internet connection.

¢ Always dial - SpamKiller automatically attempts to connect using the
dial-up connection you specify.

¢ Stay connected after filtering is done - your computer stays connected to the
Internet after filtering is finished.

Click OK.
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Adding users

SpamKiller can set up multiple users, corresponding to the users set up on your
Windows 2000 or Windows XP operating system.

When SpamKiller is installed on your computer, an administrator user profile is
automatically created for the Windows user who was logged on. If you add e-mail
accounts to SpamKiller during installation, the e-mail accounts are added to that
administrator’s user profile.

Before you add more e-mail accounts to SpamKiller, determine if you need to add
more SpamKiller users. Adding users is beneficial if multiple people use your
computer and have their own e-mail accounts. Each user’s e-mail account is added
to their user profile, allowing users to manage their e-mail accounts, personal
settings, personal filters, and Personal Friends List.

User types define the tasks a user can perform in SpamKiller. The following table
is a summary of permissions for each user type. Administrators can perform all
tasks while limited users can only perform tasks according to their personal
profiles. For example, administrators can view the whole content of blocked
messages, while limited users can only view the subject line.

Tasks Administrator Limited User

Manage personal e-mail accounts, Personal Filters, X X
Personal Friends List, and personal sound settings

Manage personal Blocked E-mail and Accepted X X
E-mail pages

View message text of blocked messages

View message text of accepted messages

Manage Gilobal Filters and the Global Friends List

Report spam to McAfee

Send complaints and error messages

X | X| X| X| X| X

Manage complaints and error messages (create,
edit, and delete message templates)

Manage users (create, edit, and remove users)

Backup and restore SpamKiller

View the Summary page of spam received X X

When a user logs on to your computer after being added, they are prompted to add
an e-mail account to their user profile.

To add and manage users, the following is required:

®m  You must be logged on to SpamKiller as an administrator.
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®  You must have Windows 2000 or Windows XP on your computer.

m  The users you are adding or managing must have Windows user accounts.

User passwords and protecting children from spam

Creating a user password enhances the privacy level. A user’s personal settings,
Friends List, and Accepted E-mail list cannot be accessed by another user without
the log on password. Creating passwords is also beneficial in preventing children
from accessing SpamKiller and viewing the content of spam messages.

Creating a password for an existing SpamKiller user
1 Click the Settings tab, and then click Users.

2 Select a user, and then click Edit.

3 Type a password in the Password box. When the user accesses SpamKiller,
they must use the password to log on.

IMPORTANT

If you forget your password, you cannot retrieve it. Only a
SpamKiller administrator user can create a new password for
you.

Adding a user to SpamKiller
1 Click the Settings tab, and then click Users.

2 Click Add.

A list of Windows users appears. To add a user who does not appear on the
list, create a Windows user account for that person. Then, the new user must
log on to your computer at least once. Afterwards, add the user to SpamKiller.

NOTE
Windows users with administrator rights have SpamKiller
administrator rights.

3 Select a user to add, and then click OK. The user is added to SpamKiller, and
the user name appears in the list of SpamKiller users.

4 Click Close when you are finished adding users.

To create a password for a user, see Creating a password for an existing SpamKiller
user on page 141.

The next time the user logs on to your computer, they are prompted to add an
e-mail account to their SpamKiller user profile. You can add e-mail accounts to the
user profile if you are logged on to SpamKiller as the user and have the necessary
e-mail account information. For details, see Adding e-mail accounts on page 132.

User Guide 141



McAfee SpamKiller

Editing SpamKiller user profile
1 Click the Settings tab, and then click Users. A list of SpamKiller users appears.

2 Select a user, and then click Edit.

3 Type a new name and password.

Deleting a SpamKiller user profile

WARNING
When you remove a user profile, you also remove the user’s
e-mail accounts from SpamKiller.

1 Click the Settings tab, and then click Users. A list of SpamKiller users appears.

2 Select a user from the list, and then click Delete.

Logging on to SpamKiller in a multi-user environment

When users log on to your computer and open SpamKiller, they are automatically
logged on to SpamKiller under their user profiles. If SpamKiller passwords are
assigned to users, they must type their passwords in the Log On dialog box that
appears.

Switching between users

You must be logged on to SpamKiller as an administrator.

1 Click Switch User located at the top of the page. The Switch User dialog box
appears.

2 Select a user, and then click OK. If the user has a password, the Log On dialog
box appears. Type the user password in the Password box, and then click OK.

We recommend that you add your friends” names and e-mail addresses to a
Friends List. SpamKiller does not block messages from those on the list; therefore,
adding friends helps ensure that legitimate messages get through.

SpamKiller enables you to add names, e-mail addresses, domains, and mailing
lists to the Friends Lists. You can add addresses one at a time, or all at once by
importing an address book from your e-mail program.

SpamKiller maintains two types of lists:

m  Global Friends List - affects all the e-mail accounts for the users in SpamKiller.
If multiple users were added, you must be logged on to SpamKiller as an
administrator in order to manage this list.

m  Personal Friends List - affects all the e-mail accounts associated with a specific
user. If multiple users were added, you must be logged on to SpamKiller as the
user in order to manage this list.
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You can add friends to a Friends List to ensure their e-mail is not blocked. The
Friends page displays names and addresses that you added to the Friends List. The
Friends page also shows the date you added a friend and the total number of
messages received from that friend.

Click the E-mail Addresses tab to view e-mail addresses on the Friends List. Click
the Domains tab to view domain addresses on the list. Click the Mailing Lists tab to
view mailing lists in the Friends List.

To switch between the Global Friends List and your Personal Friends List, click the
down arrow =} located on the E-mail Address, Domains, or Mailing Lists tab, and
then select Personal Friends List.
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Openlng a Friends List

NOTE

To open a Friends List, click the Friends tab. The Friends page appears
(Figure 6-3).

Click the E-mail Address, Domains, or Mailing List tab. The Global Friends List
appears. To view your Personal Friends List, click the down arrow = on one
of the tabs, and then select Personal Friends List.

If your computer runs Windows 2000 or Windows XP, and
multiple users were added to SpamKiller, limited users can
only view their Personal Friends List.
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Figure 6-3. Friends page

Importing address books

Import address books into a Friends List manually or by automatic import.
Automatic import enables SpamKiller to check your address books regularly for
new addresses and automatically import them into a Friends List.

You can import address books from the following e-mail programs:
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Netscape Communicator (version 6 and earlier versions if exported as an LDIF
file)

Qualcomm Eudora (version 5 and later)
IncrediMail Xe
MSN /Hotmail

Any program that can export its address book as a plain text file

Importing an address book by automatic import

You can update your Personal Friends List regularly by creating a schedule for
importing addresses from address books.

1

Click the Settings tab, and then click Address Books. The Import Address Books
dialog box appears, which shows a list of address books that SpamKiller
checks regularly and imports new addresses from.

Click Add. The Import Schedule dialog box appears.
Select the Type of address book to import and the address book Source.

From the Schedule box, select how often SpamKiller must check the address
book for new addresses.

Click OK. After an update, new addresses appear in your Personal Friends List.

Importing an address book manually

You can manually import address books into your Personal Friends List or the
Global Friends List.

NOTE

If your computer runs Windows 2000 or Windows XP, and
multiple users were added to SpamKiller, you must be logged
on as an administrator to add friends to the Global Friends List.

Click the Friends tab, and then click Import Address Book.

The Import Address Book dialog box appears, showing a list of address book
types that you can import.

Select a type of address book to import, or click Browse to import addresses
stored in a file.

To import the address book into your Personal Friends List only, ensure that
the Add to Personal Friends List checkbox is selected. To import the address
book into the Global Friends List only, ensure that the checkbox is not selected.
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3 Click Next. A confirmation page lists the number of addresses that SpamKiller
added.

4 Click Finish. The addresses appear in the Global Friends List or your Personal
Friends List.

Editing address book information

Edit information for an address book that was imported automatically.
1 Click the Settings tab, and then click Address Books.
2 Select an address book, and then click Edit.

3 Edit address book information, and then click OK.

Deleting an address book from the automatic import list

Remove an address book entry when you no longer want SpamKiller to
automatically import addresses from that book.

1 Click the Settings tab, and then click Address Books.

2 Select an address book, and then click Delete. A confirmation dialog box
appears.

3 Click Yes to remove the address book from the list.
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Adding friends

To ensure that you receive all e-mail from friends, add your friends’ names and
addresses to a Friends List. You can add friends from the Friends page, the Blocked
E-mail page, the Accepted E-mail page, and from Microsoft Outlook or Outlook
Express.

NOTE

If your computer runs Windows 2000 or Windows XP, and
multiple users were added to SpamKiller, you must be logged
on as an administrator to add friends to the Global Friends List.

Adding friends from the Blocked E-mail or Accepted E-mail page

1

Click the Messages tab, and then click the Blocked E-mail or Accepted E-mail
tab.

Or

From the SpamKiller menu in Microsoft Outlook or Outlook Express, select
View Blocked Messages to open the Blocked E-mail page for that account.

The Blocked E-mail or Accepted E-mail page appears.

Select a message from a sender that you want to add to a Friends List, and then
click Add a Friend.

In the Address box, type the address to add to the Friends List. The Address box
might already contain the address from the selected message.

Type the name of the friend in the Name box.
Select the address type you want to add from the Friend type box:

¢ Single e-mail address - the sender's e-mail address is added to the Domains
section in the Friends List.

¢ Everyone at a domain - the domain name is added to Domains section in the
Friends List. SpamKiller accepts all e-mail coming from the domain.

¢ Mailing list - the address is added to the Mailing List section in the Friends
List.

To add the address to your Personal Friends List only, ensure that the Add to
Personal Friends List checkbox is selected. To add the address to the Global
Friends List only, ensure that the checkbox is not selected.

Click OK. All messages from that friend are marked as being messages from a
friend and appear in the Accepted E-Mail page.
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Adding friends from the Friends page

1

Click the Friends tab, and then click Add a Friend. The Friend Properties dialog
box appears.

In the Address box, type the address to add to the Friends List.
Type the name of your friend in the Name box.
Select the address type you want to add from the Friend type box:

¢ Single e-mail address - the sender’s e-mail address is added to the Domains
section in the Friends List.

¢ Everyone at a domain - the domain name is added to Domains section in the
Friends List. SpamKiller accepts all e-mail coming from the domain.

¢ Mailing list - the address is added to the Mailing List section in the Friends
List.

To add the address to your Personal Friends List only, ensure that the Add to
Personal Friends List checkbox is selected. To add the address to the Global
Friends List only, ensure that the checkbox is not selected.

Click OK. All messages from that friend are marked as being messages from a
friend and appear in the Accepted E-Mail page.

Adding friends from Microsoft Outlook

1

2

3

Open your e-mail account in Microsoft Outlook or Outlook Express.
Select a message from a sender that you want to add to a Friends List.

Click & in the Microsoft Outlook toolbar. All messages from that friend are
marked as being messages from a friend and appear in the Accepted E-Mail

page.

Editing friends

1

2

Click the Friends tab, and then click the E-mail Addresses, Domains, or Mailing
Lists tab.

The Global Friends List appears. To view your Personal Friends List, click the
down arrow =} on one of the tabs, and then select Personal Friends List.

NOTE

If your computer runs Windows 2000 or Windows XP, and
multiple users were added to SpamKiller, only administrators
can access the Global Friends List.

Select an address from the list, and then click Edit.
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3 Edit the appropriate information, and then click OK.

Deleting friends

Remove addresses you no longer want in a Friends List.

1 Click the Friends tab, and then click the E-mail Addresses, Domains, or Mailing
Lists tab.

The Global Friends List appears. To view your Personal Friends List, click the
down arrow =} on one of the tabs, and then select Personal Friends List.

NOTE

If your computer runs Windows 2000 or Windows XP, and
multiple users were added to SpamKiller, only administrators
can access the Global Friends List.

2 Select an address from the list, and then click Delete this friend. A confirmation
dialog box appears.

3 Click Yes to delete the friend.

Click the Messages tab to open the Messages page (Figure 6-4) and access your
blocked and accepted messages. The Blocked E-mail and Accepted E-mail pages
have similar features.
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Blocked E-mail page

Click the Blocked E-mail tab in the Messages page to view blocked messages.

NOTE

You can also access blocked messages in Microsoft Outlook by
selecting the SpamKiller menu, and then clicking View
Blocked Messages.

Blocked messages are messages that SpamKiller identified as spam, removed from
your Inbox, and placed in the Blocked E-mail page.

The Blocked E-mail page displays all spam messages that were removed from your
e-mail accounts. To view blocked e-mail for a specific account, click the down
arrow (=' located on the Blocked E-mail tab, and then select the account to view.

The top message pane lists spam messages and are sorted by date. The most recent
message appears first. The bottom preview pane contains the message text for the
selected message.

NOTE

If your computer runs Windows 2000 or Windows XP,
multiple users have been added to SpamKiller, and you are
logged on to SpamKiller as a limited user, the message
contents do not appear in the bottom preview pane.

The middle pane shows message details. Click the down arrows & to expand the
message details pane and view the message text and headers in native format,
including any HTML formatting tags. The message details pane shows the
following.

Action - how SpamKiller processed the spam message. Action is associated
with the action of the filter that blocked the message.

Reason - why SpamKiller blocked the message. You can click the reason to
open the filter editor and view the filter. The filter editor displays what the
filter looks for in a message, and the action that SpamKiller takes against
messages found by the filter.

From - the sender of the message.
Date - the date the message was sent to you.
To - to whom the message was sent.

Subject - the topic that appears in the message subject line.

The left column contains icons next to messages if manual complaints or error
messages have been sent.

Complaint sent €3 - a complaint was sent about the message.
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m  Error message sent 23 - an error message was sent to the reply address in the
spam message.

m  Complaint and error messages sent ©1 - both a complaint and error message
were sent.

For more information on where blocked messages are, see Where are the blocked
messages on page 155.
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Accepted E-mail page
Click the Accepted E-mail tab in the Messages page to view accepted messages.

The Accepted E-mail page displays all Inbox messages in all of your e-mail
accounts. However, for MAPI accounts, the Accepted E-mail page does not contain
internal e-mail. To view accepted e-mail for a specific account, click the down
arrow (=} on the Accepted E-mail tab, and then select an account to view.

NOTE

SpamKiller is designed to accept legitimate e-mail. However,
if legitimate e-mail appears in the Blocked E-mail list, you can
move the messages back to your Inbox (and the Accepted
E-mail list) by selecting the messages, and then clicking
Rescue this message.

Like the Blocked E-mail page, the top message pane lists messages that are sorted
by date. The bottom preview pane contains the message text of the selected
message.

The middle pane explains if a message was sent by someone on a Friends List, or
if the message fits the criteria of a filter, but the filter action was set to either Accept
or Mark as Possible Spam. Click the down arrows & to expand the message details
pane, view the message text and headers in native format, including any HTML
formatting tags.

The message details pane shows the following.
m  Action - how SpamKiller processed the message.

m  Reason - if a message was flagged, explains why SpamKiller flagged the
message.

m  From - the sender of the message.

m  Date - the date the message was sent to you.

®m  To - to whom the message was sent.

m  Subject - the topic that appears in the message subject line.
One of the following icons appears next to a message.

®  E-mail from a friend & - SpamKiller detected that the sender of the message
is on a Friends List. This message is one you want to keep.

m  Possible spam B3 - the message matches a filter with an action set to Mark as
possible spam.

m  Complaint sent #a-a complaint was sent about the message.

m  Error message sent 21 - an error message was sent to the reply address on the
spam message.
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Complaint and error messages sent &1 - both a complaint and error message
were sent.

Tasks for Blocked E-mail and Accepted E-mail

The right panel on the Blocked E-mail and Accepted E-mail pages lists tasks you can
perform.

Block this message - remove a message from your Inbox and put it in the
SpamKiller Blocked E-mail page. (This option appears on the Accepted E-mail

page only.)

Rescue this message - put a message back in your Inbox (this option appears
on the Blocked E-mail page only) and open the Rescue Options dialog box. You
can automatically add the sender to your Friends list and rescue all messages
from the sender.

Delete this message - remove a selected message.

Add a friend - add the sender’s name, e-mail address, domain, or a mailing list
to a Friends List.

Add a filter - create a filter.
Report to McAfee - inform McAfee of specific spam messages you receive.

Send a complaint - send a complaint about spam to the administrator of the
sender’s domain or to another e-mail address you type.

Send an error - send an error message to the reply address of a spam message.
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Rescuing messages

If the Blocked E-mail page or the SpamKiller folder in Microsoft Outlook and
Outlook Express contains legitimate mail, you can put those messages back in your
Inbox.

From the Blocked E-Mail page

1 Click the Messages tab, and then click the Blocked E-mail tab.
Or

From the SpamKiller menu in Microsoft Outlook or Outlook Express, select
View Blocked Messages to open the Blocked E-mail page for that account.

2 Selecta message and click Rescue this message f1. The Rescue Options dialog
box appears.

¢ Add Friend - add the sender to your Friends list.

¢ Rescue all from same sender - rescue all blocked messages from the sender
of the selected message.

3 Click OK. The message is put back in your Inbox and the Accepted E-mail page.

From the SpamKiller folder in Microsoft Outlook or Outlook
Express
Select the message(s) and click Rescue Selection from the SpamKiller menu or

toolbar. Your selection is put back in the Inbox and the message tag ([SPAM] by
default) is removed.

Blocking messages

Block spam messages that are currently in your Inbox. When you block a message,
SpamKiller automatically creates a filter to remove that message from your Inbox.
You can block Inbox messages from the Accepted E-mail page, or from Microsoft
Outlook or Outlook Express.

From the Accepted E-mail page

1 Click the Messages tab, and then click the Accepted E-mail tab. The Accepted
E-mail page appears and displays messages that are currently in your Inbox.

2 Select a message, and then click Block this message. The message is removed
from your Inbox and the Accepted E-mail page, and copy of the message
appears in the Blocked E-mail page.
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From Microsoft Outlook

In Microsoft Outlook, messages from members of an Exchange server are
considered safe and are not filtered by SpamKiller. Only messages from external
sources are filtered.

1 Open your Microsoft Outlook or Outlook Express Inbox.

2 Select a message, and then click 23 . A copy of the message is put in the
Blocked E-mail page.

Where are the blocked messages

By default, spam messages are tagged as [SPAM] and placed in the SpamKiller
folder in Outlook and Outlook Express, or your Inbox. Tagged messages also
appear on the Accepted E-mail page.

Deleting a message manually

1 Click the Messages tab, and then click the Blocked E-mail tab.
Or

From the SpamKiller menu in Microsoft Outlook or Outlook Express, select
View Blocked Messages to open the Blocked E-mail page for that account.

2 Select a message to delete.
3 Click Delete this message. A confirmation dialog box appears.

4 Click Yes to delete the message.

Modifying how spam messages are processed

When spam is found, the message is tagged or blocked. Spam messages are
removed from your server every time SpamKiller connects to it.

Tagging
The e-mail subject line is tagged with [SPAM] and the message goes in your Inbox
or SpamKiller folder, if you have Microsoft Outlook or Outlook Express.

Blocking

The message is removed and placed in the SpamKiller Blocked E-mail page. If
legitimate mail is blocked, you can rescue the message (see Rescuing messages).
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SpamKiller automatically removes blocked messages from the Blocked E-mail page
after 15 days. You can change how often blocked messages are removed.

SpamKiller does not automatically remove messages from the Accepted E-mail
page since this page reflects the messages currently in your Inbox.

Modifying how SpamKiller processes spam messages
1 Click the Settings tab, and then click the Filtering Options icon.

2 (Click the Processing tab.

¢ Put spam in Blocked E-mail box - spam messages are removed from your
Inbox and put in the SpamKiller Blocked E-mail page.

¢ Tag spam and keep in Inbox - this is the default setting. Spam messages
remain in your Inbox, but the subject line of the message includes [SPAM].

Keep blocked e-mail for days - blocked messages remain in the Blocked
E-mail page for the duration you specify.

Keep accepted e-mail for days - accepted messages remain in the
Accepted E-mail page for the duration you specify.

3 Click OK.

Using the AntiPhishing filter

Unsolicited e-mail is categorized as spam (e-mails soliciting you to purchase), or
phishing (e-mails soliciting you to provide personal information to a known or
potential scam Web site).

The McAfee AntiPhishing filter helps protect you from Web sites that are
blacklisted (confirmed phishing or related scam Web sites), or graylisted (contain
some dangerous content or links to blacklisted Web sites).

If you browse to a known or potential scam Web site, you are redirected to the
McAfee AntiPhishing Filter page.

To change AntiPhishing settings, follow these steps.
1 Open Internet Explorer.
2 In the Tools menu, select McAfee AntiPhishing Filter.

m  Enable Web site filtering - enabled by default. To disable AntiPhishing filtering,
clear this checkbox.

m  Allow access to blacklisted Web sites - places a link on the redirection page for
blacklisted sites. Clicking this link takes you to the Web site.
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3

Allow access to graylisted Web sites - places a link on the redirection page for
graylisted sites. Clicking this link takes you to the Web site.

When you are finished, click OK.

Adding friends to a Friends List

See Adding friends from the Blocked E-mail or Accepted E-mail page on page 147.

Adding filters

For more information on filters, see Working With Filters in the online Help.

1

To create a Global Filter, click the Settings tab, select Global Filters, and click
Add.

Or

To create a Personal Filter, click the Settings tab, select Personal Filters, and
click Add.

Or

Click the Messages tab, click the Blocked E-mail or Accepted E-mail tab, and
click Add a Filter.

Click Add to begin creating a filter condition. The Filter Condition dialog box
appears.

Create a filter condition by following these steps.

A filter condition is a statement that tells SpamKiller what to look for in a
message. In the example “The message text contains mortgage,” the filter
searches for messages containing the word “mortgage.” For more information,
see Filter Conditions in the Online Help.

a  Select a condition type from the first box.
b Select or type values in the subsequent boxes.

¢ If the following options appear, select them to further define the filter
condition.

Also look in formatting codes - this option appears only if the filter
condition is defined to search the message text. If you select this checkbox,
SpamKiller searches both the message text and the message formatting
codes for the text you indicated.
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d

Match variations - allows SpamKiller to detect common deliberate
misspellings used by spammers. For example, the word “common” might
be misspelled as “cOmmOn” to evade filters.

Regular Expressions (RegEXx) - allows you to specify character patterns
used in filter conditions. To test a character pattern, click Test RegEx.

Case-sensitive - this option only appears for conditions in which you typed
a condition value. If you select this checkbox, SpamKiller distinguishes
between upper-case and lower-case letters in the value you typed.

Click OK.

Create another filter condition as follows, or go to Step 5 to select a filter action.

a

Click Add, and then create the filter condition. Click OK when you are
finished creating the filter condition.

Both filter conditions appear in the Filter Conditions list and are joined by
and. The and indicates that SpamKiller looks for messages that match both
filter conditions. If you want SpamKiller to look for messages that match
either one of the conditions, change and to or by clicking and, and then
selecting or from the box that appears.

Click Add to create another condition, or go to Step 5 to select a filter action.

If you created a total of three or more filter conditions, you can group filter
conditions to create clauses. For examples of grouping, see Working with
Filters in the online Help.

To group filter conditions, select a filter condition, and click Group. To
ungroup filter conditions, select a grouped condition, and click Ungroup.

Select a filter action from the Action box. The filter action tells SpamKiller how
to process messages found by that filter. For more information, see Filter
Actions in the online Help.

Click Advanced to select advanced filter options (selecting advanced options is
not required). For more information, see Advanced Filter Options in the online
Help.

Click OK when you are finished creating the filter.

NOTE
To edit a condition, select it and click Edit. To delete a
condition, select it and click Delete.
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Regular expressions

Regular expressions are only available for the following filter conditions: The
subject, The message text, At least one of the following phrases.

These special characters and sequences can be used as regular expressions when
defining filter conditions. For example:

m  The regular expression [0-9]*\.[0-9]+ matches floating point numbers given non
engineering notation. The regular expression matches: “12.12”, “.1212”, and
“12.0”, but not “12” and “12”.

m  The regular expression \D*[0-9]+\D* matches all words with numbers:
“SpamKiller” and VIAGRA” but not “SpamKiller” and “VIAGRA”.

\

" as

Marks the next character as either a special character or a literal. For example, “n
matches the character “n”. “\n” matches a new line character. The sequence “\\*
matches “\*” and “\(“ matches “(“.

A

Matches the beginning of input.
$
Matches the end of input.

*

Matches the preceding character zero or more times. For example, “zo** matches

"1

either “z” or “zoo0”.
+

Matches the preceding character one or more times. For example, “zo+" matches
“zoo” but not “z”.

?

Matches the preceding character zero or one time. For example, “a?ve?” matches
the “ve” in “never”.

Matches any single character except a new line character.

(pattern)

Matches pattern and remembers the match. The matched substring can be
retrieved from the resulting Matches collection, using Item [0]...[n]. To match
parentheses characters (), use “\(“ or “\)”.
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x|y

Matches either x or y. For example, “z | wood” matches “z” or “wood”. “(z | w)oo”
matches “zoo” or “wood”.

{n}

The n is a non negative integer. Matches exactly n times. For example, “0{2}" does

" i

not match the “o0” in “Bob,” but matches the first two o0's in “foooood”.

{n;}

The n is a non negative integer. Matches at least n times. For example, “0{2,}"” does

" 4

not match the “0” in “Bob” and matches all the o's in “foooood.” “o{1,}" is
equivalent to “o+”. “0{0,}” is equivalent to “0*”.
{n,m}

The m and n are non negative integers. Matches at least n and at most m times. For
example, “0{1,3}” matches the first three o's in “fooooood.” “0{0,1}” is equivalent
to “o?”.

[xyz]

A character set. Matches any one of the enclosed characters. For example, “[abc]”

75N7i

matches the “a” in “plain”.
["xyz]

A negative character set. Matches any character not enclosed. For example,
“[Mabc]” matches the “p” in “plain”.

[a-Z]

A range of characters. Matches any character in the specified range. For example,
“[a-z]” matches any lowercase alphabetic character in the range “a” through “z”.

[*m-2]

A negative range characters. Matches any character not in the specified range. For
example, “[*m-z]” matches any character not in the range “m* through “z".

\b

Matches a word boundary, that is, the position between a word and a space. For
example, “er\b” matches the “er” in “never” but not the “er” in “verb”.

\B
Matches a non-word boundary. “ea*r\B” matches the “ear” in “never early”.
\d

Matches a digit character. Equivalent to [0-9].
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\D

Matches a non-digit character. Equivalent to [*0-9].
\f

Matches a form-feed character.

\n

Matches a new line character.

\r

Matches a carriage return character.

\s

Matches any white space including space, tab, form-feed, etc. Equivalent to “[
AAAn\r\t\v]”.

\S

Matches any nonwhite space character. Equivalent to “[* \fAn\r\t\v]”.
\t

Matches a tab character.

\v

Matches a vertical tab character.

\w

Matches any word character including underscore. Equivalent to “[A-Za-z0-9_]".
\wW

Matches any non-word character. Equivalent to “[*A-Za-z0-9_]".

\num

Matches num, where num is a positive integer. A reference back to remembered
matches. For example, “(.)\1” matches two consecutive identical characters.

\n

Matches n, where n is an octal escape value. Octal escape values mustbe 1, 2, or 3
digits long. For example, “\11"” and “\011” both match a tab character. “\0011“ is
the equivalent of “\001" & “1”. Octal escape values must not exceed 256. If they
do, only the first two digits comprise the expression. Allows ASCII codes to be
used in regular expressions.
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\xn

Matches n, where n is a hexadecimal escape value. Hexadecimal escape values
must be exactly two digits long. For example, “\x41” matches “A”. “\x041“ is
equivalent to “\x04” & “1”. Allows ASCII codes to be used in regular expressions.

Reporting spam to McAfee

You can report spam to McAfee, where they analyze it to create filter updates.

1 Click the Messages tab, and then click the Blocked E-mail or Accepted Mail tab.
The Blocked E-mail or Accepted E-mail page appears.

2 Select a message, and then click Report to McAfee. A confirmation dialog box
appears.

3 Click Yes. The message is automatically sent to McAfee.

Sending complaints manually

Send a complaint to prevent a sender from sending you more spam. For more
information on sending complaints, see Sending Complaints and Error Messages in
the online Help.

1 Click the Messages tab, and then click the Blocked E-mail or Accepted E-mail
tab. A list of messages appears.

2 Select a message to complain about, and then click Send a complaint. The Send
Complaint dialog box appears.

3 Select whom you want to send the complaint to.

WARNING

In most cases you should not select Sender. Sending a
complaint to the sender of the spam validates your e-mail
address, which can increase the number of spam you receive
from that sender.

4 Click Next, and then follow the instructions on the dialog boxes that appear.

Sending error messages

For more information on sending error messages, see Sending Complaints and Error
Messages in the online Help.

Send an error message to prevent a sender from sending you more spam.
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Sending an error message manually

1

Click the Messages tab, and then click the Blocked E-mail or Accepted E-mail
tab. A list of messages appears.

To send an error message about a specific spam message, select the message,
and then click Send error. An error message is sent to the reply address in the
spam message.

SpamKiller is unable to communicate with its

server

If the SpamKiller server does not start or is being blocked by another application,
it cannot communicate with its server.

Starting the SpamKiller server manually
This section only applies to Microsoft Windows 2000 and XP users.

1

2

3

Click Start and select Run.
Type SERVICES.MSC and click OK.

Right-click the McAfee SpamKiller Server and select Start. The server service
starts.

SpamKiller server is blocked by firewalls or internet filtering

programs

If the SpamKiller Server service is already started and running, follow these steps.

1

Verify that SpamKiller Server and/or MSKSrvr.exe have full access for any
installed firewall programs, including McAfee Personal Firewall.

Verify that LocalHost and /or 127.0.0.1 are not blocked or banned in any
installed firewall program. including McAfee Personal Firewall.

Disable any internet privacy or internet filtering programs.
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Cannot connect to the e-mail server

If the SpamKiller server attempts to connect to the POP3 server and the connection
fails, follow these steps.

Verifying your connection to the Internet

Dial-up Users

1

2

3

Click Continue what | was doing on the error message (if necessary).
Establish a connection to the Internet.

Maintain the connection for at least 15 minutes to see if the message
re-appears.

Broadband (Cable, DSL)

1

2

Click Continue what | was doing on the error message (if necessary).

Verify that you are connected to the Internet by surfing to a site.

Verifying the POP3 server address for SpamKiller

1

Right-click the McAfee icon in the system tray (lower right hand corner), point
to SpamKiller, and select Settings.

Click E-mail Accounts.

Highlight the e-mail account in the error message.
Click Edit.

Select the Servers tab.

Note the server address in the Incoming e-mail box and compare it with the
Incoming e-mail server address your Internet Service Provider (ISP) has listed
for your e-mail account. The server addresses should match.

Verify the password by re-entering the password provided by your ISP for
your e-mail account.

Click OK.
Click Close.
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802.11

A set of IEEE standards for wireless LAN technology. 802.11 specifies an
over-the-air interface between a wireless client and a base station or between two
wireless clients. Several specifications of 802.11 include 802.11a, a standard for up
to 54 Mbps networking in the 5Ghz band, 802.11b, a standard for up to 11 Mbps
networking in the 2.4 Ghz band, 802.11g, a standard for up to 54 Mbps networking
in the 2.4 Ghz band, and 802.11i, a suite of security standards for all wireless
Ethernets.

802.11a

An extension to 802.11 that applies to wireless LANs and sends data at up to 54
Mbps in the 5GHz band. Although the transmission speed is faster than 802.11b,
the distance covered is much smaller.

802.11b

An extension to 802.11 that applies to wireless LANs and provides 11 Mbps
transmission in the 2.4 GHz band. 802.11b is currently considered the wireless
standard.

802.11g

An extension to 802.11 that applies to wireless LANs and provides up to 54 Mbps
in the 2.4 GHz band.

802.1x

Not supported by Wireless Home Network Security. An IEEE standard for
authentication on wired and wireless networks, but is most notably used in
conjunction with 802.11 wireless networking. This standard provides strong,
mutual authentication between a client and an authentication server. In addition,
802.1x can provide dynamic per-user, per-session WEP keys, removing the
administrative burden and security risks surrounding static WEP keys.

A
Access Point (AP)

A network device that allows 802.11 clients to connect to a local area network
(LAN). APs extend the physical range of service for a wireless user. Sometimes
referred to as wireless router.
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Authentication

The process of identifying an individual, usually based on a user name and
password. Authentication ensures that the individual is who he or she claims to be,
but says nothing about the access rights of the individual.

B
Bandwidth

The amount of data that can be transmitted in a fixed amount of time. For digital
devices, the bandwidth is usually expressed in bits per second (bps) or bytes per
second. For analog devices, the bandwidth is expressed in cycles per second, or
Hertz (Hz).

Brute-Force Attack

Also known as brute force cracking, a trial and error method used by application
programs to decode encrypted data such as passwords through exhaustive effort
(using brute force) rather than employing intellectual strategies. Just as a criminal
might break into, or crack, a safe by trying many possible combinations, a brute
force cracking application proceeds through all possible combinations of legal
characters in sequence. Brute force is considered to be an infallible, although
time-consuming, approach.

C
Cipher Text

Data that has been encrypted. Cipher text is unreadable until it has been converted
into plain text (decrypted) with a key.

Client

An application that runs on a personal computer or workstation and relies on a
server to perform some operations. For example, an e-mail client is an application
that enables you to send and receive e-mail.

D
Denial of Service

On the Internet, a denial of service (DoS) attack is an incident in which a user or
organization is deprived of the services of a resource they would normally expect
to have. Typically, the loss of service is the inability of a particular network service,
such as e-mail, to be available or the temporary loss of all network connectivity and
services. In the worst cases, for example, a Web site accessed by millions of people
can occasionally be forced to temporarily cease operation. A denial of service
attack can also destroy programming and files in a computer system. Although
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usually intentional and malicious, a denial of service attack can sometimes happen
accidentally. A denial of service attack is a type of security breach to a computer
system that does not usually result in the theft of information or other security loss.
However, these attacks can cost the target person or company a great deal of time
and money.

Dictionary Attack

These attacks involve trying a host of words from a list to determine someone's
password. Attackers don't manually try all combinations but have tools that
automatically attempt to identify someone's password.

E
Encryption

The translation of data into a secret code. Encryption is the most effective way to
achieve data security. To read an encrypted file, a person must have access to a
secret key or password that enables them to decrypt it. Data that is not encrypted
is called plain text; encrypted data is referred to as cipher text.

ESS (Extended Service Set)

A set of two or more networks that form a single subnetwork.
F

Firewall

A system designed to prevent unauthorized access to or from a private network.
Firewalls can be implemented in both hardware and software, or a combination of
both. Firewalls are frequently used to prevent unauthorized Internet users from
accessing private networks connected to the Internet, especially an intranet. All
messages entering or leaving the intranet pass through the firewall. The firewall
examines each message and blocks those that do not meet the specified security
criteria. A firewall is considered a first line of defense in protecting private
information. For greater security, data can be encrypted.

G
H
Hotspot

A specific geographic location in which an access point (AP) provides public
wireless broadband network services to mobile visitors through a wireless
network. Hotspots are often located in heavily populated places such as airports,
train stations, libraries, marinas, conventions centers, and hotels. Hotspots
typically have a short range of access.
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I
Integrated Gateway

A device that combines the functions of an access point (AP), router, and firewall.
Some devices may also include security enhancements and bridging features.

IP Address

An identifier for a computer or device on a TCP/IP network. Networks using the
TCP/IP protocol route messages based on the IP address of the destination. The
format of an IP address is a 32-bit numeric address written as four numbers
separated by periods. Each number can be zero to 255. For example, 192.168.1.100
could be an IP address.

IP Spoofing

Forging the IP addresses in an IP packet. This is used in many types of attacks
including session hijacking. It is also often used to fake the e-mail headers of SPAM
so they cannot be properly traced.

J

Key

A series of letters and /or numbers used by two devices to authenticate their
communication. Both devices must have the key. See also WEP and WPA-PSK.

L
LAN (Local Area Network)

A computer network that spans a relatively small area. Most LANSs are confined to
a single building or group of buildings. However, one LAN can be connected to
other LANs over any distance via telephone and radio waves. A system of LANs
connected in this way is called a wide-area network (WAN).

Most LANs connect workstations and personal computers generally through
simple hubs or switches. Each node (individual computer) in a LAN has its own
CPU with which it executes programs, but it also is able to access data and devices
(e.g., printers) anywhere on the LAN. This means that many users can share
expensive devices, such as laser printers, as well as data. Users can also use the
LAN to communicate with each other, for example, by sending e-mail or engaging
in chat sessions.
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M
MAC (Media Access Control or Message Authenticator Code)

For the former, see MAC Address. The latter is a code that is used to identify a
given message (e.g., a RADIUS message). The code is generally a
cryptographically strong hash of the contents of the message which includes a
unique value to insure against replay protection.

MAC Address (Media Access Control Address)
A low-level address assigned to the physical device accessing the network.
Man-in-the-Middle Attack

The attacker intercepts messages in a public key exchange and then retransmits
them, substituting their own public key for the requested one, so that the two
original parties still appear to be communicating with each other directly. The
attacker uses a program that appears to be the server to the client and appears to
be the client to the server. The attack may be used simply to gain access to the
messages, or enable the attacker to modify them before transmitting them again.
The term is derived from the ball game where a number of people try to throw a
ball directly to each other while one person in between attempts to catch it.

N
Network

A collection of Access Points and their associated users, equivalent to an ESS.
Information about this network is maintained in McAfee Wireless Home Network
Security. See ESS.

NIC (Network Interface Card)

A card that plugs into a laptop or other device and connects the device to the LAN.
o

P

PCI Wireless Adapter Cards

Connects a desktop computer to a network. The card plugs into a PCI expansion
slot inside the computer.

PPPoE

Point-to-Point Protocol Over Ethernet. Used by many DSL providers, PPPoE
supports the protocol layers and authentication widely used in PPP and enables a
point-to-point connection to be established in the normally multipoint architecture
of Ethernet.
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Plain Text
Any message that is not encrypted.
Protocol

An agreed-upon format for transmitting data between two devices. From a user's
perspective, the only interesting aspect about protocols is that their computer or
device must support the right ones if they want to communicate with other
computers. The protocol can be implemented either in hardware or in software.

Q
R

RADIUS (Remote Access Dial-In User Service)

A protocol that provides for authentication of users, usually in the context of
remote access. Originally defined for use with dial-in remote access servers, the
protocol is now used in a variety of authentication environments, including 802.1x
authentication of a WLAN user's Shared Secret.

Roaming

The ability to move from one AP coverage area to another without interruption in
service or loss in connectivity.

Rogue Access Points

An access point that a company does not authorize for operation. The trouble is
that a rogue access points often don't conform to wireless LAN (WLAN) security
policies. A rogue access point enables an open, insecure interface to the corporate
network from outside the physically controlled facility.

Within a properly secured WLAN, rogue access points are more damaging than
rogue users. Unauthorized users trying to access a WLAN likely will not be
successful at reaching valuable corporate resources if effective authentication
mechanisms are in place. Major issues arise, however, when an employee or
hacker plugs in a rogue access point. The rogue allows just about anyone with an
802.11-equipped device on the corporate network. This puts them very close to
mission-critical resources.

Router

A network device that forwards packets from one network to another. Based on
internal routing tables, routers read each incoming packet and decide how to
forward it. To which interface on the router outgoing packets are sent may be
determined by any combination of source and destination address as well as
current traffic conditions such as load, line costs, bad lines. Sometimes referred to
as access point (AP).
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S
Shared Secret

See also RADIUS. Protects sensitive portions of RADIUS messages. This shared
secret is a password that is shared between the authenticator and the
authentication server in some secure manner.

SSID (Service Set Identifier)

Network name for the devices in a wireless LAN subsystem. It is a clear text
32-character string added to the head of every WLAN packet. The SSID
differentiates one WLAN from another, so all users of a network must supply the
same SSID to access a given AP. An SSID prevents access by any client device that
does not have the SSID. By default, however, an access point (AP) broadcasts its
SSID in its beacon. Even if SSID broadcasting is turned off, a hacker can detect the
SSID through sniffing.

SSL (Secure Sockets Layer)

A protocol developed by Netscape for transmitting private documents via the
Internet. SSL works by using a public key to encrypt data which is transferred over
the SSL connection. Both Netscape Navigator and Internet Explorer use and
support SSL, and many Web sites use the protocol to obtain confidential user
information, such as credit card numbers. By convention, URLs that require an SSL
connection start with https: instead of http:

T
TKIP (Temporal Key Integrity Protocol)

A quick-fix method to overcome the inherent weaknesses in WEP security,
especially the reuse of encryption keys. TKIP changes temporal keys every 10,000
packets, providing a dynamic distribution method that significantly enhances the
security of the network. The TKIP (security) process begins with a 128-bit temporal
key shared among clients and access points (APs). TKIP combines the temporal
key with the (client machine's) MAC address and then adds a relatively large
16-octet initialization vector to produce the key that encrypts the data. This
procedure ensures that each station uses different key streams to encrypt the data.
TKIP uses RC4 to perform the encryption. WEP also uses RC4.

U
USB Wireless Adapter Cards

Provide an expandable Plug and Play serial interface. This interface provides a
standard, low-cost wireless connection for peripheral devices such as keyboards,
mice, joysticks, printers, scanners, storage devices, and video conference cameras.
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v
VPN (Virtual Private Network)

A network constructed by using public wires to reunite nodes. For example, there
are a number of systems that enable you to create networks using the Internet as
the medium for transporting data. These systems use encryption and other
security mechanisms to ensure that only authorized users can access the network
and that the data cannot be intercepted.

A%
Wardriver

Interlopers armed with laptops, special software, and some makeshift hardware,
who drive through cities, suburbs and business parks in order to intercept wireless
LAN traffic.

WEP (Wired Equivalent Privacy)

An encryption and authentication protocol defined as part of the 802.11 standard.
Initial versions are based on RC4 ciphers and have significant weaknesses. WEP
attempts to provide security by encrypting data over radio waves so that it is
protected as it is transmitted from one end point to another. However, it has been
found that WEP is not as secure as once believed.

Wi-Fi (Wireless Fidelity)

Used generically when referring to any type of 802.11 network, whether 802.11b,
802.11a, dual-band, etc. The term is used by the Wi-Fi Alliance.

Wi-Fi Certified

Any products tested and approved as Wi-Fi Certified (a registered trademark) by
the Wi-Fi Alliance are certified as interoperable with each other, even if they are
from different manufacturers. A user with a Wi-Fi Certified product can use any
brand of access point (AP) with any other brand of client hardware that also is
certified. Typically, however, any Wi-Fi product using the same radio frequency
(for example, 2.4GHz for 802.11b or 11g, 5GHz for 802.11a) works with any other,
even if not Wi-Fi Certified.

Wi-Fi Alliance

An organization made up of leading wireless equipment and software providers
with the mission of (1) certifying all 802.11-based products for inter-operability
and (2) promoting the term Wi-Fi as the global brand name across all markets for
any 802.11-based wireless LAN products. The organization serves as a consortium,
testing laboratory, and clearinghouse for vendors who want to promote
inter-operability and the growth of the industry.

172 McAfee® Internet Security Suite-Wireless Network Edition software



While all 802.11a/b/g products are called Wi-Fi, only products that have passed
the Wi-Fi Alliance testing are allowed to refer to their products as Wi-Fi Certified
(a registered trademark). Products that pass are required to carry an identifying
seal on their packaging that states Wi-Fi Certified and indicates the radio
frequency band used. This group was formerly known as the Wireless Ethernet
Compatibility Alliance (WECA) but changed its name in October 2002 to better
reflect the Wi-Fi brand it wants to build.

Wireless adapter

Contains the circuitry to enable a computer or other device to communicate with a
wireless router (attach to a wireless network). Wireless adapters can either be built
into the main circuitry of a hardware device or they can be a separate add-on that
can be inserted into a device through the appropriate port.

WLAN (Wireless Local Area Network)

See also LAN. A local area network using a wireless medium for connection. A
WLAN uses high-frequency radio waves rather than wires to communicate
between nodes.

WPA (Wi-Fi Protected Access)

A specification standard that strongly increases the level of data protection and
access control for existing and future wireless LAN systems. Designed to run on
existing hardware as a software upgrade, WPA is derived from, and is compatible
with, the IEEE 802.11i standard. When properly installed, it provides wireless
LAN users with a high level of assurance that their data remains protected and that
only authorized network users can access the network.

WPA-PSK

A special WPA mode designed for home users who do not require strong
enterprise-class security and do not have access to authentication servers. In this
mode, the home user manually enters the starting password to activate Wi-Fi
Protected Access in Pre-Shared Key mode, and should change the pass-phrase on
each wireless computer and access point regularly. See also TKIP.

X
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A

Accepted E-mail
adding to a Friends List, 157
icons in the accepted messages list, 152

sending error messages, 162
tasks, 153
Accepted E-mail page, 152
ActiveShield
cleaning a virus, 59
default scan setting, 51, 53 to 58
disabling, 50
enabling, 49
scan options, 50
scanning all file types, 55
scanning all files, 55
scanning e-mail and attachments, 51
scanning for new unknown viruses, 56

scanning for Potentially Unwanted Programs
(PUPs), 58

scanning for scripts, 57
scanning for worms, 53

scanning inbound instant message
attachments, 55

scanning program files and documents
only, 56

starting, 51
stopping, 51
testing, 47
adding an e-mail address to a Friends List, 147
adding e-mail accounts, 132
adding filters, 157
adding users, 113
content blocking, 114
cookie blocking, 114
Internet time limits, 114
administrator, 109, 140 to 141
retrieving password, 110
advanced settings

alerts, 28

other, 28

security, 28
alerts, 32

Application Has Been Modified, 100

Application Requests Internet Access, 100

Application Requests Server Access, 100

Connection Attempt Blocked, 107

for detected e-mail, 60

for detected files, 59

for potential worms, 60

for PUPs, 61

for suspect scripts, 60

for viruses, 59

Internet Application Blocked, 100

New Application Allowed, 105
AntiPhishing filter, using, 156
Available Wireless Networks page, 25
AVERT, submitting suspect files to, 69

B
Blocked E-mail
adding to a Friends List, 157
icons in the blocked messages list, 150

modifying how spam messages are
processed, 155

rescuing messages, 154

sending error messages, 162

tasks, 153

where are the blocked messages, 155
Blocked E-mail page, 150
blocking messages, 154

Cc

configuration wizard, using, 23
configuring
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Index

VirusScan
ActiveShield, 49
Scan, 62

connection, viewing, 24
creating a Rescue Disk, 70

D

default firewall, setting the, 79

E

editing users, 116
age group, 118
cookie blocking, 117
Internet time limits, 118
password, 116
removing users, 119
startup user, 119
user information, 117
editing whitelists, 61
e-mail accounts
adding, 132
deleting, 134
editing, 134
editing MAPI accounts, 138
editing MSN/Hotmail accounts, 137
editing POP3 accounts, 134
pointing your e-mail client to SpamKiller, 133
e-mail and attachments
auto-cleaning
enabling, 51
scanning
disabling, 52
enabling, 51

errors, 52
Event Log
about, 89

managing, 98
viewing, 98
event log, 122
events
about, 89
archiving the Event Log, 98
clearing the Event Log, 98

copying, 99
deleting, 99
exporting, 99
from 0.0.0.0, 90
from 127.0.0.1, 90
from computers on your LAN, 91
from private IP addresses, 91
HackerWatch.org advice, 94
loopback, 90
more information, 94
reporting, 95
responding to, 94
showing
all, 92
from one address, 93
one day’s, 93
this week’s, 92
today’s, 92
with same event info, 94
tracing
understanding, 89
viewing archived Event Logs, 98
events, viewing, 27

F
features, 21,109, 130
filtering
disabling, 132
enabling, 132
filters, adding, 157
Friends List
adding an e-mail address, 147

adding friends from the Blocked E-mail or
Accepted E-mail page, 147

importing an address book, 144
Friends page, 144

G

glossary, 165

H

HackerWatch.org
advice, 94
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Index

reporting an event to, 95
signing up, 95
Help icon, 130

importing an address book into a Friends List,
inbound instant message attachments
auto-cleaning, 55
scanning, 55
Internet applications
about, 87
allowing and blocking, 88
changing application rules, 88
IP addresses
about, 90
banning, 96
trusting, 95

K
keys, rotating, 30

L
list of detected files (Scan), 64, 67

logging on to SpamKiller in a multi-user
environment, 142

M
McAfee Privacy Service,
112
111
111
updating, 112
McAfee SecurityCenter, 17
Messages page, 149
Microsoft Outlook, 65

111
disabling,
opening,
signing in,

N

network
connecting, 26
disconnecting, 26
protecting, 30
revoking access, 29
unprotecting, 31

144

viewing, 24
new features, 45,77

o)

options, 119
advanced, 26
allowing cookies, 122

allowing web sites, 119

125

blocking advertisements,

blocking information, 120

119

backup,
121

blocking web sites,
121
Options page, 27

web bugs,

P
passwords, 141
Personal Firewall
testing, 82
pointing your e-mail client to SpamKiller, 133
Potentially Unwanted Programs (PUPs), 58
alerts, 61
cleaning, 67
deleting, 68
detecting, 67
quarantining, 67
removing, 61
trusting, 61
141
protecting computers, 29

Q

Quarantine

protecting children,

adding suspect files, 68

cleaning files, 68 to 69

deleting files, 68

deleting suspect files, 69

managing suspect files, 68

68 to 69
submitting suspect files, 69

Quick Start Card, iii

restoring cleaned files,
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R

regular expressions, 159
reporting an event, 95
reporting spam to McAfee, 162
Rescue Disk

creating, 70

updating, 71
68,71
write-protecting, 71

using,

rescuing messages, 154

S

Scan
automatic scanning, 65

cleaning a virus or Potentially Unwanted
Program, 67

deleting a virus or Potentially Unwanted
Program, 68

manual scanning, 62

manual scanning via Microsoft Outlook
toolbar, 65

manual scanning via Windows Explorer, 65

quarantining a virus or Potentially Unwanted
Program, 67

Scan all files option, 63
Scan for new unknown viruses option, 63

Scan for Potentially Unwanted Programs
option, 64

Scan subfolders option, 62

Scan within compressed files option, 63
47 to 48

Scan all files option (Scan), 63

testing,

Scan for new unknown viruses option (Scan), 63

Scan for Potentially Unwanted Programs option
(Scan), 64

scan options
ActiveShield, 50, 55 to 56
Scan, 62
Scan subfolders option (Scan), 62
Scan within compressed files option (Scan), 63
scanning
all files, 55, 63
compressed files, 63
for new unknown viruses, 63

for Potentially Unwanted Programs (PUPs),
for scripts, 57
for worms, 53
program files and documents only, 56
scheduling automatic scans, 65
subfolders, 62
via Microsoft Outlook toolbar, 65
via Windows Explorer, 65
scheduling scans, 65
scripts
alerts, 60
allowing, 60
stopping, 60
ScriptStopper, 57
Settings page, 133
settings, repairing, 29
setup assistant, 110
showing events in the Event Log, 92
Shredder, 123
SpamKiller
Accepted E-mail page, 152
Blocked E-mail page, 150
disabling filtering, 132
enabling filtering, 132
Startup user, 111,114
submitting suspect files to AVERT, 69
Summary Page, 82
23,131
Support icon, 130
Switch User icon, 130
switching users, 142

Summary page,

T

tasks for blocked and accepted messages, 153
technical support, 68
testing Personal Firewall, 82
testing VirusScan, 47
tracing an event, 94
Trojans
alerts, 59
detecting, 67
Trusted PUPs List, 61

178 McAfee® Internet Security Suite-Wireless Network Edition software

58



Index

U

uninstalling
other firewalls, 79
uninstalling McAfee Privacy Service, 113
from Safe Mode, 110
Update Wizard, 51
updating
a Rescue Disk, 71
VirusScan
automatically, 74
manually, 74
updating Wireless Home Network Security
automatically checking for updates, 31
manually checking for updates, 31
user options, 126
accepting cookies, 127
changing your password, 126
changing your user name, 126
clearing your cache, 127
rejecting cookies, 128
users
adding users, 140
creating passwords, 141
deleting user profiles, 142
editing user profiles, 142
logging on to SpamKiller, 142
switching users, 142
user types, 140
using a Rescue Disk, 71
utilities, 123

\'}

viruses
alerts, 59
allowing suspect scripts, 60
cleaning, 59, 67
deleting, 59, 67
deleting detected files, 59
detecting, 67
detecting with ActiveShield, 59
quarantining, 59, 67
quarantining detected files, 59
removing PUPs, 61

reporting automatically, 71,73

stopping potential worms, 60

stopping suspect scripts, 60
VirusScan

reporting viruses automatically, 71,73

scanning via Microsoft Outlook toolbar,

scanning via Windows Explorer, 65

scheduling scans, 65

testing, 47

updating automatically, 74

updating manually, 74

w

whitelisted programs, 61
whitelisting
PUPs, 61
Windows Automatic Updates, 100
Windows Explorer, 65
Windows Firewall, 79
Wireless Home Network Security
introduction, 20
using, 19
World Virus Map
reporting, 71
viewing, 73
worms
alerts, 59 to 60
detecting, 59, 67
stopping, 60
WormStopper, 53
write-protecting a Rescue Disk, 71
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