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Enjoy a Worry Free Online Experience

McAfee Internet Security Suite protects your PC, identity and online experience. It also
includes PC and network tools, plus McAfee® SiteAdvisor™ for safe surfing.

Internet Security Suite can be configured and managed using McAfee® SecurityCenter™. The
Quick-Start Guide is provided to you to learn more about:

e Getting Started
e Howto Access Your Product
¢ What’s New and How to Use

* Making Sure You're Secure
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Getting Started

Your McAfee product and SecurityCenter make protecting your computer simple. Here is
more information about how to install:

Installing Your Product from a CD Installing Your Product from Our Web Site
1. Insert your product CD into your CD- 1. Go to the McAfee web site, and click My
ROM drive. Account.

2. The McAfee installation screen should 2. If prompted, enter your McAfee email
appear automatically. If it does not, click address and password, and then click
Start on your Windows desktop, then Log In to open your Account Info page.
click Run. In the Run dialog box, type
D:\SETUP.EXE (where D is the letter of | 3. Locate your product in the list, and click
your CD-ROM drive). Click OK. the Download Icon.

4. Review and accept the EULA.

5. Click Download to download Download
Manager.

6. Follow the prompts to run Download

Manager.
For More Information
> Insert your product CD > Open Windows Explorer: | > Locate the Manuals fold-
into your CD-ROM drive. Click Start on your Win- er, and double-click the
dows desktop, and click User Guide .PDF you want
Search. to open.
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How to Access Your Product

After installation, McAfee programs start automatically and run in the background. To open

SecurityCenter, do any of the following:

1. Double-click the Desktop Icon.

2. Click Start, select All Programs (or Programs), select McAfee, then select McAfee

SecurityCenter.

3. Double-click the M icon in the system tray, near the time display.
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Once you have opened SecurityCenter, you can view your installed McAfee products by
clicking the View Details link in the lower right corner of the console. Your McAfee products

can be managed directly within SecurityCenter.
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What's New and How to Use

Learn the best way to take advantage of McAfee’s “load and go” settings by reading more about

the features below.
McAfee® SecurityCenter™

One-Click Scan and Update Feature
Firewall Protection

PC Health and Performance
Backup & Restore

Email, IM and Spam Protection
Parental Controls

Identity Protection

McAfee SiteAdvisor

Network Manager
EasyNetwork (3 User)

McAfee® Shredder

What’s New: McAfee SecurityCenter

N2 200 20 200 20 20 N 20N N 2N N N 2

Virus, Spyware, and Other Automatic Protection

Your product plugs into the re-designed McAfee SecurityCenter, so you now have one place to

view your computer’s protection status.

@ >
. :
McAfee’ SecurityCenter * telp
© war
Am 1Protected? Yes
Your computer protection services are enabled and up-to-date. Mo action is required.

Common Tasks

» Home
View Recent Events
Manage Network
Maintain Computer
Backup and Restare Files
Lockdown Firewsal
Restore Firewall Defaults
Manage Wireless Networks

Components Installed
- VirusSean
- Personal Firswal

More...

(3) Advanced Menu

Campiiien ifikes. Click any category on the left ta view details.
Frotected @

Internet & Network
Protected @
e E-mail & IM
[P s ®
Parental Controls
@ Enabled @

SecurityCenter Information
Update Check: 7/13/2006

Last Scan: 7/7/2006

Subscription Expiration: 7/31/2006

@) configure (3) View Detals
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How To Use SecurityCenter

Uponinstallation, SecurityCenter will display a fully protected security status with a green
checkmark. If your protection status changes throughout the course of your subscription, you
will be prompted by McAfee with the recommended security actions to get your status back to
green. The three different levels of security status are provided below.
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What's New: Anti-Virus, Anti-Spyware, and Other Protection
Your product offers the following new and improved features:
¢ Improved scanning: faster anti-virus and anti-spyware scanning.

e SystemGuards: monitors for activities that might indicate that a virus or spyware is
attempting to install on your PC.

¢ McAfee®X-Ray for Windows: detects and removes rootkits, which are designed to
hide from Windows and make it easy for spyware to install on your PC without your
knowledge.

¢ Buffer overflow protection: blocks buffer overflow attacks on your PC.
¢ ScriptScanner: blocks drive-by downloads and similar exploits from attacking your PC.

e WormStopper: prevents unknown email applications from sending worms without
your knowledge.

How to Use: Anti-Virus, Anti-Spyware, and Other Protection

Your product is pre-configured to offer ideal security protection and requires no action to
work properly. If you are an advanced user and you want to re-configure your product, please
refer to the Advanced Menu.
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What’'s New: One-Click Scan and One-Click Update

Your product automatically monitors your computer for viruses, spyware, and other threats.
By default, SecurityCenter also runs a scheduled scan once a week.

How to Use: One-Click Scan and One-Click Update

If you would like to run a manual scan, click the Scan button.

a aB o BB
McAfee' SecurityCenter T e McAfee' SecurityCenter * e

Q update 0 et | Scan Progreie: Manial Scan

A Pratected? 1 Treers Scanned: -]
05“" compuiter protection pereicss see srabisd snd up-to-debe. Mo sction e reguined. 05"" [ — 8

Tterrs Quaramined: L]
L mrmen Lanks —  Computar ki ek sy £SBEFY 5t et b v st (Comrarnsn Tanks Scaniing CProgrem Flsioriol.. TSMUEDBan g oxn
* Home Frotected @ g |
Viewr Bierd Evends Werwr Rl Evurts
Manage hebwork. Panage hetwork.
Muriain, Compubee o mam & Flartain Coepuies
Tubcbags aiuh Pt Pt Bachas iid Fibptors Pl Lareal
aickown Frowal el Firevwal
Beznore Frevd Do E-mall & IM @ Frmors Froed Dol ity
Manags Wirslers Metworks &j P Manage Wirelers Networks
Parental Cowkrobs .
& Ended =
Commjossnily (rat allsd Ot B = ot trt aliad
P Updats Chask: HIafn0E . Vnscan
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_ (3 Configurs () Vi Dt =
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When you are connected to the Internet, SecurityCenter automatically checks for updates and
upgrades and installs them automatically. If you want to check for updates manually, click the
Update button. Be sure that you are connected to the Internet before checking for updates.

What's New: Improved Firewall Protection

Your McAfee product gives you complete inbound and outbound security that automatically
trusts known good programs and helps block known spyware, Trojans, and key loggers.

The firewall also defends against hacker probes and attacks, monitors Internet and network
activity, alerts you to hostile or suspicious events, and provides detailed information about
Internet traffic. The firewall features “Stealth Mode,” which allows you to use the Internet and
stay under the radar of hackers or anyone who might want to target you or your computer.
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How to Use Firewall Protection

The firewall protection is pre-configured and requires no action by you. If you are a
technically savvy user and want to re-configure firewall, please refer to the Advanced Menu
within SecurityCenter.

How to Use Stealth Mode

You can switch to Stealth Mode by clicking Internet & Network from the main SecurityCenter
console. Click the Configure feature, and then under Firewall protection, click Advanced.
Look for the Security Level slide. You can increase your security level depending on how
hidden you want to be. If you want to turn Stealth Mode on, move the gauge to Stealth.

Firewall [ security Level ]
» Security Level Lockdown Mave the slider to adjust the security level,

Program Permissions

Trusted and Banned IPs Current Level: Standard

System Services The firewall monitors inbound and outbound connections and alerts you when new

) '—] programs attempt Internet access. Blocked and added programs appear in
Event Log Settings b Program Permissions.
Intrusion Detection ‘
Open |

Smart Recommendation:

Smart Recommendations helps you decide how to handle alerts, automatically grants or blocks
programs, and alerts you about unrecognized or potentially dangerous programs,

| Enable Smart Recommendations -l

Security Settings

Boat time protection protects your computer during Windows startup. Permitting ICMP ping
requests allows other computer users to ping your computer to determine if it is on the network,

[~ Enable boot time protection
[~ Allow ICMP ping requests

@ Help 0K Cancel

What’'s New: PC Health and Performance Tools

Your product includes PC health and performance tools that help optimize your PC, keeping
it clean and running smoothly. With these built-in tools, you can safely remove unnecessary
junk files and other temporary files. Also, you can use “Disk Defragmenter” to defragment

your PC and “Task Scheduler” to schedule aregular time to automatically run cleaning tasks.
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How to Use: PC Health and Performance Tools

Access these features from the Common Tasks > Maintain Computer section.

‘D

McAfee’ SecurityCenter

© e

Common Tasks

> Home
View Recent Events
Manage Network
Maintain Computer
Backup and Restars Flles
Lockdown Firewall
Restore Firawall Defaults
Manage Wirelsss Networks

Components Installed

- WirusScan
- Personal Firewall
More...

(3 advanced Menu

Am I Protected? Yes

Your computer protection services are enabled and up-to-date, No action is required.

Computer & Files
Protected

Internet & Network
Frotected @

E-mail & IM
Protected @

$T049

Parental Controls
Ensbled @

SecurityCenter Information
Update Check: 7/13j2006

Last Scan: 7/7/2006

Subscription Expiration: 7/31/2006

Click any category on the left to view details,

@) configurs (3) View Detalls

Click Maintain Computer.

You can remove accumulated junk from your computer by simply clicking Start under the

m

McAfee’ SecurityCenter

e Update

Common Tasks
Home
View Recent Events
Manage Network

» Maintain Computer
Backup and Restare Files
Lockdown Firewsal
Restore Firewall Defaults
Manage Wireless Hetworks

Components Installed
- WirusScan
- Personal Firswal

More...

(3) Advanced Menu

McAfee QuickClean

GQuickClean sately removes accumulated junk from
your compLiter

GuickClean clsans your Internet cache, tsmporary
files, lost fil fragments, orphaned registry keys,
deleted e-mall messages, and ofher non-sssential or
temporary files that are taking up space on your
computsr

Click Start to clean your computer

QuickClean Summary
Disk Cleanup: 9.99 MB
Internet Cleanup: 62.09 MB
Registry Cleanup: 12 tems
Last Run: 1:00 &M 74172008
Mesdt Run: 1:00 AM /172008

Disk Defragmenter

Windowvs Disk Defragmenter analyzes your local
drives. It then locates and consolidates fragmerted
files and folders

Last Run: Mever

Mext Rure 1:00 A 7H5/2006

[ anayze |

Task Scheduler

Task Scheduler allows you to create Windows
Scheduled tasks that clean your computer
routinely.

McAfee QuickClean section.
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You can start the defrag process on your hard drive by clicking the Analyze button.

While performing a disk defrag, you will see this screenshot.

*Dick Defragmenter

Eie Action View Help

= = 2

Wolurme: Session Status File System Capacity Free Space %% Free Space
EIHP_RECOVERY (D:) FAT3Z 6,40 GB 639 MB 10 %
SIHP_PAVILION {C:) NTFS 180 GB 153GB a4 %

Estimated disk usage before defragmentation;

After the analysis is complete, click Defragment to defrag your hard drive.

You can set an exact time and date for your computer to automatically clean your PC.

m

McAfee* SecurityCenter

¥ Maintain Computer

> Shredder

> System Restors
> HackerWatch
> Wisual Tracer

> Traffic Monitor

Home

Reports & Logs

Configure

Restore

Tools

(3) Basic Menu

Analyzing is finished.

@ Recycle Bin Cleaner

@ Temporary Files Cleaner

@ shortcut Cleaner

@ Lost File Fragment Cleaner
) Cache Clearer

) cooke Cleaner

9 Browser History Cleanst

9 Recently Used Claaner

9 Activel and Plug-in Claaner
9 System Restore Point Cleaner

Current Folder

(

Back | [ mex | [

Cancel |
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What's New: Back Up & Restore

This feature saves copies of your most valuable files wherever you want, encrypting and
storing your files on a CD/DVD, or USB, external, or network drive.

How to Use: Back Up & Restore

Select the Backup & Restore option under Common Tasks. Create your McAfee Backup
account, by clicking Create a McAfee Data Backup Account.

[ "
McAfee' Data Backup

Welcome to Mcafee Dafla Eackup! Set up pour M:.‘f-\lie Data Backup accoun
of al

. | St up pou i riow
and enioy the benefits of automated backup, one-cick restore, and much more, Click
o the ik below to get stanted, Retuming users simply log in

Hew User?

Create a Mebfee Data Backup acoount
Fetuming user?

Enter your e-mail 1D and password

E-mail ID:

I Login automatically

From there select the files and/or folders you wish to have backed up and select the Back Up
Now button in the upper left corner.
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]
McAfee’ Data Backup
— e (| Online Backup  LocalArchive
| Automated backup via the Intemet 0B acked up
|—Ea|:k Up Now | |Fies 20 PackedUp 1.0M3  NotBacked Up 0Bytes
— Reviewdl | o Selectdl | (] Cleardll | E30pen | (4 Properties
| Share ‘
/ = My Documents Name [ Tope [ Size (k] [ State
T SSSS My cBooks
| Publish J S MyMuic No individua s are being walched at his folder level
. Check for watched files af the subfolder level.
[ My Fictures
2elings My Videos
AllMy Devices o
Library
Flescan
8 >
On Standby | Missing Files -0 . Modified Files - 0
Files that have been moved or added remotely since the last online backup
(> Retrieve &l ¥ Delete £l @ Refiesh | M Check &l T Clear Al
Mane | Typs [ Sizs [kB) [ State | Last Backup | Pa
Next Backup Naitems
Saturday, July 01, 2006 ot 550 PH
Storage Used:
1.0 of 1000 M8
@) Buy More Space < >

What's New: Improved Email, IM and Spam Protection
Your McAfee product also offers the following new and improved features:

e Email and IM Virus Protection scans inbound and outbound emails and IM including
attachments and zip files using a “deep” scan rather than a standard scan. With
enhanced worm protection preventing unknown email applications from sending an
email without your knowledge.

* Email and IM Spyware Protection now acts as a firewall for your emails and IMs. With
Script Scanner, which blocks drive-by downloads and similar exploits from attacking
your PC and WormStopper, which prevents unknown email applications from sending
worms without your knowledge, you can email and IM with your friends and family
safely.

e Spam Protection includes improved message alerting, extensive filtering and
SpamKiller, which keeps your network free of spam for higher productivity and reduces
spam-related risks.
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How To Use: Email, IM and Spam Protection

From the main SecurityCenter console click Email & IM and then click on Configure in the

lower right hand section.

From here you can choose your Email & IM options by selecting the preferred tabs and then

click Advanced.

]

McAfee’ SecurityCenter

© wose

Common Tasks

> Home
View Recent Events
Manage Network
Maintain Computer
Backup and Restors Flles
Lockdown Firewall
Restore Firawall Defaults
Manage Wirelsss Networks

Components Installed
- VirusScan
- Personal Firewall

More...

(3 advanced Menu

Am 1 Protected? Yes
Your computer protection services are enabled and up-to-date, No action is required.

Computer & Files These services are protecting your e-mal and  (¥)
Protected @ | instant messaging:

> E-mail Yirus Protection

> Spam Protection

Internet & Network
Protacted @ | > M ¥irus Protection

» E-mall Spywar Protection
IM Spyware Protection
E-mail & IM b

Protected

Parental Controls
Ensbled @
To change your optians, ciik Configure belaw.

@) configure

SecurityCenter Information
Update Check: 7/14j2006

Last Scan: 7/7/2006

Subscription Expiration: 7/31/2006

@) configurs (3) View Detalls

m

McAfee’ SecurityCenter

e Update

Common Tasks
Home
View Recent Events
Manage Network
Maintain Computer
Backup and Restare Files
Lockdown Firewsal
Restore Firewall Defaults
Manage Wireless Hetworks

Components Installed
- WirusSean
- Personal Firswal

More...

(@) advanced Menu

E-mail & IM Configuration

Spam protection is enabled @
& on Unwanted e-mail messages do not enter your Inbox.
o Off Spam protection helps filker unwantad e-mail messages.

| Advanced... |
E-mail protection is enabled ®
Instant Messaging protection is enabled ®
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From this example for Spam Protection you can select the filtering options best suited for your
needs and then click OK.

C——————

Spam Protection

Filtering Dptions

3 Filtering Options

- Mave the slider ta changs the Fitering level.
Proceseng \

DA Current Setting: Medium
Reporting o McAfes - ‘ Messages are filtered at the recommended level, This level decreases incorrect tagging

Personal Filkers of walid messages while maximizing spam filtering.

Friends special Filters
Aeliress Binks
Weh Mail Accounts IV Filter messages that contain hidden kext &

E-mai Toolbars IV Filter messages that contain certain ratios of images versus text &

IV Filter messages that contain Intentional HTML formatting srrors @

IV Do not filker messages larger than: 150 kB &

[ cancel | |

@ Help L oK

What's New: Parental Controls

Your product includes Parental Controls enhanced content protection which now also
protects your family from offensive content and photos with McAfee® Image Analysis.

How to Use: Parental Controls

You can access Image Analysis or any of the Parental Control features - click the Parental
Controls section on the main SecurityCenter page and select the Configure option.

m

McAfee® SecurityCenter

0 Update @

Am I Protected? Yes
Your computer prokection services are enabled and up-to-date. No action is required.

Common Tasks

Computer & Files These services are part of parental controls: (%)

> Home Pratected

» Content Blocking
Wisw Recent Events

Manag Natwork 0
Internet & Networl
Maintain Computar o Pl @
Daka Backup
Restors Firewall DeFaults
'IB E-mail & IM

Manage Wireless Nebworks
& Protected @

Parental Controls
Enabled To change your options, click Configure below,

(@) Configure

SecurityCenter Information
Update Check: 7/6/2006

Last Scan: 7/6/2006

Subscription Expiration: 7/31/2006

@) Configurs  (3) View Details
(@) advanced Menu
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Once you are at the Parental Controls Configuration page select the Advanced option to access

all the Parental Controls features.

m

McAfee’ SecurityCenter

Q Update

Common Tasks
Home
Wiew Recent Events
Manage Netwark
Maintain Computer
Backup and Restare Files
Lockdown Firewall
Restore Firewall Defaults
Manage Wireless Networks

Components Installed
- VirusScan
- Personal Firewall

More, .

@) Advanced Menu

Parental Controls Configuration

Parental Controls are enabled (&)
Users are deried access bo specified Web sites and are also granted or blocked access to
wieh sites depending on their assigned age groups and associated keywords.

[ advanced... |

Select Image Analysis and choose your most appropriate setting for this feature.

Global Parental Controls

Blocked web Sites
Allowed Web Sites
Cookies
Keywords

» Image Analysis
Keyword Scanning

@ Heip

Image Analysis

Image analysis prevents some Users from wiswing potentially Inappropriate images on the Inkernet.

& on Patentially inapprapriate images are blacked For non-adult and

non-administrator users only,
Al Users

 Teenagers and children

 Off

[ oK

)

Cancel | | |

What's New: Identity Protection

Identity Protection secures your identity while online or connected to the Internet. This

includes McAfee® Password Vault and McAfee SiteAdvisor.

McAfee Password Vault allows you to securely store confidential passwords on your PC,

preventing others from viewing them.
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How to Use: Identity Protection

Simply choose the Internet & Network section from the main SecurityCenter page and select
the Configure option. Choose the Personal Information Protection tab and select Advanced.

C———————

Personal Information Password Yault
Protection
The Password Yault is a secure storage area that helps you keep track of all the passwords you use.
Blacked Information Ta view these passwords or add new ones, provide your Password Yault password, and then click
» Password Yault Open, Mo other user (even the system Administratar) can access your Password Yault without

knowing your password,

Password

Confirm Password

@) Heln [ open | [ canel | [

What’'s New: McAfee SiteAdvisor

SiteAdvisor adds safety ratings to sites and search engine results based on comprehensive
spam, adware, and online scam safety tests.

How to Use: McAfee SiteAdvisor
Once downloaded and installed SiteAdvisor does all the work for you. When searching with

Google, Yahoo!, MSN, or others, SiteAdvisor’s safety ratings appear next to search results and a
small button in the browser toolbar changes color based on SiteAdvisor’s security tests.
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What's New: McAfee Network Manager

McAfee Network Manager presents a graphical view of the computers and components
that make up your home network. You can use Network Manager to remotely monitor the
protection status of each managed computer in your network and to remotely fix reported
security vulnerabilities on those managed computers.

How to Use: McAfee Network Manager

Launch Network Manager from the SecurityCenter list of Common Tasks. The network map
provides a graphical representation of the computers and components that make up your
home network. To configure Network Manager — please refer to the Advanced Menu within
SecurityCenter.

a L] o B
MecAfee’ securityCenter * hen McAfes’ SecurityCenter e
() vosae ' ©) v || [ o mone wervece
= = AT Protected? Tes —E——— o - .
0 — | “Foux computer protection servioss are anabied s Lp-to-dabe. Me sction b5 requed. 0 = |
| ) comnasing
' ) w= - —t= o
Computer b Ples ik iy cabsgary on the bsft bo view detals, |Emm1u:- |
Frotected & Here: | @ l
Yerw Pecerd Everds E .|
| ¥ Manage Nelwerk.
,..,“.L ol = Msirk sin Cormgadber HOME GFFIE Q
I E
Lexchekow Frewsl
mm & Rieshare Firesasl Dty its | WITEHEN LARTOR LEuTa BO0a
Mansce Wirsless Mebwerks | |
Parsrital Contrsl - | Details | [ Tmantran
bl & ol
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m‘s:m 7 a&%’ - Fersonal Frewsl Sulbrseriphion Exgiry: 89107 !
Lo B _ ® Mare,. “Syabec Morosofs Windows 1P Frobessiana Sarvice Pack 2 [
{3} Cordigre Wiews Dby i | e Dol BE20 |
@ ncsamn || Oesosen cut e

What's New: McAfee EasyNetwork

McAfee EasyNetwork allows you to share files and printers among the computers in your
home network.

How to Use: McAfee EasyNetwork

Double-click the McAfee EasyNetwork desktop icon to start EasyNetwork. To learn more
about how to configure this feature, please refer to the Advanced Menu within SecurityCenter.
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What’'s New: McAfee Shredder

Shredder allows you to digitally “shred” confidential files, effectively removing all traces of
files from your PC, especially useful when passing on, selling, or simply discarding older PCs.
This new feature enhances your privacy by helping to eradicate the digital footprints left
behind by erased files that hackers or other unauthorized users can access.

How To Use: McAfee Shredder

Select Shredder under “Tools”, you can easily erase files, folders or even an entire disk.

Shred files and folders

Use Shredder to permanently erase files, folders or data from your hard drive.

Iwant to:
% Erase files and folders

" Erase an entire disk

Shredding Level

Select Quick to shred the information once; Comprehensive to make seven passes to
erase the data; or Custom to specify up to 10 passes.

® Quick

" Comprehensive

" Custom 558 Y. ]

Click Next to continue,

Next
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Making Sure You're Secure

McAfee makes sure you are always secure by continuously and automatically upgrading and
updating your protection.

Automatic Software Updates and Upgrades

Aslong as your subscription is active, SecurityCenter will automatically upgrade your McAfee
programs whenever new or improved features become available.

Update available

Updates are available For the Folowing products:

Mchfee YirusScan
McAfee Personal Firewall
McaAfee Privacy Service
Mcafee Spamkiller

(&) Update now
) Be reminded later
() Cancel

OK

Protection Status and Security Alerts

SecurityCenter also informs you with a Protection Manager Alert whenever your security
status changes to yellow or red. When you see one of these alerts, click the Balloon or Icon to
open SecurityCenter, so you can review and react to the issue.

@ Registry Change Detected ]

MeAfee has detected a potentially unauthorized &
change to your camputer.

Details
Monitor Mame: Internet Explorer WehBrowser
Change: Registry Modified

More Info

Monitor Description: Monitors changes made to
your Internet Explorer WwebBrowser instance.

The Internet Explorer WabBrowser containg
information and settings about an instance of
Internet Explorer. Ifthese settings are changed «

" Block this change
@ allow this change

™ Remember this action
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